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Turkey’s Re-Balancing: Diplomatic Lessons From The Late Ottoman Empire Still Apply
Adam L. Silow
The diplomacy of the late Ottoman Empire presents a useful comparison for understanding
modern Turkey’s foreign relations. In particular, both eras of Turkish history highlight the
opportunities and risks of choosing a single close ally versus re-balancing between several
major powers. The Ottoman Empire’s downfall arrived when it tied itself closely to a major
power—Germany—soon before World War I. Modern Turkey seeks to avoid this in the post-Cold
War era by re-balancing between major powers—the United States and its adversaries. While
the United States may find itself frustrated by this re-balancing, the United States should accept
that this is a successful strategy for Turkey as it strengthens its economy and regional influence.
Maintaining a productive partnership with an increasingly autonomous Turkey, rather than
losing a key NATO ally to Russia, Iran, and other adversaries, will require the United States to
better prioritize its interests with Turkey, such as protection of democratic norms, while
compromising on other issues, such as U.S. support for certain Kurdish groups.
Foreign Relations of the Late Ottoman
Empire
William Hale’s Analytic Framework
William Hale, a scholar of Turkish
history, wrote that the late Ottoman Empire
(19th and early 20th centuries) faced two
diplomatic options: 1. “avoid both conflicts
and firm alliances” with major powers, or 2.
“negotiate a reasonably stable alliance with
one or more European powers.” 1 In the late
19th century, the Ottoman Empire began with
the first option, re-balancing between
different major powers. By 1914, however,
the Empire shifted to the second option,
joining forces with Germany—a decision that
would ultimately prove fatal for the Empire.

diverse population. Competing with other
major powers meant the Empire had to
modernize and rebuild its state structures,
military, and economy. 3 Starting in the 1830s
under Sultan Abdülmecid I, the Empire
began a program of reforms known as
Tanzimat.
Ottoman leaders recognized that
successful modernization under Tanzimat
required a diplomatic effort that would stave
off conflict from nearby major powers. The
Empire needed “a fairly long breathing space,
with sufficient external stability and
security.” 4 The Empire was in a relatively
hostile neighborhood with at least three
potential areas of conflict: nationalist
movements in the Balkans; Russian interest
in the Turkish straits (the Bosporus and
Dardanelles); and French and British interest
in North Africa and the Middle East. 5
The Ottoman Empire sought to
balance between various European powers as
they jostled for control. In 1798, for example,
the Empire’s traditional ties with France were
severed when Napoleon invaded Egypt; the
Ottomans responded by signing a treaty with
Russia and fighting alongside the British to
expel the French from Egypt in 1801. 6
Uprisings in Greece, however, were

Re-Balancing
These two diplomatic options—rebalancing or a single alliance—were products
of the significant internal challenges and
geopolitical transitions occurring within and
around the late Ottoman Empire. In the early
19th century, the Empire was vast. It stretched
south across North Africa and the Middle
East as well as north to Crimea and west
through modern-day Greece, the Balkans,
and Moldova. 2 The Empire, however,
struggled to impose rule over such a large,
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supported by Britain, France, and Russia
against the weak Ottoman army. 7 In the
following decades, Russia began claiming
more Ottoman territory. During the Crimean
War of 1854-1855, however, the Ottoman
Empire pushed back with other European
powers against Russia. 8 By the late 19th
century, the Ottoman Empire had signed,
terminated, and re-signed several treaties
with the major European powers, who feared
the “eastern question”—the geopolitical
uncertainty that would follow the total
dissolution of the Ottoman Empire. Ottoman
statesman used this fear to appeal for support
from each power when another began
encroaching too far into Ottoman territory.
By the early 20th century, the Ottoman
Empire was weak and struggled with fully
completing Tanzimat in the face of poor
implementation, budget constraints, and
ongoing losses of territory, particularly in the
Balkans. 9

The Empire’s fate was tied to
Germany’s for the rest of WWI and,
ultimately, this proved fatal. Hale outlines
that the Empire’s careful re-balancing
diplomacy during the 19th century allowed it
to “slow down the decline,” although this was
not enough to “create a…breathing space to
reconstruct and modernize the Empire
effectively.” 11 Nonetheless, re-balancing
allowed the Empire to retain its sovereign
autonomy for over a century, despite external
powers repeatedly chipping away at its
territory. The decision to ally with Germany
permanently sealed the Ottoman Empire’s
fate. The vast Ottoman Empire that had
stretched across the northern and southern
shores of the Mediterranean and into the
Middle East for centuries was decimated. The
20th and 21st centuries would see a new
Turkish Republic switch its diplomatic path
as it once again tried to re-build among
another set of powerful states.

Allying with Germany
As World War I (WWI) erupted, the
Ottoman Empire found it could no longer
safely re-balance and it shifted to the second
diplomatic option—solidify an alliance with
one side. On August 2, 1914, Enver Pasha,
the Ottoman’s Minister of War, entered into
a secret alliance with Germany. 10 The
Ottomans attempted to negotiate agreements
with the Russians and French, but were
rebuffed. The Ottoman-German alliance was
strengthened
when
the
British
commandeered two dreadnought ships built
in England for the Ottoman navy; and
instead, the Germans provided the Ottoman
navy with two battle cruisers. The alliance
was sealed when the Ottoman fleet, under
German command, attacked the Russians in
the Black Sea on October 29, 1914. Over the
following days, the Entente Powers—
initially France, Britain, and Russia—
declared war on the Ottoman Empire.

Foreign Relations of Modern Turkey
Turkey was founded in 1923 under
the leadership of Mustafa Kemal Atatürk,
who left an indelible mark in creating the
modern Turkish state. This Article, however,
focuses on Turkey’s diplomatic relations
after 1945 (Atatürk was president until his
death in 1938) because the post-WWII era is
more emblematic of the late Ottoman
Empire’s nearly century-long attempt to
modernize in the face of competing powers.
The new Turkish republic chose the opposite
diplomatic sequence as the late Ottoman
Empire. Following World War II (WWII),
Turkey began with a close allegiance to one
side of a conflict—the West during the Cold
War—before initiating a new strategy in the
post-9/11 era of re-balancing between
adversarial powers.
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the two most powerful victors—the United
States and the Soviet Union. Turkey, led by
İsmet İnönü, feared the intentions of Soviet
Russia, Turkey’s “historical nemesis,” and
favored closer ties to the West to protect the
nascent Turkish republic. 12 The United States
supported Turkey with material aid,
including sending ships to Turkish waters
when the Soviets demanded shared control
over the Turkish straits. The United States
also designated Turkey “a special recipient of
anti-Soviet aid under the Truman
Doctrine.” 13 In 1950, Turkey provided troops
to support Western allies in the Korean War.
By 1952, Turkey joined the North Atlantic
Treaty Organization (NATO), cementing its
close ties to the United States and Western
states for the next six decades. 14
Turkish-U.S. relations have faced
significant disputes in the past and some
might argue that today’s diplomatic
turbulence is no different. This view,
however, fails to recognize that these prior
disagreements were temporary and did not
lead Turkey to fully swing toward a U.S.
adversary. For example, in 1964, U.S.
President Lyndon Johnson sent İnönü a letter
opposing Turkish intervention in Cyprus
after the Greek-Turkish power sharing
agreement collapsed. 15 After Turkey
occupied northern Cyprus in 1974, the United
States froze aid and imposed an arms
embargo on Turkey. Nonetheless, the Cyprus
disputes never led Turkey to embrace the
Soviet Union. And by 1978, Congress
repealed the embargo. 16

Turkey has slowly but surely returned to rebalancing between powerful states as it seeks
to modernize its military capabilities and
strengthen its regional autonomy. Turkey,
while still a NATO member and an ostensible
ally of the West, has engaged and cooperated
with U.S. adversaries, specifically Russia and
Iran, on a steady basis since 2015. With the
U.S.-Turkish relationship now in a “deep
crisis,” one Turkish scholar and former
diplomat writes that “Turkish political elites
firmly believe that a successful repositioning
of their country in this multipolar
environment will benefit the nation in the
long run.” 17 Without the Cold War’s stark
divisions, Turkey sees opportunities with
U.S. adversaries and risks with the United
States as the two countries’ interests
increasingly diverge.
One of the most striking diplomatic
shifts is the re-engagement between Turkey
and Russia, “whose predecessors (the
Russian and Ottoman Empires) had fought 12
wars over the preceding four centuries.” 18 In
2017, Turkey agreed to buy Russian S-400
missile systems (the S-400 deal, a significant
point of contention, is described in further
detail in the analysis modern U.S.-Turkish
relations below). In 2020, Russia and Turkey
launched a natural gas pipeline, TurkStream,
to deliver Russian gas to Europe through
Turkey (bypassing Ukraine). 19 In addition to
military and economic ties, Russia and
Turkey have increased bilateral diplomacy
over regional conflicts.
In Syria, Libya, and the NagornoKarabakh region, Turkey and Russia have
negotiated to de-escalate and initiate
ceasefires, despite backing opposing sides in
the conflicts. Turkish-Russian relations,
however, reached their nadir in 2015 when
Turkey shot down a Russian military aircraft
after it briefly violated Turkish airspace on its
way from Syria. 20 Fearing that Putin might
throw his support to Turkey’s Kurdish
opponents, Turkish President Recep Tayyip

Re-balancing After the Cold War with
Russia, Iran, and the United States
The unexpected fall of the Soviet
Union in 1991 altered geopolitics in a
fundamental way that modern Turkey had
never experienced. Although it remained
wary of Russia, Turkey was no longer caught
in the bipolarity of the Cold War. Instead, a
new multipolar system emerged. Since then,
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Erdoğan met with Putin in St. Petersburg in
2016 to normalize relations. 21 Soon after,
Turkey launched cross-border operations
against ISIS in Syria “with Russia’s
blessing.” 22
While tensions continue to flare at
times between the two states, both sides are
able to de-escalate, particularly “through
Erdoğan-Putin summitries.” 23 For example,
in late 2016, Erdoğan and Putin (later joined
by Iran) sent envoys to Astana for a series of
Syrian peace talks as an alternative process to
the West’s negotiations in Geneva. 24
Similarly in Libya, Putin and Erdoğan sent
military support to opposing factions, while
also working together bilaterally to broker
ceasefire agreements, often in contravention
to the West’s peace process. 25 In the
Nagorno-Karabakh conflict in 2020, Russia
played the role of peacemaker, and largely
rejected Turkey’s attempt to co-lead ceasefire
talks. Nonetheless, both Russian and Turkish
troops serve as peacekeepers in the region to
oversee implementation of the ceasefire. 26 27
Iran represents another regional
power that historically Turkey avoided but
has more recently found areas of mutual
interest. “Over the past two decades, their
economies have become increasingly
intertwined,” with Iran providing 20 percent
of Turkey’s oil and natural gas, and Turkey
providing Iran with an economic route to
Europe that carries more than 20 percent of
Iran’s land trade. 28 Despite key differences—
Iran, for example, is a theocracy with a Shiite
majority, while Turkey is a majority Sunni
country with a secular constitution—the two
countries found shared strategic interests in
preventing
Kurdish
separatism
and
containing instability in nearby countries,
such as Iraq, Syria, and Afghanistan. At a
tactical level, though, both countries often
differ. In Iraq, Turkey has supported the
Kurdistan Democratic Party, while Iran
backed their rivals, the Patriotic Union of
Kurdistan, the Movement for Change, and
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the Kurdistan Worker’s Party (PKK), which
Turkey views as a terrorist organization. 29 In
Syria, Turkey and Iran also support different
groups, although they both share an interest
in defeating ISIS. 30 In 2016, both sides held
two high-level rounds of diplomacy to
discuss the issue of President of Syria Bashar
al-Assad’s fate. The talks collapsed when
Turkey intervened militarily in northern
Syria. Overall, Turkish-Iranian relations are
characterized by mutual mistrust as “each
views the other as seeking hegemony, if not
to recapture lost glory, through violent
proxies.” 31 Nonetheless, the increasing
strategic commonalities and willingness to
negotiate, despite deep political differences,
indicates that Turkey is interested in
engaging with a broader set of states, even
when they are significant adversaries of the
United States.
Turkey not only sees opportunities
with U.S. adversaries, but also risks with the
United States. The two states do not see eyeto-eye on several issues critical to Turkey,
including support for Kurdish groups,
Fethullah Gulen, and the Armenian genocide.
Turkish elites are frustrated “that
Turkey…played
second
fiddle
to
Washington for too long in the Middle
East.” 32
In the post-9/11 era, an early signal of
Turkey’s willingness to step away from its
historical ally was when the Turkish
parliament voted not to allow the United
States to invade Iraq from Turkey. 33
Eventually, Turkey allowed the United States
to use Turkish bases for overflight of Iraq and
missile defense radar, but it signaled the start
of a new era in which Turkey would actively
pursue its own Middle East interests, even
when directly opposed to the United States. 34
For example, a key aspect of the deteriorating
bilateral relationship is Turkey’s arms deal
with Russia for the S-400 air defense system.
The United States fears that Russia will use
the system’s radar to “build detailed
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states. Therefore, Turkey will likely be able
to successfully continue its re-balancing as it
grows its economy and positions itself as a
leading player in the region and even further
abroad.
For the United States, Turkey’s rebalancing will be a frustrating diplomatic
exercise, but one that it must accept and work
with responsibly. Maintaining a hardline
stance against Turkey’s re-balancing will
likely push Turkey only further into Russia’s
arms. The United States should, therefore,
follow two strategies: 1) prioritize key issues
and 2) compromise on the rest. Drawing
redlines around issues that are most
important to the United States, such as
maintaining certain democratic norms, will
signal to Turkey where the United States will
not accept Turkey’s re-balancing. Similarly,
the United States must recognize that it too
should compromise on certain Turkish
redlines, such as by offering to renounce ties
to the YPG if Turkey ends the S-400 deal.
Ultimately, Turkey’s re-balancing strategy is
here to stay for the foreseeable future.
Therefore, the United States must learn to
juggle a complex relationship with Turkey
that treats each party’s interests with enough
respect to maintain a productive partnership.

signatures of NATO planes—including the
F-35.” 35 When Erdoğan announced the S-400
purchase, the United States ejected Turkey
from the F-35 program and imposed
sanctions. After a recent meeting with Putin,
Erdoğan emphasized that the S-400 purchase
was moving ahead. 36 Erdoğan and his
government remain undeterred, in part,
because the United States continues several
policies inimical to Turkey’s interests,
including U.S. support for the YPG, a
Kurdish militia that fights against ISIS in
Syria and has ties to the PKK. There are more
examples of U.S.-Turkish disagreements
than can be covered here, but it is important
to recognize that these points of tension are
not abating as Turkey continues its rebalancing.
Conclusion: Lessons for Modern U.S.Turkish Relations
The history of Ottoman and Turkish
diplomacy holds two important lessons for
modern Turkey and the United States. For
Turkey, re-balancing is a viable diplomatic
strategy. The late Ottoman Empire showed
that re-balancing works—until the balance
tips into outright global conflict between
major powers. This is a high bar and affords
significant space for re-balancing. While
allying tightly with the West during the Cold
War provided security, it also restricted
Turkey’s autonomy. Turkey will need to
watch carefully that its engagement with
Russia, and potentially Iran, does not upset
the balance with the United States to an
extent that would instigate greater conflict.
Such a direct armed conflict between the
United States and Russia, however, is
unlikely given their status as nuclear armed
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Russia & China’s Future of Competition Along the New Silk Road: A Net Assessment
Travis Zahnow, Beth Wootten, Mark Dubbs, Brian Carey, Dmitriy Leontyev
The five states of Central Asia—Kazakhstan, Kyrgyz Republic, Tajikistan, Turkmenistan, and
Uzbekistan—exist between two great powers that view themselves as historical and civilizational
forces, centers of gravity whose altering political orientations and divergent economic trends are
shifting the balance of power and influence in Central Asia. 1 China desires direct access to the
EU and Europe through the region, allowing for more economic growth to meet the demands of
its growing middle-class and provide continued political stability, whereas Russia seeks
integration into the vast hydrocarbon market across Eurasia while maintaining its role as a
regional great power.
China’s Belt and Road Initiative (BRI) is the clearest manifestation of the shifting balance, as its
implementation across Russia’s long-held sphere of influence profoundly affects ChineseRussian relations. Differing interests in the region allow for a convenient, yet necessary,
symbiosis between these two states in Central Asia; a “division of labor” where Russia leads in
the diplomatic and security realms and China on the economic and development fronts. 2 Global
political trends are also assisting Sino-Russian cooperation. Both countries’ top strategic
objectives lie outside of Central Asia—Ukraine and Taiwan—leaving less interest in starting
unnecessary tensions where their attention least demands it. Second, the continually mounting
U.S. sanctions against Russia, combined with rapidly worsening U.S.-China tensions, contribute
to a natural alliance.
Yet, this transitory coalescing of interests will degrade as the effects of China’s BRI invite new
political pressures, vast sums of wealth, and a renewed global focus to Central Asia. After two
decades of exerting financial, technological, and informational influence in their shared
neighborhood, China’s ability to assert its interests will interfere with Russia’s interests in its
traditional sphere. With these changes, China and Russia’s interests will diverge, and both
countries’ leaders will not hesitate to advance their interests at the expense of the other, with
tensions mounting as Russia’s historically dominant hegemonic influence clashes with China’s
strategic planning.3
The largest sectors for future strategic competition—competition encompassing political,
economic and military dimensions—in the region are transportation and trade, energy exports
and demand, and water management. All areas promise to produce significant points of friction,
especially as a more competitive arrangement emerges. Despite current cooperation between BRI
transport routes through Central Asia and Russia’s Eurasian Economic Union (EAEU)
comprising Armenia, Belarus, Kazakhstan, Kyrgyzstan, and Russia, future BRI emphasis on
southern routes to Europe could cut Russia off entirely. In energy, Russia competes with Central
Asia over petroleum exports to China; should periods of dramatic volatility hit the global oil
market, this arena could become a significant impediment to smooth bilateral relations. Water
management could also play a disruptive role as it is a vital concern for the region, exemplified in
the disastrous consequences of the drying up of the Aral Sea and exacerbated further by the effects
of global warming such as increasing scarcity in water access.
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Perhaps the most divisive of these sectors is transportation. The most efficient geographic routes
between Europe and China exist largely within China and Kazakhstan, which if routed across
Iran or the Caspian Sea threaten to cut Russia off entirely from trade between some of the
largest global producers and consumers.4 In addition, China’s transformation into an economic
powerhouse after decades of double-digit growth has led to an excess of manufacturing capacity
and low-wage workers that pressures Chinese companies to find an outlet outside the country,
making construction in Central Asia especially attractive.5 Therefore, if Russia cannot regain
influence in trade flows through the EAEU (which includes Belarus, Kazakhstan, Kyrgyzstan and
Armenia), already a remote prospect, the possibility for China to gain the upper hand vis-à-vis
regional trade is high. Without employing other methods, Russia will then withstand a profound
loss of influence over this region where it has been predominant since the late 19th century.
China’s overwhelming influence in financing major infrastructure projects and ownership of
significant proportions of Central Asian sovereign debt mean China's influence gains over these
countries’ politics and economics will be another obstacle to balanced relations. In the shortterm, future investments will empower Central Asian states in their relations with Russia. Over
the medium term, roughly eight to twelve years, they will become increasingly indebted to and
dependent on China. China’s Digital Silk Road, while currently a much smaller segment of the
BRI, will transform the physical infrastructure of the region. Unchecked Chinese dominance
over 5G and data hardware will have a significant effect on information and security in the
region and potentially mitigate Russia’s soft power.

Figure 1: Industrial sector trends in Central Asia, 1991 to 20416
Figure 1 outlines the central findings in our report. In focusing on areas of strategic national
interest and industrial sectors, it asks a foundational question: Which country is dominant in the
region? We defined dominance as the country with sole negotiating power in directing the
implementation, orientation, and timing of an industrial enterprise in Central Asia, while
dominance implies a lesser degree of autonomy.
Figure 1 is also a metric that documents a complex transformation affecting millions of lives,
billions of dollars and propelled along by the decisions of regional governments, NGOs, private
sector interests, and the national aims of great powers. This report will unpack these changes by
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sector, provide implications on a country-by-country basis, and offer analysis of what it could
mean for the future of Sino-Russia relations in Central Asia.
Collaboration Or Competition in Central
Asia
This report examines the prospects
of the China-led transformation taking place
in Central Asia amid Russia’s seemingly
inevitable demographic and economic
decline and seeks to determine what this
means for the future of Sino-Russian
relations in the region. It considers the
traditional influence of Russia and China in
the region as a whole and in individual
states. It seeks to ascertain whether the Belt
and Road Initiative (BRI) complements
Russia’s activities or undermines Russia’s
traditional status. The report emphasizes the
long-term transformation of the region by
examining structural factors, specifically
industrial sectors, while tracing the
transition from areas of traditional Russian
influence to Chinese dominance through the
BRI.

Figure 2: BRI Spending in Central Asia

The BRI is not just a central
government policy. It encompasses actions
by Chinese provinces such as Xinjiang, and
loosely coordinated activities of Chinese
state-owned
enterprises
and
private
companies. Funding comes from diverse
groups, including Chinese banks such as the
Export-Import Bank of China, local state
banks and funds, the Islamic Development
Bank, and the European Bank for
Reconstruction and Development.9 Previous
and planned spending in Central Asia comes
to $136.3 billion. In comparison, the Asian
Development
Bank,
a
Japanese-led
institution, has invested $39.2 billion in the
region since 2001 through its Central Asia
Regional Economic Cooperation Program.10

The Belt & Road Initiative
The Belt and Road Initiative
represents Beijing’s use of finance lending,
extensive infrastructure projects, and
advanced technology as foreign policy tools.
The BRI builds stronger connections with
foreign markets, both along the numerous
economic routes and at the terminus of the
EU. Beijing seeks to shore up economic
growth and avoid middle-class stagnation to
reinforce legitimacy at home, in addition to
stabilizing its western frontier region. 7 In
practice, the BRI is a market for Chinese
state-owned enterprises’ excess capacity and
excess steel. The largest sectors of BRI in
Central Asia are mineral and petroleum
extraction and refining, energy connectivity,
and rail and road building, as seen in Figure
2.8

Georgetown Security Studies Review

The Net Assessment Approach
Net assessment is an analytic
technique used to compare two or more
competitors to anticipate future interactions.
Net assessment uses simple, often commonly
available, data to generate complex analysis
over long-time horizons—often 20 or more
years, and often focus on assessing the
balance between two countervailing forces to
identify asymmetries. Net assessments
require researchers to survey the landscape
and find points of friction within a
multifaceted rivalry. Researchers then use
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readily available information and simple
models to think and produce complex
analyses projected over deep time horizons.11
In addition to open-source research, the
authors of this report conducted qualitative
and quantitative analysis through off-therecord interviews with current and former
government officials, academics, and
practitioners focused on the Central Asian
region, as well as using data sets of Chinese
BRI investments in the region.
Net assessments by nature do not
offer prescriptive policy recommendations—
instead, and because of their long-time
horizons, they are a tool to help guide future
policy planning and useful for outlining the
problems policymakers may face in the
future.

conditionality, requiring construction to be
performed by Chinese companies and
workers. Heavy reliance on Chinese BRI
financing, especially those from the Chinese
Exim Bank, has created an unhealthy path of
dependence on China.14 An over-reliance on
Chinese loans to state financial success, often
at the expense of a state’s collateral, is
unsustainable long-term. Planning to increase
external debt to pay for future infrastructure
projects is a short-term bid for improvement
with negative long-term ramifications of
dependence on Chinese financial influxes.
Even if BRI investments decelerate in the
short term, much of the debt damage has
already taken place over the last decade of
Chinese investments in the region.
Kazakhstan brings in the most annual
FDI in the region, accounting for $3.1 billion,
while Tajikistan’s FDI totals neared $3
billion (Chinese investments were 76% of all
FDI inflows in Tajikistan). 15 High debt
holdings impede responsible fiscal policy,
especially if it cannot deliver economic
success for the country. China’s ownership of
Central Asian external debt in relation to
GDP is stark. Current year, China owns over
15% of external debt in every Central Asian
nation except for Kazakhstan. In the case of
the Kyrgyz Republic, also known as
Kyrgyzstan, it is as high as 28% (see Fig.
3). 16 Predicting Chinese investments in the
region post-COVID economic decline is
challenging. The possibility exists for
Chinese investment deceleration, but it is
important to evaluate financial investments in
the here and now. Evaluating the future of
Chinese BRI debt in Central Asia as if
investments did not decline allows observers
to see the ‘worst case’ of Chinese debt
ownership in the region.17

An Analysis of Economic Sectors
Financing
China
In the 2010s, China became Central
Asia’s biggest lender and source for
infrastructure financing.12 China first
announced BRI in 2013 and is fulfilling that
promise at a staggering rate. According to the
Central Asian Data-Gathering and Analysis
Team (CADGAT), between 2013 and 2019,
China invested over $136 billion in projects
across Central Asia. 13 China’s FDI in Central
Asia have made it the region’s single largest
creditor. Chinese FDI investments often
come with conditions, called embedded

Russia

Russia’s focus on Central Asia stems
from a desire to maintain a grasp on its near
abroad, the regions it once called a part of its

Figure 3: Chinese owned debt
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empire and still maintains that they are
Russian “regions of privileged interest.” 18
Russia’s
Collective
Security
Treaty
Organization (CSTO), founded in 2002, and
the EAEU, founded in 2012, are Russia’s
attempts at a regional security and economic
bloc, respectively. Russia recognizes a
growing Chinese presence in the region but
seems willing to accept asymmetries in the
short and medium term to ensure the United
States does not try to encroach in a region it
has mostly been absent from due to a lack of
ability to compete. Russian investments in
the Central Asian region pale compared to
those of China. These asymmetries in
spending are important but are not a producer
of competition in the immediate term since
Russian influence in the region is not wholly
dependent on financial investments alone,
but instead as security guarantor.
Moscow remains an important, yet
diminishing, regional economic player for
Central Asians. Russia leads in purchasing
key commodities produced in Kyrgyzstan
and Tajikistan at a comparative advantage
while staying competitive with China in
Kazakhstan and Uzbekistan.19 Russian FDI
mainly targets the low-income countries
Tajikistan and Kyrgyzstan, using debt relief,
grants, and sovereign loans to maintain a
foothold in the region.

economic integration in its own sphere. In the
long term, this will cause friction between
Russia and China as the former awakens to
the growing Chinese influence in the region.
The investment shift in the region
occurred in the mid-2000s. Russia lost its
exclusive influence in Central Asia to China.
Russia sees the BRI as an attempt to influence
Central Asia and be a long-term challenger to
the EAEU, yet has seemingly failed to
counteract the influence, setting itself up for
failure in the coming decades.21 Initially, this
is due to Moscow erring on the side of
EAEU/BRI cooperation in hopes of shortterm gain. 22 This gain, however, will come at
the expense of regional cooperation centered
on a Russian pole over the long term. China’s
investment in large programs like the ChinaCentral Asia gas pipeline, the Sino-Kazakh
oil pipeline, or Dushanbe–Chanak Road
tunnel and border reconstruction have
ensured that China understands the long-term
gain to Russia’s short-term play, even if
Russia is important to BRI success for
Moscow’s sway over Central Asian cultural
elites. It will be extremely challenging for
Russia to contest China financially in Central
Asia because of the large investment
disparity. Even if China’s investments
dwindled in the future, it has a marked
regional advantage because of the significant
amounts of debt already owned.
China’s billion-dollar investments in
the region ostensibly focus on economic
projects that benefit their host nation by
stimulating
growth
and
industrial
23
Even
if
true,
these
projects
production.
primarily strengthen political and economic
dependence on China. All BRI loans require
repayment.
Embedded
and
cross
conditionality within the loan terms, often in
the form of natural resources placed up for
collateral, ensure China is repaid.24 China’s
ownership of substantial amounts of Central
Asia debt is a precursor to possible regional
competition in the future as outstanding loans

Net Assessment
Russia and China pursue differing
financial goals in Central Asia. Russia has
abandoned the Soviet “Divide & Rule”
model and instead pursues a collective policy
of trade through the EAEU, security through
the CSTO, and governance through the
Commonwealth of Independent States
(CIS). 20 China approaches the region
bilaterally by securing economic and energy
security, while advancing BRI ambitions.
China’s bilateral approach has paid off;
China can extend its influence in Central Asia
while preventing Russian political and
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tie Central Asian nations to Beijing. If
extrapolated out, China’s BRI debt will be
over 40% of GDP in every Central Asian
nation except Kazakhstan, making all but one
vulnerable to Chinese political pressure (Fig
2 above) and potential strategic competition
with Moscow.

Kyrgyzstan, and Russia, but has thus far not
reduced Central Asian trading with China. In
the past decade, the EAEU has simplified
transit trade through member countries,
benefitting the China-Europe trade route.28
However,
outside
minimal
trade
liberalization, reduced customs procedures,
and reduced labor restrictions, the EAEU has
had negligible effect. Its free trade
agreements are often infringed upon,
agreements on treatments of third-country
goods and labor are sorely lacking, and there
is significant room for exemptions. 29
Bordering EAEU countries continue to have
arbitrarily high crossing delays.30

Transportation And Trade
Trade
After independence in 1991 and until
the early 2000s, Russia was Central Asia’s
largest trade partner. Over the next decade,
that balance shifted towards increased trade
with China, especially after Kyrgyzstan
joined the WTO in 1998 and China in 2001.
Kyrgyzstan and Tajikistan now buy between
40% and 50% of their imports from China,
and Turkmenistan sells around 80% of its
exports to China, mostly natural gas. 25
Turkmen officials maintain they could easily
find other purchasers for their oil and gas and
are not dependent on China.26 However,
when Chinese petroleum importers issued a
force majeure in 2020 to stop purchases
during
the
COVID-19
pandemic,
Turkmenistan government revenue abruptly
dropped and the Turkmen economy suffered
significant, negative effects. 27 For the
remaining countries, Russia and China have
become about equal in shares of imports and
exports. This increased dependence on China
for trade, as well as financing, means that the
Central Asian states are vulnerable to
Chinese economic dominance. Despite
recognizing a growing Chinese presence in
Central Asia, Russia seems willing to accept
asymmetries in the short and medium term to
ensure the United States, who lacked a vision
for the region, does not encroach in the
future.
Russia’s alternative to the EU, the
Eurasian Economic Union (EAEU), is also an
attempt to foster connections between former
Soviet Union states. It has increased trade
and cooperation between Kazakhstan,
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Figure 4: Central Asian imports and exports
with Russia and China

While the EAEU only includes
Kazakhstan and Kyrgyzstan as members and
Uzbekistan as an observer, Uzbekistan and
Tajikistan are likely to join in the future. 31
Some 80% of Uzbekistani products pass
through EAEU members and they are the
final consumers of more than half of
Uzbekistan’s exports, so it only stands to lose
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from remaining outside the customs union.32
Once Uzbekistan joins, Tajikistan will have
little choice, as it depends heavily on
Uzbekistan. All of Tajikistan’s international
rail travels through Uzbekistan, and almost
all roads connect to Uzbekistan or
Kyrgyzstan, so any international trade is
reliant on border relations.33
A key aspect of the EAEU is the
common external tariff (CET), meant to
eliminate internal tariffs and customs
controls. Due to Russia’s previously high
tariffs, the CET was set in 2012 at 10.9%,
requiring most member countries to increase
their tariffs. Weighted mean tariffs between
2014 and 2015 rose in Kazakhstan by 1.3%
and in Kyrgyzstan by 0.9% while dropping in
Russia by 2.3%.34 This harmed Kazakhstan
and especially Kyrgyzstan’s economy in the
process, as they replaced cheaper imported
goods from China with those from Russia.35

substantially improve trade and increase
However,
infrastructure
investment.42
improvements can only be successful if “soft
infrastructure” is also improved, including
reducing time spent in customs or waiting at
borders
and
coordinated
customs
procedures.43 This means that the EAEU is
often complementary, with the BRI
improving the hard infrastructure and the
EAEU soft infrastructure to facilitate trade.
An alternative BRI route is the
Southwestern Route, which passes between
Turkmenistan and Turkey, either via Iran or
across the Caspian Sea through the Caucasus.
The Southwestern Route has the potential to
significantly reduce Russian influence over
Eurasian transit, in favor of Turkey. The
greater connection between Central Asia,
South Asia, and China would make transEurasian transportation less Moscowdependent, although requiring significantly
more investment upfront.44 Currently, this
BRI transit route is far less developed, as
working with Iran became difficult after the
US
withdrawal
from
the
Joint
Comprehensive Plan of Action in 2018. The
Turkish-led Baku-Tbilisi-Kars Railway,
which connects eastern Turkey through
Georgia to the Caspian Sea, opened in 2017
and has managed about 225 trains per year,
but because of changes of rail gauge multiple
transfers of cargo to cross the Caspian are
necessary.45

Transportation
Transportation in Central Asia is
intimately connected with regional trade.
China’s BRI is based on the idea of fostering
such economic and transport corridors,
reducing costs of shipping and diversifying
routes.36 Almost all goods in these
landlocked states are transported along roads
and rails, which suffer from poor quality and
disrepair.37 But the overland route between
China and Europe has the potential to reduce
shipping time from 45 to 60 days to 12 to 15
days.38 Of 261 BRI projects identified in
Central Asia, 51 are transport-related
projects, including both new and improved
roads, railways tunnels, ports, public transit,
bridges, and tunnels.39
Road and rail systems are incredibly
inefficient today.40 The ADB estimates
Central Asian infrastructure investment
needs through 2030 to total 6.8% of regional
GDP. 41 BRI infrastructure projects are seen
by Central Asian governments as filling that
need. These projects have the potential to
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Net Assessment
Despite claims that the BRI and the
EAEU benefit Central Asian economies and
improve
regional
cooperation,
the
mechanisms remain focused on the needs of
Russia and China. China seeks to use Central
Asia as its transitway, while making the
countries own the debt on Chinese-financed,
Chinese-managed,
and
Chinese-built
projects. The EAEU has imposed regressive
tariffs on Kazakhstan and Kyrgyzstan,
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pulling their economies into closer trade with
Russia.
In the short run, cooperation between
Russia and China in Central Asia will
continue, with both projects seen as
beneficial to the other. The EAEU is
currently vital to China’s fastest route to
Europe, the Chongqing-Duisburg rail line.
These trains only need to cross two hard
customs borders: the China-Kazakhstan
border into the Eurasian Economic Union,
and the Belarus-Poland border into the
European Union. The EAEU has streamlined
transportation and reduced bottlenecks along
this route, shortening the trip by four to six
days.46 Russia in turn has pushed for BRI
investments at home and has benefited from
increased rail transit through the country.47
Russia and China have worked to diminish
the potential for a rivalry between the EAEU
and BRI, signing a memorandum in 2015 to
“synchronize their initiatives,” 48 reducing
trade barriers with China and simplifying
customs.49
Where Russia’s interests conflict with
China’s is that of rail gauge in Central Asia.
The former Soviet states have all maintained
the legacy broad gauge tracks, which are
about 3.5 inches wider than the standard
gauge that China uses. Central Asian states
see their broad gauge as an important check
on Chinese power in the region, as Chinese
trains physically cannot travel on these
railways. Since cargo must change over
between trains that can travel on broad and
standard gauge at dry ports, Chinese
companies and the Chinese military will find
it difficult to rapidly import goods or deploy
military equipment in the region. A key rail
project between Kashgar, China, through
Kyrgyzstan and to Uzbekistan has stalled, in
part due to the Chinese company’s desire to
use a standard gauge to reduce delays.50
Eventually, China and Russia will
compete in trade and determination of
transport routes. Currently, Kyrgyzstan and
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Kazakhstan are full members of the EAEU,
and Uzbekistan and Tajikistan are both
working to align technical regulations with
EAEU standards, with a high likelihood
Uzbekistan becomes a full member within
the next ten years and Tajikistan joins soon
after. 51 When most Central Asian states are
full members of the EAEU, Russia will again
dominate Central Asian trade, as EAEU
negotiators can greatly improve cooperation,
reduce internal non-tariff barriers, and reduce
the number of exemptions. Increased external
tariffs cut China’s role in the region. Until
then, China will remain the lowest-cost
provider of many Central Asian imports.
Additionally,
the
Southwestern
Route, passing through Iran, the Caucasus,
and Turkey, has the potential to reduce
Russian influence over Eurasian transit. The
greater connection of Central Asia to South
Asia and China will make trans-Eurasian
transportation less Moscow-dependent, even
with routes continuing to transit Russia. 52
However, this route would require significant
political and economic capital to establish
and expand.
Trade and transportation and two
interconnected sectors in which Chinese and
Russian influence in Central Asia are
shifting. Russia has traditionally been
dominant in transportation and trade in
Central Asia, with China becoming more
important in trade in the years after its 2001
WTO accession. However, with the growing
influence of the EAEU, Russia will gain
relative dominance in the region, especially if
EAEU tariffs significantly increase the cost
of Chinese goods. In terms of transportation,
Russia will retain some dominance through
the technical standards of railway gauge.
However, China’s BRI transport corridors
will allow Central Asia to diversify its routes
away from Russia, including through the
Caucasus and Turkey with the Southwestern
route.
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Energy And Water
Energy
Central Asia is rich in oil, natural gas,
coal, uranium, hydropower, and renewable
energy potential. Uneven distribution of
resources, however, creates major energy
security dilemmas. In the short term, Central
Asian states are looking to attract new
investments and diversify energy export
markets. Establishing East-West energy
corridors, such as the Transcaspian gas
pipeline and Turkmenistan’s Line D, will
serve China’s economic and energy security
interests but will threaten Russian security
dominance. In the long term, Central Asia
plans to shift from exporting raw resources to
chemical manufacturing and expand the
green energy sector, where the changing
climate and nuclear energy will reinforce
wavering Russian regional dominance. With
environmental concerns, Uzbekistan and
Kazakhstan are planning to expand their
renewable energy sector and achieve carbon
neutrality by 2050 and 2060, respectively.
China has become a major investor
and purchaser of Central Asian energy. It
receives 16% of its gas demand from
Turkmenistan, and about 1% of its oil
imports from Kazakhstan, 20% of which
Most
Chinese
companies
extract.53
importantly, Central Asia is a hedge to
diversify energy as it reduces China’s
dependency on energy imports via coastal
areas and sea routes.
Until 2008, China produced enough
gas domestically to satisfy demand. Now,
China imports most of its gas, and its gas
demand will increase significantly by 2035.54
Since 2010, Central Asian gas exports to
China have increased tenfold and China
operates as a gas purchasing monopsony;
Central Asia’s primary gas importer.55 China
planned the Line D pipeline, between itself
and Turkmenistan, to increase gas exports
from Central Asia. In this project,
Turkmenistan faces competition from
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Russia’s Power of Siberia 2 pipeline, as
China is currently looking for only one
additional gas pipeline.
Russia is the largest exporter of oil to
China and will become a major natural gas
provider by 2030. Recently, Russian Lukoil
built a $4 billion gas complex in Uzbekistan,
and Russia has resumed imports of
Turkmenistan’s gas to project its influence in
energy. Russia sees the China-led
Transcaspian pipeline, with the original plan
to supply 10-20% of European gas demand,
as direct competition to its own TransCaspian gas pipelines. Russia also fears
Turkey-China cooperation in the region.
However, Russia is content with its pipeline’s
capacity of supplying only about 2% of
European gas demand.56
Nuclear power also has significant
potential in Central Asia. Kazakhstan
possesses 12% of world uranium, while
Uzbekistan ranks 7th for discovered
reserves.57 Russia plans to build four nuclear
plants in Uzbekistan and is courting
Kazakhstan to build one. The first plant will
be complete by 2028 and will produce 2.4
gigawatts or 15% of Uzbekistan’s electricity.
Nuclear power plants will ensure Russia’s
soft power projection in the region for
another century.58 Potential nuclear power
projects cost $580 billion in 41 countries
along the BRI, versus 35 in 11 countries
being built by Russia.59 China could
construct one of those nuclear power plants
in Central Asia as a means of exporting
economic and political integration through
energy infrastructure.
Water

As China and Russia both benefit
from the stability and security in Central
Asia, the volatile water situation is the most
significant security issue. Central Asian
states have not managed water effectively.
Water projects in the region help to improve
stability and potentially support the energy
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needs of BRI projects. For the last 20 years,
no major power has wanted to get involved in
large water projects in upstream countries.
Uzbekistan’s President Karimov was willing
to go to war over water, and conflicts over
water in the Fergana Valley are common.
Moreover, aging infrastructure is inefficient.
Uzbekistan loses 50% of water before it
reaches the consumer. The glaciers in
Kyrgyzstan and Tajikistan that supply much
of the region’s water are expected to decrease
by 20% in the next 50 years. These countries,
supply much of the region’s water.60
In Tajikistan, the main Nurek dam is
at risk of failure due to sediment build-up.
Tajikistan is building the Rogun dam, which,
with a height of 340m and a cost of $3.9
billion, will meet all of Tajikistan’s energy
needs by 2028. However, it will take 16 years
to fill up the basin, leaving countries
downstream with even less water. Already,
southern Kazakhstan is experiencing drought
in 10% of its arable land. 61 China also diverts
water from the Ili and Irtysh rivers,
decreasing water levels in eastern
Kazakhstan.62

Four of the five Central Asian
countries—Kazakhstan,
Kyrgyzstan,
Tajikistan, and Uzbekistan—maintain a
contentions and fragile peace over water
competition.63 China and Russia’s presence
in the region further exacerbates this
competition.
Both
Kazakhstan
and
Uzbekistan are chronically short on water
leading to a contentious relationship with its
neighbors. While water projects help
improve stability in the region, they also
ignite old tensions and derail water treaty
talks in both 2017 and 2018.64 Kazakhstan is
concerned with China’s attempts to siphon
off water to meet demands for booming
manufacturing sectors within China. Climate
change will undoubtably affect the water
resources in Central Asia as glaciers that
provide much of the regions water recede
over the next 50 years. These already
contentions relations concerning water rights
within Central Asian states has the
potentiality to become severely competitive
over the time span of this report as the
availability of water becomes scarcer.
Russian planned nuclear power plants
in Uzbekistan, while potentially providing
electricity to the growing population and
supporting Uzbekistan’s broad shift to an
economic system based on manufacturing,
would increase Russian dominance after
2028, improving stability in the region.
Uzbekistan and Central Asia more broadly
hope nuclear power could help alleviate
chronic energy shortages in the region. 65 On
the other hand, China’s demand for energy
will continue to grow until 2035 as its
insatiable appetite for gas doubles its
consumption rate. Projects, such as Line D
from Turkmenistan, would compete with
Russia's newly defined aspirations for a
Central Asian gas market dominated by
Chinese purchasing power. The Transcaspian
pipeline, while reducing Turkmenistan’s
dependency on China, will benefit China as it
would facilitate trade along the South-West

Net Assessment
China and Russia will continue to
compete in the energy sector. Kazakhstan as
the transit state, and Uzbekistan as an
emerging regional leader and energy hub, are
crucial for China to maintain access to
Turkmenistan’s gas and potentially Iran’s
energy resources. China is pragmatically
interested in security and stability in the
region but could also use energy demand as
leverage. As the only significant energy
customer in the region, China can demand
political compliance from its economic
partners. Central Asia is important for Russia
as a sphere of influence and potential energy
corridor to South Asia. Unable to compete
financially, Russia will use its cultural ties,
soft power, and large strategic projects to
dominate the energy sector.
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route. However, it would also present a threat
to Russia’s energy exports to European
markets.

introduced since Beijing tightened its reins
on several private companies, including
Tencent and Alibaba. Central Asian countries
have shown a great demand for these services
and technologies but have relatively weak
bargaining positions with China. The agency
of individual countries should not be
underestimated in this sector. For example, in
2018 Kyrgyzstan pushed back against DSR
over Smart City projects signed with
Huawei.69 The project would have cost $60
million but received pushback from civil
society because the company could not
produce a feasibility study. Looking forward,
the sector will become a more prominent
aspect of the BRI as countries look to
modernize
their
infrastructure
and
economies.

Digital

China and Xi Jinping introduced the
digital dimension of the BRI in 2015 with the
announcement of the Digital Silk Road
(DSR). Though not necessarily driven by a
top-down approach by the central
government, the DSR has encompassed
nearly every telecommunications or datarelated project sale by China-based
companies in the developing world,
including Central Asia. The initiative came
after years of private development in these
countries but has increasingly been directed
by Chinese state leadership66.While not
entirely driven by the public sector, the DSR
has gradually become a branding effort to
gain political correctness 67 to curry favor
with Beijing. DSR assistance has gone
towards improving countries’ cloud
computing, introducing 5G networks, AI
technology, and “Smart Cities” initiatives. 68
While the initiative in Central Asia does not
assume a huge proportion of BRI projects,
digital projects can have an outsize effect on
the region. Huawei has signed 5G contracts
with all the Central Asian countries besides
Turkmenistan. Kazakhstan and Kyrgyzstan
have also shown great interest in Chinese
facial recognition technology for surveillance
purposes. Looking forward, the DSR will
become an increasingly visible component of
the BRI and may come to be a point of
friction with other players in Central Asia
looking to control technology standard
setting.
The effects of COVID-19 have only
highlighted the intense need for improved
digital infrastructure in Central Asia. China
has been the chief exporter in this area and
will probably remain unchallenged in its
dominance for the foreseeable future.
However, some uncertainty has been
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China

The environment surrounding the
DSR is more complicated than a complete
top-down initiative led by President Xi
Jinping. Tech companies had already been
active in Central Asia before 2015. However,
the increased focus since then has magnified
the scale and attention to the digital sector in
China. Although nominally not controlled by
the state, companies like Huawei, Oppo, and
Tencent will share their data with the
government. Regulation of private tech
companies is not inherently authoritarian, but
China has shown a willingness to curtail
enterprises at the expense of growth. New
Chinese laws require companies to assist in
national intelligence work.70 They have
avoided describing the initiative in strategic
terms, but Chinese communications networks
across the region will cement the state as
dominant in digital technologies.
Ultimately, Beijing sees DSR as a
means to participate in global technology
standards-setting and to set governance
norms surrounding new tech.71 Central Asian
states see these products as a way to take part
in the global economy more easily beyond

17

Volume 10 | Issue 1

regional economies. However, the data has
not borne out the theory that China wishes to
use technology to export its brand of
authoritarianism,72 as client states in Central
Asia already display this authoritarian
tendency. Looking forward, Beijing will take
a more active role in this sector as it reins in
its tech companies. As the world emerges
from COVID-19, China will be wellpositioned to provide increased broadband
access to Central Asia. However, if western
competitors can stoke doubts over security
fears and data handling as well as nascent
Sinophobia, DSR companies may find it
difficult to grow further.

Turkmenistan, will probably pursue
improved digital infrastructure as they rely
more on China for technological support at
the expense of Russia.
Country Risk Analysis
The evolution of these sectors has
enormous implications for Central Asia. The
reports risk analysis is based on these
findings and the belief that with vast changes
comes new political volatility.
Kazakhstan is at the highest risk of political
instability. Within Kazakhstan, RussianChina strategic interests mostly neatly
diverge. Russia views an independent, proRussia Kazakhstan as central to Putin’s
Eurasia integration projects (e.g., CSTO and
EAEU). 73 The Baikonur Cosmodrome in the
south facilitates Russian testing of
sophisticated weaponry and continued access
to the International Space Station, activities
Putin views as central to Russia’s global
power status. 74 Yet China, which poured
nearly $4 billion into the country as of 2018,
will hope to see a less reliably Russian
inclination in its leadership. 75 Kazakhstan is
the most significant transport country, and it
is in Kazakhstan that the northwestern and
southwestern transport corridors diverge.
China will want a free hand in making its
trade and transport decisions regardless of
Russian desires. Regarding energy, China
already has deep claims on the country’s
uranium, precious to Beijing’s expanding
nuclear program.76 Given Kazakhstan’s large
supply of oil and natural gas and the means to
secure it, Beijing would prefer diminished
Russian influence in Kazakhstan's energy
markets.

Russia

Russia has largely fallen out of the
race in this sector. Chinese companies like
Huawei have dominated the digital sector in
Central Asia. Russia has looked to China for
its own digitalization needs as it tries to
distance itself from Western technology
providers. Putin has sought to cultivate its
domestic technology industry, but it has been
increasingly hampered by sanctions,
especially those related to Russia’s ill-fated
invasion of Ukraine. Russia has historically
provided surveillance technology to Central
Asian neighbors, but China has taken the lead
in producing more advanced technologies in
this area.
Net Assessment
China will continue to dominate this
sector for the near future. Russia has neither
the means nor the desire to compete for
digital projects in Central Asia. Uzbekistan,
Kyrgyzstan, Tajikistan, and Kazakhstan will
continue to develop their 5G and data
infrastructure by partnering with Chinese
companies. In the immediate future, Beijing
will take more control of private Chinese
companies to align them with Chinese
strategic goals as they relate to influencing
Central Asia. The one current holdout,
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Turkmenistan is at substantial risk of
political instability, with China steadily
gaining influence as the main importer of
natural gas. Russia will only lose influence as
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it becomes less relevant as a partner in trade
and security. Turkmenistan’s continual
problems with corruption and cronyism lead
to political dysfunction and inefficiencies, as
well as an incredibly isolated regime and
populace. The borders with Iran and
Afghanistan cause significant worry about
conflicts and unstable failed regime violence
from Afghanistan extending beyond borders,
and at the same time, is the crux of the
Southwestern transit route to Turkey.

resolving outstanding border disputes.
Uzbekistan has started supporting Kyrgyz
and Tajik hydropower projects, emphasizing
regional integration. Its central location,
natural resources, and large working-age
population make it relatively conducive to
continued Chinese and Russian cooperation.
Conclusion: A Complex Strategic Picture
The five states of Central Asia exist
between two global behemoths whose
structural and technological transformations
are shifting the balance and influence in
Central Asia. Currently, China desires direct
access to Europe and stability and security
along its economic corridors, whereas Russia
seeks to be integral in the vast hydrocarbon
markets across Eurasia and maintain its role
as a great power in the former Soviet space.
The current period of cooperation
between Russia and China in Central Asia—
built upon Russian dominance in the
diplomatic and security realms and Chinese
dominance in economic development—
cannot last.77 The Chinese desire for
diversifying imports and partners will
overshadow
China's
ever-increasing
demands for natural resources, and Russia's
ability to supply them. China’s BRI is the
clearest manifestation of how that balance is
shifting. Its overwhelming influence in
building and upgrading infrastructure in
transit, energy (except for nuclear), and
digital connections, is inevitably pushing
Russia out of the ring.
The BRI invites new political
pressures, vast sums of wealth, and a renewed
global focus on Central Asia. After two
decades of exerting financial, technological,
and informational influence in their shared
neighborhood, China’s ability to assert its
interests will interfere with Russia’s in its
traditional sphere. With these changes, China
and Russia’s interests will diverge as both
countries’ leaders try to advance their

Tajikistan is at medium risk of political
instability. The most isolated of the five
Central Asian nations it relies heavily on
China for financing and trade, while also
dependent on remittances from workers in
Russia. Its lack of energy resources beyond
hydropower makes inter Central Asia
Competition with downstream countries
likely, with the potential to involve Russia or
China either as mediators or antagonists.
There are significant security concerns in
Tajikistan, as it borders Afghanistan, and its
military is highly integrated with the Russian
military, while sharing a border with China.
China’s military presence in the country is
small (one base) but could threaten Russia’s
presence.
Kyrgyzstan is at medium risk of political
instability. It also relies significantly on
China for financing and trade, despite being
a member of Russia’s EAEU. Kyrgyzstan has
a volatile political environment, with three
“revolutions” and changes in government in
the past 15 years and simmering ethnic
tensions. However, even though Kyrgyzstan
does not welcome instability, its small area
and population make it less than an
immediate interest for Russia or China.
Uzbekistan is at minimal risk of open
competition between these states. Its recent
policies have focused on improving security
and stability in the region, including
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interests, leading to probable competition
over Central Asia. 78
The largest sectors for future conflict
between Russia and China in the region are
transportation and trade through the region,
energy exports and demands, and water
management. Despite current cooperation
between BRI transport routes through Central
Asia and Russia’s EAEU, future emphasis on
southern routes to Europe could cut Russia
off entirely. This is one of the most
significant frictions and one to watch.
Regional trade is dependent on Chinese
goods and markets. Whether Russia can
regain influence in trade flows through the
EAEU remains to be seen. In the energy
sector, Russia competes with Central Asia
over petroleum exports to China. Water
management is a significant concern in the
region, as evident by the drying of the Aral
Sea. Global warming will further complicate
issues as water resources within Central Asia
dwindle.
China’s overwhelming influence in
financing infrastructure projects and
ownership of significant proportions of
sovereign debt mean China is gaining
influence over these countries’ politics and
economics, whether governments like it or
not. While in the short term, China’s
investments in digital infrastructure will
empower Central Asian states in their
relations with Russia, over the long term they
will become increasingly indebted to and
dependent on China. China’s Digital Silk
Road, while currently a much smaller
segment of BRI, is transforming the digital
hardware of the region and introducing
concerns about privacy and Chinese state
control that are prevalent the world over.
Unchecked Chinese dominance over 5G and
data infrastructure will have a significant
effect on information and security in the
region, possibly reducing Russia’s soft
power. Though still very new, the ongoing
Russia-Ukraine conflict may lead to further
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complications in Russia’s ability to exert its
soft power in Central Asia. That question
remains to be seen. Russia’s seeming reliance
on China for help in its conduct of its Ukraine
War could deepen already established ties,
but they still have not established a formal
alliance.79 Both share the desire to “curb the
United States power and challenge its
hegemony” but that is a weak tie, especially
considering this reports research concerning
future competition within Central Asia
between Russia and China. The Ukraine
conflict seems to have exposed flaws in
Russia, but it is too early, in what could be a
lengthy conflict, to attribute ascribe a Russian
dependency on China. Instead, the Central
Asian states will continue to serve as a
location for emerging competition along the
new silk road between two countries vying
for power in a region undergoing a complex
transformation.
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Migrants as Coercion Capital Against the European Union
Kyilah M. Terry
This paper begins by introducing the strategy known as coercive engineered migration – the
deliberate generation and manipulation of mass movement – and how current challengers to the
European Union use this tactic to gain political and monetary concessions or achieve a goal that
would otherwise be unattainable through military means. The paper then details the endogenous
conditions within the EU that have allowed two challengers and major actors in the Ukraine crisis,
Belarus and Turkey, to use this bargaining tool, and whether they were successful. Finally, the
paper proposes how the EU can deter and combat this method of suasion in the future.
Forced Displacement and Foreign Policy
Europe is once again facing a crisis.
Rivals have manipulated the war in Ukraine
to accomplish a nefarious goal: destabilize
the European Union (EU) through the mass
movement of migrants. This objective
follows Russian President Vladimir Putin’s
February invasion of the Eastern European
country, purposefully designed to generate
refugees; and he has succeeded thus far.
7.4 million Ukrainians have fled to
EU member states, namely Poland, Germany,
and the Czech Republic; and these countries
are finding it increasingly difficult to shelter
refugees. 1 47 million more people,
particularly those in Yemen, South Sudan,
and Ethiopia – nations already dealing with
conflict and famine, and who depend on
Ukrainian grain – are experiencing acute
hunger and displacement because of Russian
aggression. 2
The Kremlin’s creation of a
humanitarian crisis in the European theater is
the more successful version of their ally,
Belarusian
President
Aleksander
Lukashenko, weaponization of migrants at
the Belarus-EU border late last year. To
pressure the EU into removing sanctions and
recognizing his contested 6th presidential
term, Lukashenko orchestrated the migration
of 4,000 nationals from Middle East and
North African (MENA) countries. His hopes
of overwhelming neighboring EU members,
as they were in 2015, however, were myopic
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and the Polish and Baltic governments
expeditiously erected walls and deployed
border guards with the support of the
European Union. 3
This means of persuasion is not a new
strategy and, despite Lukashenko’s failure,
has a surprisingly high degree of success. The
use of migrants as weapons to attain political
and monetary concessions that would be
otherwise unattainable through military
means is what Kelly Greenhill terms,
“coercive engineered migration.” For the
strategy to work, a power imbalance must
exist. “Weaker” states inflict costs on
“stronger”
targets
through
human
demographic ‘bombs’ or groups of refugees
with identities seemingly disparate than that
of the target state. 4 Though not mutually
exclusive, threatening to overwhelm the
physical or political capacity of a nation to
accommodate influxes or using normsenhanced blackmail are two pathways that
many use to strongarm the EU.
Yet, the key to understanding why
countries succeed or fail in eliciting
concessions lies in studying the conditions in
the bloc that were advantageous to the wouldbe coercers. Some endogenous factors
include a perceived lack of intra-EU
solidarity, a proliferation in far-right
populism, racism and anti-immigrant
sentiment, European fears of unfettered
migration, and the presence of punitive
immigration policies. Now, challengers can
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also capitalize on the strain of target states
hosting refugees from the largest
humanitarian crisis since World War II.
Given the growing number of
globally displaced persons resulting from an
increase in the frequency and severity of
armed conflict and natural disasters,
understanding how the European Union can
deter this method of suasion and deciding
whether the necessary actions will be taken,
will determine the stability of the largest
asylum seeker destination region and the
current rules-based international order. This
topic is also salient to understand how
governments, such as the United States, can
provide migrants with the security that is
crucial to breaking initial drivers of
displacement.

generating response, with the assumption that
the resulting humanitarian crisis would
persuade international actors to intervene on
the NGO’s behalf. 8 In 2004, the foreign
ministers of the European Union lifted
sanctions on Libya in exchange for Libyan
leader Muammar Gaddafi’s promise to halt a
growing flow of North African asylum
seekers from crossing the Mediterranean into
Europe. 9
These examples reflect Greenhill’s
three categories of challengers: generators,
agent provocateurs, and opportunists.
Generators and agent provocateurs engage in
the active creation and manipulation of
migration crises with the latter deliberately
acting in ways designed to incite others to
generate outflows. Fidel Castro threatening
to open his borders depicts a generator while
the
NGO
provoking
Pyongyang
demonstrates an agent provocateur. On the
other hand, opportunists do not directly
produce outflows but manipulate movements
that have been created by others – as in the
case with Gaddafi’s instrumentalization of
migrants fleeing conflict from other African
countries. 10
These three types of coercers often
use two pathways to achieve their goals:
capacity swamping or political agitation. The
first relies on the coercers’ attempt to
persuade the target that they can undermine
their ability to accommodate, accept, or
assimilate the group of refugees. The goal is
to strain a target country’s social structure,
ruin its finances, and force them to surrender
territory to shelter refugees. Political
agitation relies on the coercers’ capacity to
undermine the target’s willingness to
accommodate a given group of refugees. 11
Greenhill asserts that this pathway is more
common in the developing world because the
goal is to provoke a reaction from white,
Christian targets; a reaction that we saw in
Europe in 2015 with Syrian refugees and in

Weapons of Mass Migration
Coercion traditionally relies on the
threat or use of military force. Specifically, it
is the “practice of inducing or preventing
changes in political behavior using threats,
intimidation, and other forms of pressure.” 5
Engineered migration, however, is a nonmilitary
coercion
alternative
where
population movements are created or
manipulated to similarly induce political,
military, or economic concessions from a
target state or states. Further, both state and
nonstate actors use it, principally but not
exclusively, against more powerful targets. 6
The geographic breadth of this tool is
far-reaching. In 1994, Cuban dictator Fidel
Castro threatened that “[Cuba] will stop
putting obstacles in the way of people who
want to leave the country.” This marked the
beginning of a migration crisis, during which
tens of thousands fled Cuba and headed
toward Florida until the United States
announced a new immigration agreement. 7 In
the
early
2000s,
non-governmental
organizations (NGO) took actions against the
North Korean government that they
anticipated would provoke a refugee
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the United States with Central American
refugees.
Greenhill has recorded that this tactic
succeeds, defined as challengers receiving
minimal concessions, about 75 percent of the
time. Successes include the EU lifting
sanctions on Libya in 2004, Italy’s 2011
decision to provide visas for asylum seekers
and force greater burden sharing, and
Turkey’s 2016 attempt at pressuring the EU
for financial aid. Within the last decade,
however, the Syrian Civil War, Taliban
control of Afghanistan, Houthi insurgencies
in Yemen, MS-13 attacks in Central
America, Tigray war in Ethiopia, RussoUkrainian conflict, and broader climate
impacts have increased the number of cases
and the chances of success. This article aims
to situate Greenhill’s theory in contemporary
international relations.

country nationals from Syria, Yemen, and
other Middle Eastern and Northern African
states. The regime allegedly purchased plane
tickets, obtained visas, and flew refugees to
Minsk to later go to the EU border. 14 Though
the tactic would have been difficult to pull off
with only a handful of refugees,
Lukashenko’s weaponization of migrants
successfully exacerbated European fears of
terrorists posing as refugees and infiltrating
groups to duplicate tragedies such as the 2016
Cologne
and
2018
Paris
attacks. Consequently, 4,000 migrants were
stranded in freezing conditions without
humanitarian aid at the Belarus-EU border. 15
In this instance, Lukashenko
attempted to generate a migration crisis to
attain political and economic concessions
from the EU. The Belarussian strongman has
unsuccessfully used this strategy twice before
– in 2002 and in 2004 -- with him publicly
proclaiming that “if the Europeans don’t pay,
we will not protect Europe from these
flows.” 16 Relatedly, in the 2021 attempt,
Russian Foreign Minister Sergei Lavrov
suggested that the European Union could
provide financial assistance to Belarus to
encourage it to stop migrants from crossing
into the bloc. 17
Belarus has helped enable Russia’s
invasion of Ukraine. U.S. diplomats have
said that Belarus is a “co-aggressor whose
territory has been used as a launch pad for a
vicious, barbaric attack on a neighboring
state.” 18 Belarus shares nearly 700 miles of
border with Ukraine, and Kyiv, the Ukrainian
capital, is closer to Belarus than it is to
Russia. 19 Over the winter and during
Belarus’s attempt to smuggle migrants into
the EU, more than 30,000 Russian troops
gathered in Minsk under the guise of joint
training exercises, but instead they invaded
Ukraine. 20 The result has been the creation of
4.2 million Ukrainian refugees and 7.2
million internally displaced persons forced to
flee their homes. While the generation of this

Bad Neighbors: Belarus and Turkey
In August 2020, Belarusian president
Aleksander Lukashenko was re-elected to a
sixth term in an election that was regarded as
illegitimate by opposition parties and
was marred with allegations of vote-rigging.
The election commission announced that
Lukashenko took 80 percent of the vote while
his
main
challenger,
Svetlana
Tikhanovskaya, who held some of the
country’s largest political rallies, received
only 9.9 percent. 12 The results prompted
massive pro-democracy protests across
Belarus, which were violently suppressed by
police. In response, the United States and the
European Union placed economic and
political sanctions on Minsk, with
the European Council saying that the
elections were neither “free nor fair.” 13
Months later, to pressure the
European Union into removing sanctions and
recognizing his 6th term as Belarussian
president, the long-time international pariah
orchestrated the mass migration of third
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refugee crisis was a secondary goal for
Russia, it fits squarely into the objectives of
Belarus and comes only months after their
recent attempt at coercive engineered
migration. While Minsk acted as a generator
and aimed to politically agitate the European
Union through its own efforts and that of
Russia’s recently, Turkey takes a more
passive approach.
The unrest that followed the Arab
Spring of 2011 and the brutal civil war in
Syria forced millions to flee their countries,
first to neighboring states like Lebanon,
Turkey, and Jordan, and then to other
countries in Europe. The persistence of the
conflict, however, made it so refugees would
not be able to return soon, and their
temporary presence could be permanent, not
just in Turkey, but Europe too. Consequently,
the two struck a deal.
At the core of the 2016 EU-Turkey
Statement, in exchange for Ankara hosting
irregular migrants attempting to enter
Greece, the EU agreed to resettle Syrian
refugees hosted in Turkey, lessen visa
restrictions for Turkish citizens, pay roughly
six billion euros in aid to Turkey to help the
four million Syrian “refugees” under its
Temporary Protection Scheme (TPS), update
the customs union, and re-energize stalled
Turkish accession talks. 21 Specifically, the
EU was supposed to support Syrian refugees
in Turkey through humanitarian assistance,
education, health, municipal infrastructure,
and socio-economic support with 3 billion
euros for 2016 and 2017, collected from the
EU budget and member states. 22 However,
according to Turkish President Recep
Tayyip Erdogan, the European partners did
not fully implement the deal.

preexisting outflow of Syrian refugees from
the civil war to destabilize the EU. In fact,
Greece, one of the EU’s main transit and
refugee processing countries, asserted that
“Turkey, instead of curbing migrant and
refugee smuggling networks, has become a
smuggler itself.” 23
Now, Turkey is the mediator in the
Russia-Ukraine War. As a result, on March
10th, Turkey hosted the first ministerial-level
meeting between Russia and Ukraine since
the invasion began. While providing support
to Ukraine, Turkey has maintained its
relations with Moscow, declining to join
Western allies in sanctions. 24 This diplomatic
approach and Turkey’s role is unique because
Turkey is balancing its strategic partnership
with Ukraine and its complex relations with
Russia as well as balancing its NATO
commitments and its security concerns in the
region. The same country that was once the
lynchpin protecting Europe from Syrian
refugees has now become a haven for
Ukrainians amid the war.
Before discussing whether these
neighbors to the European Union were
successful or not in their attempts at
generating and manipulating migration flows
to receive concessions from the bloc, it is
important to identify the conditions that
Belarus and Turkey thought were
advantageous to even use this coercive
engineered migration approach.
Endogenous Conditions
The first perceived condition was the
Union’s failed attempt at burden-sharing
during the 2015 influx that saw over two
million migrants entering EU territory. 25
Amid the humanitarian crisis brought on by
the Arab Spring, intra-EU solidarity through
burden-sharing, or refugee relocation, was at
an all-time low. To reduce the number of
irregular migrants, Hungary approved a
package of legislation, the “Stop Soros” law,
which criminalizes NGOs providing aid to

In response, the Republic of Turkey
capitalized on fears of unfettered migration
and opened its borders, encouraging four
million Syrian refugees to travel onto
European soil. Erdogan manipulated the
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undocumented immigrants and asylum
seekers. 26 Germany, a traditionally asylum
seeker-friendly country, reintroduced border
controls, as did Austria, France, and three
other countries committed to the freedom of
movement. 27 Italy drew up a code of conduct
for NGO rescue vessels delivering migrants
to Italian ports, which included a prohibition
from entering and rescuing those in the
territorial waters of Libya. 28 This
proliferation of restrictive responses from
individual
member
states
followed
diminishing solidarity, indicating that the
European Union was unable to implement a
comprehensive immigration policy in the
face of mass movement.
During the EU’s burden-sharing
breakdown, far-right populist groups
capitalized on rising anti-immigrant
sentiment across Europe -- the second
condition. Italy’s Five Star Movement, the
Alternative for Germany, and the Danish
People’s Party, to name a few, exploited fears
associated with immigrants and antagonized
the EU's multicultural principles. A notable
social movement was the Patriotic Europeans
Against the Islamisation of the Occident
(PEGIDA) – a pan-European, anti-Islam, farright political movement that believed
Germany was being increasingly Islamicized
and whose demonstrations grew to include
10,000 people protesting the rising number of
foreign citizens in Berlin. 29 Within a few
years, these parties, with the support from
social movements, gained enough votes to
win seats in their respective countries’
parliaments; and some have become part of
the ruling government. Ultimately, antimigrant views and racism in European
countries have become a liability as it has
given authoritarian regimes leverage that
they would not otherwise have over countries
that welcomed migrants.
Paradoxically, though there has been
an increase in support for European far-right
populist groups, the European Union is a
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norms-based institution. Norms are shared
expectations about acceptable behavior by a
community of actors and have previously
informed EU decision making. 30 The EU is
an important international actor, especially
with respect to smaller neighboring countries
and their asylum standards. With codified
juridical human rights and international
migration-related commitments, there are
expected behavior constraints towards
migrants. The symbolic political cost of a
discrepancy between these commitments to
liberal values and to potential action,
specifically rejecting or sending refugees to
countries where they would be persecuted, is
part of the challengers’ calculation. Countries
frequently attempt to violate and exploit the
EU’s liberal norms to influence the bloc’s
behavior and destabilize the region.
The fourth condition that countries
sought to exploit was the EU’s policy on
preventing migrants from entering their
territory, also known as externalization. In
the aftermath of the Arab Spring and the 2015
influx, individual EU member states and the
bloc itself signed several bilateral agreements
with non-EU countries. These agreements
ranged from readmission agreements
between Spain and Morocco, border guard
training between Italy and Libya, and
resettlement agreements between the EU and
Turkey. 31 Yet each deal has had a key
feature: the exchange of hosting refugees in
return
for
monetary
compensation.
According to scholars and humanitarians,
these deals have eroded EU liberal norms and
have caused refugee standards across
member states and other countries to decline
because they sent the message to asylum
seekers and host countries, including Turkey,
that refugee protection is a fungible task, and
inadvertently gave would-be coercers more
bargaining power.
Coercive Engineered Migration Outcomes
Belarus
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While Belarus hoped to capitalize on
these conditions, authorities in the European
Union resisted. Poland, assisted by
neighboring Latvia and Lithuania, deployed
over 20,000 border police flanked by
military support to push back anyone
Lukashenko sent to cross the border. 32 The
EU also created a blacklist of travel
companies that operated in and flew through
Belarus, specifically targeting airlines
involved in smuggling migrants. 33 In
response to these maneuvers, Lukashenko
threatened to halt the supply of gas from
Russia to Europe. 34
As of February 2021, Poland started
constructing a 350-million-euro fence along
its border with Belarus that will be equipped
with cameras and motion detectors. 35 While
these methods have effectively deterred
migrants and prevented Belarus from
successfully generating a refugee crisis,
many humanitarian agencies have accused
Brussels of violating their obligation to
process asylum claims under both the United
Nations and European Union charter.
If Belarus genuinely believed it could
bring the European Union to the negotiating
table by using migrants as coercion capital,
then Minsk’s perceptions of the conditions in
the EU were flawed. While Poland is an EU
member and, theoretically, should share the
same norms that the rest of the bloc does, the
country has authoritarian tendencies, having
recently been sanctioned, among other
actions, for a lack of judiciary
independence. 36 Therefore, the third
condition, that argues there would be a cost
associated with behavior deviating from
liberal norms, is unsatisfactory. Further,
Poland’s anti-migrant views, though a
liability to the European integration project,
did not provide Belarus the leverage it
needed. The ruling Law and Justice Party
(PiS) prevented migrants from entering the
legal jurisdiction of the EU, and if PiS was
not a far-right party, then migrants could
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have entered the bloc, panicked member
states, and led to disparate policy responses.
Consequently, the EU’s ability to implement
comprehensive immigration policy would
have been handicapped, as it was in 2015.
Therefore, the first and third conditions are
also void. As for the fourth condition, as one
of the most eastern EU member states, EU
externalization policy to the northeast stops
at Poland and the country has no bilateral
agreements with third countries.
Despite the perceived advantageous
conditions, Belarus was unable to cause a
dramatic shift in EU foreign policy through
coercive engineered migration
Turkey

Erdoğan’s move to temporarily
reopen Turkey’s border to Europe was a sign
of his government’s willingness to leverage
its geopolitical position as a buffer between
Syria and Europe. It worked. Soon after
migrants began arriving in Europe, EU
Commissioner Ursula von der Leyen met
with Erdoğan in Ankara to signal that
additional funding was forthcoming. The
Commissioner stated “I am very much
committed to ensuring the continuity of
European funding in this area. Our support is
a sign of Europe's solidarity to Turkey and an
investment in shared stability.” 37 With this,
Turkey closed its border again reducing the
number of Syrians traveling to the bloc, and
successfully coerced the EU into the aid
stipulated in the agreement.
The European Union and Turkey
remained in an uncomfortable partnership,
separated by politics as much as geography.
Yet, while the arrangement has shown signs
of fraying, and despite significant and
sustained criticism of the EU-Turkey deal
from
human-rights
advocates
and
humanitarian organizations, leaders on both
sides have continued to show interest in
maintaining at least some version of its
central commitments. Turkey was able to
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diplomatic intervention can stave off
potential crises.
The second policy option, making the
game less attractive by eroding the power of
migrants as weapons, works because it is
impossible for leaders to simultaneously
accept and reject a group of refugees. States
can develop a comprehensive and politically
acceptable plan to prevent local infrastructure
from being overburdened and influence the
public’s perception about refugees. Most
modern states divide into a pro- and antirefugee group. If public acceptance of
refugees is universally positive, the capacity
to coerce disappears and if the attitude toward
refugees is universally negative, then the
same occurs. Targets could also choose to
reject relevant humanitarian norms, but this
undermines international
humanitarian
conventions and precipitates a race to the
bottom where countries would rush to
implement policies to exclude those fleeing
violence and persecution.
The last policy option is war or overt
regime change to decrease the probability of
this strategy. However, this option could lead
to an increase in emigration from the
overthrown state as well as smugglers
becoming coercers.
From a practical standpoint, the
European Union should be wary of coercive
engineered migration as a strategy from other
third countries and nonstate actors. Turkey,
Morocco, and Libya have already elicited
monetary compensation from the EU and its
member states. To deter and combat this
method of suasion, the EU must use the first
and second recommendation. The bloc
should develop an early warning system
around the prevailing conditions on the
ground in potential sending states, coupled
with selected preemptive concessions to
forestall crises before they start.
Additionally, if the EU can prevent
the perception and treatment of an outflow as
a crisis, they can diminish the ability of

manipulate refugee flows by taking
advantage of the Union’s failed attempt at
burden-sharing, fears of providing far-right
populist groups with more public support due
to the increase in refugees, and
externalization policy. However, Turkey did
not calculate the cost of the disparity between
the EU’s commitment to liberal norms and its
rejection of refugees, so the third condition
was not intentionally exploited.
Turkey, unlike Belarus, was able to
successfully use coercive engineered
migration because of its ability to function as
a buffer between Syria and the EU. This
leverage secured a place for Ankara at the
negotiating table and served as a safety net
for European countries who are still
disagreeing on how to manage refugee flows.
Belarus, on the other hand, has little influence
as an ally to Russia, as a perpetual challenger,
and as a relatively peripheral country.
Further, Turkey has a longstanding impartial
history with the bloc as well as Germany,
who led the initial EU-Turkey deal.
Recommendations and Policy
Implications
According to Greenhill, potential
target states have three policy options at their
disposal to deter coercive engineered
migration: play the bargaining game with a
better grasp of the rules, make the game less
attractive, or change the contestants and/or
regime change so the game becomes less
likely.
The first policy option requires
targets to initially use diplomacy in response
to threats and closely monitor any potential
manipulation or generation of refugee flows.
If targets are successful, they can avoid a
crisis all together and can end up with smaller
outflows than they might otherwise
experience. However, choosing to concede to
threats can generate its own costs, including
encouraging challengers to threaten targets
even more frequently. Nevertheless, early
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challengers like Belarus to use migrants as
coercive instruments. Specifically, the EU
can develop wide-ranging and politically
feasible contingency plans to actively cope
with specific emergencies. The bloc should
not wait until crises arise to make peripheral
member states, which are likely ports of
entry, aware that a practical response plan
exists. This contributed to the chaotic
responses seven years ago in Europe after the
Syrian war. Relatedly, the EU could more
actively cultivate the support of other states
to share the burden in the event of influxes.
Members seeking aid or other forms of
support might be persuaded to oblige. 38
Regardless of the method, it is essential that
the EU does not abrogate relevant
humanitarian norms. This poses significant
reputational
costs
and
undermines
protections for those fleeing persecution, the
true victims of coercion.

in policies to keep would-be refugees and
migrants in their countries of origin.
Further, the conditions presented
above and the potential for would-be
challengers to employ coercive engineered
migration strategies force one to wonder
what the future of European migration
diplomacy will look like. Will it be
comprehensive like the EU-Turkey deal,
which was signed on behalf of all 27 member
states, or does it devolve into a series of adhoc agreements meant to secure one specific
country? Will it build upon and reform
internal mechanisms and regulations or will
it continue to externalize policies? One thing
is certain, European migration diplomacy in
its current form challenges previous
conceptions of borders. There are no longer
geographic demarcations, rather borders can
be reconstructed and can exist outside
physical limits of a nation.

Conclusion: The Future of European
Migration Diplomacy
Cross-border population movements
and their weaponization by state and nonstate actors present a problem for the
European Union. The future is still unclear,
but as long as mass migration poses a threat,
target states will be driven to take more
proactive steps to mitigate their vulnerability.
In other words, states have come to view
migrant flows as potential security threats to
international and regional security, resulting
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The Sahel Crime-Terror Nexus: How Drug and Human Trafficking Funds Boko Haram
and JNIM
Clara de Solages
Trade and migration routes in the Sahel have existed for centuries connecting Europe to North
Africa and the rest of the continent. Pre-colonial empires and trans-border tribes built their wealth
by leveraging and protecting trans-Saharan trade routes. 1 Today, criminal groups and terrorist
organizations are taking advantage of insecurity, weak governance, and changing demographics
to transform these routes into trafficking hubs. 2 Indeed, external, and regional security forces have
almost exclusively focused their resources on counterterrorism enabling the growth of criminal
networks. This paper will analyze how Jama'at Nasr al-Islam wal Muslimin (JNIM) 3 and Boko
Haram are involved in Sahelian trafficking networks. First, the paper will provide background on
trafficking networks, and a brief literature review. Then, the paper will evaluate the involvement
of JNIM and Boko Haram in drug and human trafficking.
Background and Significance
Before conflicts in Algeria, Libya,
Niger, and Mali increased the demand for
weapons, various tribes traded consumer
goods through the Sahel by establishing
informal arrangements with state officials. iv
These arrangements now facilitate human
and drug trafficking as criminal and armed
groups benefit from corrupt actors within the
state. Additionally, Al Qaeda in the Islamic
Maghreb (AQIM), now part of JNIM,
consolidated its territory by forming alliances
with regional tribes such as the Tuareg,
which operate outside of government
control. v Trafficking of illicit goods in the
region first increased in the 1990s with the
smuggling of cigarettes to North Africa,
followed by Latin American cocaine arriving
in West Africa. vi The decrease in cocaine
being transported through the Sahel since
2012 is an indication that military
interventions in the region, most notably
France’s Operation Barkhane, the G5 Sahel
Joint Force, and the United Nations
Multidimensional Integrated Stabilization
Mission in Mali (MINUSMA) are linked to a
decrease in the drug trade. vii However, as this
paper will demonstrate, external intervention
seems to have consolidated criminal
networks in the long term. Nevertheless, no
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single group has a monopoly on drug or
human trafficking in the Sahel, viii rather
smugglers, traffickers, and terrorist groups in
the region work together and share the
profits.
The United Nations Office on Drugs
and Crime (UNODC) reports that the region
has become a hub for transnational crime and
trafficking. ix Yet, international attention
towards the Sahel has primarily focused on
counterterrorism, while efforts to build
governance structures or target trafficking
networks that directly fund terrorism and fuel
instability are limited. High unemployment
rates and conflict have also increased the
number of migrants seeking passage to
Europe. Criminal groups smuggle around 90
percent of migrants seeking to reach Europe
through trafficking networks which generate
significant revenue for terrorist and armed
groups. x Links between armed groups, and
transnational crime, have strengthened JNIM
and Boko Haram by providing them with
weapons and manpower. JNIM reportedly
makes up to 20 million dollars from the drug
trade and kidnapping ransoms, and up to 15
million dollars from its control of the migrant
trade route. xi Unlike JNIM, Boko Haram
does not seem to be collecting as much
revenue from the drug trade as it primarily
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Niger. xix Mali is an ideal transit zone for
narcotics because of ongoing conflict and the
lack of state presence in the north. xx Hence,
JNIM started to provide security to groups
smuggling drugs through Mali, Algeria, and
Libya. xxi As the map below demonstrates,
there is a clear link between drugs, arms, and
human trafficking routes and territory
controlled by JNIM. Traffickers have no
choice but to cooperate with JNIM in
northern Mali, southern Libya, Niger, and
Burkina Faso, as they control the principal
routes to north Africa. xxii The predecessor of
AQIM, the Salafist Group for Preaching and

engages in human trafficking and other types
of criminal activity like extortion. xii The
various forms of criminal activity undertaken
by JNIM and Boko Haram fund their
organizations, provide material incentives for
their members, and destabilize the state.
The crime-terror continuum outlined
by Tamara Makarenko explains how the
activities of terrorist organizations and
transnational crime can converge in weak
states. xiii Terrorists are strengthened by the
revenue of organized crime through alliances
or co-optation of methods, while criminal
groups can be reinforced by political
violence. High instability and weak
governance can also facilitate convergent
groups rendering it challenging to distinguish
whether the group is a terrorist or criminal
organization. xiv A review of the literature
shows that most authors agree that the link
between terrorist organizations in the Sahel
and transnational crime is overstated. Rizk,
Tinti, and Lounnas agree that although
jihadist groups maintain relations with
criminal organizations, they are not
systematically involved. xv Moreover, claims
that AQIM is recruiting migrants in the Sahel
have not been substantiated. Still, JNIM taxes
illicit goods and migrants passing through
territory under its control. xvi
Though some of the literature makes
a difference between human smuggling and
human trafficking this paper, like Ronald
Weitzer, considers that both are intrinsically
linked as most migrants seeking to reach
Europe through Sahelian routes experience
coercion and trafficking. xvii

Figure 1: “World Atlas of Illicit Flows,” Global
Initiative Against Transnational Organized crime
Combat (GSPC) established itself in the
1990s through a network of trafficking
businesses
in
northern
Mali. xxiii
Consequently, AQIM has been relying on
trafficking and its relationship with criminal
organizations for funds since its foundation.
Today, the group receives most of its income
from kidnapping ransoms, and by taxing
smugglers 30 to 50 percent of their
trafficking income. xxiv Some scholars defend
that JNIM is not involved in producing and
distributing drugs for ideological reasons. xxv
Though, JNIM arguably does not need to be

Drug Trafficking and Other Illicit
Activities
Most drugs trafficked through the
Sahel arrive in Guinea-Bissau, Guinea,
Senegal, and Mauritania from Brazil and
Venezuela. xviii A notable exception is
cannabis resin which is harvested in Morocco
and transported through Mali towards
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exploitation. xxxiii However, most women are
kidnapped or coerced into sexual exploitation
and organ removal in their origin
countries. xxxiv
Another
vulnerable
demographic is young adults; 67 percent of
migrants are between 21 and 30 years old, as
they are physically able to undertake the
challenging routes across the Sahel. xxxv
Migrants going to Europe are also more
vulnerable to detention and kidnapping than
those trying to reach other parts of Africa, as
they often have more financial resources. xxxvi
Migrants who seek work to pay for passage
to Europe often experience forced labor, and
may find themselves supplying manpower to
armed and terrorist groups. Finally, the
longer migrants travel the more probable they
will be victims of trafficking. xxxvii
When complemented with taxes
levied from drug trafficking, kidnapping
ransoms are the most significant source of
funding for JNIM. JNIM’s tactic of
kidnapping has limited political motives for
they usually target individuals strategically
for ransoms. The Malian state has been
unable to end hostage-taking, as some
security officials, and local leaders cooperate
with JNIM on ransom negotiations and
payments, allowing it to operate out of a safe
haven in northern Mali. xxxviii
Nigeria faces high unemployment
rates, and some of the highest rates of
violence and organized crime in Africa,
making it a source, transit, and destination
country for human trafficking. xxxix Most
women forced into sexual slavery in SubSaharan Africa come from Nigeria.
Opportunities to reach Europe from Nigeria
are limited, yet the desire to do so is high,
strengthening trafficking networks able to
exploit those aspirations. Nevertheless, 75
percent of human trafficking in Nigeria
remains internal. xl One possible reason for
this could be the conflict in the country’s
northeast against Boko Haram, creating high
levels of internally displaced people

involved in drug distribution since it collects
sufficient revenue from its transit to operate.
Between 2013 and 2015 armed and
terrorist groups regularly clashed over
trafficking hubs such as Tabankort and
Ber. xxvi Since 2013, French and U.N.
intervention has placed significant pressure
on traffickers. However, these networks’
survival and the consolidation of JNIM and
other terrorist groups indicate their flexibility
and resilience. The reduction of French
troops in the Sahel, and their complete
withdrawal from Mali, will overstretch U.N.
peacekeepers and regional forces, leaving the
control of border regions to criminal and
armed groups. Hence, the reduction of
security forces will likely create a vacuum
facilitating trafficking. Without French
forces Drug traffickers and JNIM, with the
support of corrupt state actors, will continue
to adapt to a fluctuating security environment
by shifting alliances. xxvii
Human Trafficking in the Sahel
Human
trafficking,
including
kidnapping for ransom, is a significant source
of income for terrorist organizations in the
Sahel. xxviii In 2018, the UNODC reported that
31 percent of trafficking victims in the Sahel
were exploited sexually, and 63 percent
experienced forced labor. xxix Another sample
suggests that over 60 percent of migrants in
the Sahel are trafficked into Europe or other
regions in Africa. xxx The most common
routes are through Mali and Niger, where the
migrants journey is most likely to be handled
by armed groups. The top origin countries for
migrants are Libya, Algeria, Niger, Nigeria,
and Mali. xxxi
Many factors render migrants
susceptible to trafficking. First, women are
the most vulnerable; in 2016, about 80
percent of people freed from Boko Haram
were women and children. xxxii Women
migrants are more likely to be intercepted
along migration routes and forced into sexual
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vulnerable to traffickers. Children in Nigeria
face some of the highest levels of kidnapping
globally, making them a target for
exploitative labor, and radicalization. Most
traffickers in Nigeria are part of mafias, small
networks, and labor agencies, though Boko
Haram is responsible for most of the
kidnapping. xli Boko Haram, like JNIM,
obtains most of its funding through
kidnappings. xlii Abubakar Shekau’s faction
of Boko Haram also kidnaps aid workers for
ransoms, though they often execute many.
Resembling Boko Haram, other groups in the
region such as Ansaru and the Islamic State
West African Province (ISWAP) use
kidnapping to gather funds and establish
relationships with criminal groups to do so.
This emphasizes the concern that Boko
Haram and criminal groups in the region will
reinforce each other as they share resources
and training. xliii This concern is validated by
the recent increase of mass abductions in
Nigeria, conducted not by Boko Haram but
by bandits who have learned they can obtain
significant resources through ransoms. xliv

organizations, or vice versa, it is possible that
drug and human trafficking could be
diminished. Indeed, terrorist, and criminal
networks in the Sahel have found that
working together is more profitable than the
alternative.
The terrorist groups examined
successfully profit from drug and human
trafficking due to security vacuums, weak
governance in the Sahel, and structural
inequalities which force people to migrate
north. Illicit economies have strengthened
these groups financially and strategically as
criminal organizations can also provide
fraudulent documentation, manpower, and
transportation. xlvi External actors involved in
stabilization efforts in the Sahel, such as
France and MINUSMA, have focused most
of their resources on counterterrorism and
building state capacity. xlvii However,
criminal organizations in the region play an
essential part in weakening governance and
financing terrorism. Despite being fluid, the
relationship between criminal and terrorist
organizations in the Sahel, has shaped the
structure and security of communities they
control. xlviii Government and multilateral
initiatives to stabilize the region should target
trafficking routes and criminal organizations
more actively to cut a significant portion of
JNIM and Boko Haram’s funding, while
simultaneously minimizing the effects of
illicit
markets.
Counterterrorism
is
ca xlixrucial to regional stability, yet if
Sahelian governments do not build resilient
frameworks to counter organized crime,
terrorism and criminal groups will continue
to reinforce each other mutually.

Conclusion
High rates of insecurity in Nigeria
and Mali where Boko Haram and JNIM
predominantly operate have left many
exposed to trafficking, whether as victim or
perpetrator, demonstrating that conflict and
crime reinforce each other and prevent peace.
A tradition of informal trade routes and
networks
has
permitted
criminal
organizations to cooperate with corrupt
elements within the state. Fluid conflict
dynamics have forced terrorist organizations
and criminal networks to be flexible and form
alliances. xlv Hence, these groups have
demonstrated an ability to take advantage of
their environment. If the state could create a
more advantageous arrangement than the one
offered by criminal networks to terrorist

Georgetown Security Studies Review

About the Author: Clara de Solages is a
graduate student in Georgetown
University’s Security Studies Program.

38

Volume 10 | Issue 1

Endnotes
1 “The Sahel and West Africa Club Forum,” OECD, 2013, https://www.oecd.org/site/sahelandwestafricaweek2013/ENBooklet_Web_0511.pdf.
2 Wolfram Lacher, “Organized Crime and Conflict in the Sahel-Sahara Region,” Carnegie Endowment for International peace,
September 2012, https://carnegieendowment.org/files/sahel_sahara.pdf.
3 JNIM is a coalition between Ansar Dine, al Mourabitoun, the Macina Liberation Front, and al Qaeda in the Islamic Maghreb
(AQIM)
Daniel Eizenga and Wendy Williams, “The Puzzle of JNIM and Militant Islamist Groups in the Sahel,” Africa Center for
Strategic Studies, July 15, 2021, https://africacenter.org/publication/puzzle-jnim-militant-islamist-groups-sahel/.
iv Lacher, “Organized Crime and Conflict in the Sahel-Sahara Region.”
v Tuesday Reitano, Colin Clarke, and Laura Adal, “Examining the Nexus between Organized Crime and Terrorism and Its
Implications for EU Programming,” CTMORSE Counterterrorism, accessed March 2, 2022,
https://www.icct.nl/app/uploads/2017/04/OC-Terror-Nexus-Final.pdf.
vi Joelle Rizk, “Exploring the Nexus between Armed Groups and the Trafficking and Smuggling of Human Beings in the Central
Sahel and Libya,” Studies in Conflict & Terrorism, 2021, pp. 1-21, https://doi.org/10.1080/1057610x.2021.2002687.
vii Peter Tinti, “Drug Trafficking in Northern Mali,” ENACT, September 2020, https://enactafrica.s3.amazonaws.com/site/uploads/2020-09-17-mali-drugs-research-paper.pdf.
viii Apart from Libya where the control of migration is solely controlled by the Qadhadfa tribe.
Lacher, “Organized Crime and Conflict in the Sahel-Sahara Region.”
ix“UNODC SAHEL Programme Results and Activities,” United Nations Office on Drugs and Crime, June 2017,
https://www.unodc.org/documents/westandcentralafrica/UNODC_Sahel_Programme_Results_and_Activities_-_June_2017.pdf.
x In 2016 the Sub-Saharan land routes generated 1.5 billion dollars for traffickers
Rizk, “Exploring the Nexus.”
xi “World Atlas of Illicit Flows,” Global Initiative Against Transnational Organized crime, n.d., https://globalinitiative.net/wpcontent/uploads/2018/09/Atlas-Illicit-Flows-FINAL-WEB-VERSION-copia-compressed.pdf
xii Ibid.
xiii Tamara Makarenko, “The Crime-Terror Continuum: Tracing the Interplay between Transnational Organised Crime and
Terrorism,” Global Crime 6, no. 1 (February 2004): pp. 129-145, https://doi.org/10.1080/1744057042000297025.
xiv Ibid.
xv Rizk, “Exploring the Nexus.”
Tinti, “Drug Trafficking in Northern Mali.” and Djallil Lounnas, “The Links between Jihadi Organizations and Trafficking in the
Sahel,” Middle East and North Africa Regional Architecture, November 2018,
https://www.iai.it/sites/default/files/menara_wp_25.pdf.
xvi Ibid.
xvii Ronald Weitzer, “Human Trafficking and Contemporary Slavery,” The Annual Review of Sociology, 2015.
xviiiTinti, “Drug Trafficking in Northern Mali.”
xix Ibid.
xx Ibid.
xxi Tinti, “Drug Trafficking in Northern Mali.”
xxii Lounnas, “The Links between Jihadi Organizations.”
xxiii Rizk, “Exploring the Nexus.”
xxiv “World Atlas of Illicit Flows,” Global Initiative Against Transnational Organized crime.
xxv Tinti, “Drug Trafficking in Northern Mali.”
xxvi Ibid.
xxvii Ibid.
xxviii “World Atlas of Illicit Flows,” Global Initiative Against Transnational Organized crime.
xxix Kristiina Kangaspunta, Fabrizio Sarrica, Raggie Johansen, Jesper Samson, Agata Rybarska and Kelly Whelan, UNODC
Global Report on Trafficking in Persons, UNODC, 2018, p. 81.
xxx “The Intersection of Irregular Migration and Trafficking in West Africa and the Sahel” Global Initiative Against Transnational
Organized Crime, February 2020, https://ec.europa.eu/trustfundforafrica/sites/default/files/the-intersection-of-irregularmigration-and-trafficking-in-west-africa-and-the-sahel-gitoc.pdf.
xxxi Ibid.
xxxii “Boko Haram and the Conflict Dynamics in the Chad Basin,” UNDP Africa Borderlands Centre, December 2020,
www.africa.undp.org/borderlands.
xxxiii “Intersection of Irregular Migration and Trafficking” Global Initiative Against Transnational Organized Crime.
xxxiv Ibid.
xxxv Ibid.
xxxvi Ibid.
xxxvii Ibid.
xxxviii Lacher, “Organized Crime and Conflict in the Sahel-Sahara Region.”

Georgetown Security Studies Review

39

Volume 10 | Issue 1

Jørgen Carling, “Trafficking in Women from Nigeria to Europe,” Migration Policy, September 21, 2021,
https://www.migrationpolicy.org/article/trafficking-women-nigeria-europe.
xl “Intersection of Irregular Migration and Trafficking” Global Initiative Against Transnational Organized Crime.
xli Ibid.
xlii Reitano et al. “Examining the Nexus.”
xliii “Intelbrief: The Growing Crime-Terror Nexus in Northwest Nigeria,” The Soufan Center, March 7, 2021,
https://thesoufancenter.org/intelbrief-2021-march-8/.
xliv Ibid.
xlv Ibid.
xlvi Reitano et al. “Examining the Nexus.”
xlvii Tinti, “Drug Trafficking in Northern Mali.”
xlviii “Boko Haram.” UNDP Africa Borderlands Centre.
xxxix

Georgetown Security Studies Review

40

Volume 10 | Issue 1

The Changing Tide of International Terrorism
Allison Maddux
With the 2021 U.S. withdrawal from Afghanistan, the Biden Administration has concluded the socalled Global War on Terrorism. The drone strike on July 31st that killed al-Qa’ida emir Ayman
al-Zawahiri in Kabul dramatically punctuates the end of an era. Evidence suggests the
international wave of religious-based Salafi-jihadist terrorism that has dominantly characterized
international terrorism the past 40 years is losing momentum, just as an ascendant international
wave, white identity terrorism, * is likely to persist for decades. The ideology underpinning this
wave † will inhibit democratic leadership around the world, impede global consensus on solutions
to global problems, and grow in support as a sense of relative deprivation within the white
demographic grows in comparison to non-white groups, particularly as international migration
increases. Conflict in Ukraine is beginning to emerge as a training ground for white identity
fighters and militias, echoing the legacy of Afghanistan for jihadism, while ungoverned digital
realms are fueling radicalization, recruitment, and disinformation. Countering this new wave will
require recalibrated strategies that apply law enforcement, military, and intelligence resources
that differ from what was used during the Global War on Terrorism due to civil liberties
protections at home, convergence and mainstreaming of extremist ideology, and inherent biases
in categorizing white identity extremism. While these measures may help stymie proliferation of
ideology and militant or guerrilla tactics, they are unlikely to halt the momentum behind this
movement in the coming decades based on past trends in modern international terrorism.
Four Waves of Modern Terrorism
In the aftermath of September 11,
2001, scholar David C. Rapoport established
a theoretical framework for understanding
modern international terrorism, organizing
patterns of political violence from the
previous 125 years into what he called the
Four Waves of Modern Terrorism.1 He
postulated that in each wave, which last
roughly 40 years, terrorist activity is
international, occurs simultaneously across
multiple countries, and is driven by a
common predominant energy. The fourth
wave, dubbed “religious terrorism” by
Rapoport, has captured the energy of the
United States and its allies in recent decades,
and contained all these components.
Catalyzed by events in 1979 such as the
Iranian Revolution and the Soviet invasion of
Afghanistan, the religious wave of terrorism

ultimately succeeded in dragging major
world powers into conflict across the globe.
Writing in 2004, Rapoport predicted, “If
history repeats itself, the fourth wave will be
over in two decades.” As if on cue, twenty
years after 9/11 and four decades after 1979,
U.S. and coalition forces have messily
extracted themselves from Afghanistan. The
withdrawal confirmed the diminishing
psychological power the religious wave of
terrorism holds over U.S. and Western allies,
and the West’s growing risk acceptance in
managing this threat.
The Decline of Religious Terrorism
A decrease in fatalities from religious
terrorism, diminished operational tempo of
jihadist groups, and the lack of newly
emergent religious extremist organizations
all suggest international jihadism is no longer

*

The term used by the U.S. State Department to encompass white nationalist and white supremacist terrorists who adhere to
ideologies that believe white people and white identity in western countries are under siege.
† This includes includes elements of white exceptionalism, isolationism, the pursuit of racial purity, and xenophobia.
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resonant in today’s world.2 Relief Web’s
2022 Global Terrorism Index concludes
religious terrorism declined by 82 percent in
the West, with five times more politically
motivated
attacks
than
religious
3
2014
and
2018,
attacks. Between
international deaths from terrorism decreased
by 52 percent, falling from 33,555 to 15,952,
with the greatest decreases in Iraq and
Somalia due to the defeat of ISIL in Iraq, and
US-led
airstrikes
on
Alcounterterrorism
Shabaab.4 Unrelenting
pressure on al-Qa’ida, the Islamic State’s
(ISIL) failed gambit to establish a caliphate,
and even Israel’s normalization of relations
with Arab countries have compounded the
challenges religious terrorist groups are
facing.5 The Taliban is the outlier, having
successfully achieved its political objectives
through military means to oust foreign
invaders within its own borders, but the
group itself has never sought to conduct
operations abroad.
If we consider that a wave disappears
when its energy can no longer inspire new
organizations, current trends signal the
denouement of this most recent chapter in
international religious terrorism. The decline
of al-Qa’ida and ISIL, the two most infamous
groups of the last two decades of religious
terrorism, is indicative of the weakening of
the global jihadist movement and the
conclusion of the religious wave. Jihadist
terrorist attacks are increasingly conducted
by individual actors, are less synchronized
across the globe, and do not generate the
spectacular fear they once did. Take for
example the most recent of these attacks on a
Pensacola naval air station in December
2019, in which gunman Mohammed
Alshamrani reportedly had direct contact
with al-Qa’ida operatives.6 This attack did
little to terrorize the nation. In fact, the
majority of Islamist terrorist attacks on U.S.
soil since 9/11 – of which there have been
few – have been inspired, rather than
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orchestrated or executed, by al-Qa’ida or
ISIL. In France, despite President Emmanuel
Macron’s
rhetoric
against
“Islamist
terrorism,” the seven most recent attacks
were not claimed by al-Qa’ida nor ISIL, and
instead were conducted by radicalized
individuals who claimed no allegiance to any
group.7
A New Wave
On June 15, 2021, the Biden
administration released its National Strategy
to Counter Domestic Terrorism, reflecting a
turning point in international global terrorism
trends that is likely to persist for the next 40
years. Centered around combatting racially
or ethnically motivated violent extremism
that advocates for the superiority of the white
race as well as anti-government violent
extremists, these movements represent a
revolt against the globalizing trends that have
dominated the world order in recent decades
and are positioned to grow in the face of
unrelenting change and modernization in the
future.
White
identity
terrorism
is
uncontrovertibly on the rise in the United
States. 8 Analysis shows a sharp increase in
racial hate-based killings within the United
States beginning in 2009, with far-right
terrorists responsible for more deaths than
jihadists since 2008.9 Far-right terror
incidents increased 320 percent between
2014 and 2018, more than quadrupling
between 2016 and 2017.10 In 2018, the
fourth-deadliest year on record for U.S.
domestic extremist-related killings since
1970, every extremist killing had a link to
right-wing extremism. Notably, the majority
of these attacks were conducted by white
Right-wing
extremists
supremacists.11
perpetrated two thirds of the attacks and plots
in the United States in 2019 and over 90
percent between January 1 and May 8,
2020.12 According to a June 2020 report from
the Center for Strategic and International
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Studies, “far-right terrorism has significantly
outpaced terrorism from other types of
perpetrators, including from far-left networks
and individuals inspired by the Islamic State
and al-Qaeda.” 13
Furthermore, white identity terrorism
is not confined to the United States, though
its global social media network is
predominantly created and fueled by users in
the United States. 14 In June 2020 the U.S.
Congress introduced a resolution charging
the U.S. State Department to develop a
strategy for countering white identity
terrorism around the world, representing a
first step in acknowledging the problem.
Between 2016 and 2017, far-right attacks in
Europe jumped 43 percent. In 2020,
Germany’s justice minister Christine
Lambrecht stated, “Far-right terror is the
biggest threat to our democracy right now.” 15
Since 2019 alone, Germany has dealt with
political assassinations targeting proimmigration politicians, public shootings,
and even infiltration of its elite military
forces by neo-Nazi extremists. 16 In reporting
by the New York Times, the 2017 arrest of a
German Army officer posing as a Syrian
refugee sparked the discovery of the extent to
which white identity extremist ideology has
permeated Germany’s security services,
prompting the nation to more seriously
consider the threat since 2020.17
White identity terrorists across
Europe and the United States have further
inspired one another, contributing to the
international nature of this fifth wave of
terrorism. In 2011, Anders Breivik
perpetrated the worst terrorist attack on
Norwegian soil in the nation’s history,
criticizing
Muslim
immigration
and
European liberalism in his 1,500 page
manifesto, "2083: A European Declaration of

Independence."18 Years later in 2019,
Brenton Tarrant killed 51 people at two
mosques in Christchurch, New Zealand, and
cited Breivik in his own 74-page manifesto,
drawing inspiration from far-right fears in
France of a non-white invasion, parroting
concerns rooted in Replacement Theory.‡
Tarrant inspired similar race-based shootings
later that year in Poway, California; El Paso,
Texas; and Norway.19 Most recently, on May
14th, Peyton Gendron shot and killed 10
Black Americans in Buffalo, New York, and
referenced Replacement Theory in his 180page document detailing his motivations.20
White identity terrorist group activity
has also become more synchronized across
the U.S. and Europe since 2005, reflecting
increased internationalization of groups and a
shared ideology.21 U.S. officials have
confirmed that U.S. neo-Nazi groups receive
training from international groups. In 2018,
the U.S.-based Rise Above Movement
traveled to Ukraine to celebrate Hitler’s
birthday and train with a paramilitary unit of
the Ukrainian National Guard associated with
U.S.-based
neo-Nazi
ideology.22
Atomwaffen Division (recently rebranded as
the National Socialist Order), with branches
in the UK, Germany, and Russia, reportedly
traveled to Russia and received training from
the Russian Imperial Movement (RIM), the
first white supremacist group to be
designated by the U.S. State Department as a
terrorist organization.23
Disturbingly, military armed conflict
in Ukraine since 2014 has served as a magnet
for white militant groups eager to receive
combat experience, reminiscent of the role
Afghanistan played in the late 1900s and
early 2000s as a training ground for Islamist
groups. Right wing extremists have been
drawn into the conflict through an online and

This racist conspiracy narrative falsely asserts there is an
active, ongoing and covert effort to replace white
populations in current white-majority countries. Source:
Southern Poverty Law Center. The "great replacement" is

a conspiracy theory that states that nonwhite individuals are
being brought into the United States and other Western
countries to "replace" white voters to achieve a political
agenda. Source: National Public Radio.

‡
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in-person recruitment network that appeals to
white men eager to preserve white European
culture.24 Unit commanders are hopeful the
combat skills and knowledge acquired in
Ukraine will return home to prepare other
Western countries for armed violence.25
Fighters have joined both sides of the
conflict, justifying it as a continuation of
World War II against Asia, in this case
Russia; or on the Russian side, generally
aligned with right to self-determination
against liberal forces.26 Russia’s 2022
invasion of Ukraine has exacerbated this
phenomenon, with violence escalating and
increased migration stoking fears of
“Africans and Muslims” crossing into Europe
alongside Ukrainians.27 Far-right white
nationalist and neo-Nazi groups throughout
Europe, to include France and Finland, as
well as in North America have sought to
support Ukrainians through donations as well
as by joining paramilitary units on the ground
in Ukraine. 28 While Russia’s invasion would
seem to confirm a U.S. national security pivot
to strategic competition, the role of Ukraine
as a training ground for white identity
extremist groups also portends a metastasis
of white identity terrorism globally.

with overlapping interests are proliferating as
well. 30 The Oath Keepers are one such group
whose ranks consist largely of former U.S.
military and law enforcement officials, who
believe in a coming civil war and have veered
into militia-like activity. 31 Another category
of far-right extremists or “accelerationists” §
seek to hasten progress toward a civil war and
the collapse of society. The group that plotted
to kidnap Michigan governor Gretchen
Whitmer in 2020 subscribed to such
ideology, as did Air Force Staff Sgt. Steven
Carrillo who in May 2020 assassinated state
and federal security officials in California. 32
Beyond overt political violence,
rising trends in anti-Asian hate across the
United States represent another facet of an
intertangled web of ethnically motivated
terrorism. The Federal Bureau of
Investigation (FBI) reported a 77 percent
increase in hate crimes against Asian
people living in the United States from 2019
to 2020 and grew an additional 400 percent
from 2021 to 2022.33 Hate crimes alone are
not categorically terrorist acts, however,
when combined with political motivations
such as Replacement Theory, strategically
contribute to a new wave of modern
terrorism, and further contributes to
mainstreaming of extremist ideology.
Events like the 2017 Unite the Right
rally in Charlottesville and the 2020 Stop the
Steal movement in Washington DC place
right-wing extremists alongside non-violent
individuals, which reinforces and amplifies a
sense of shared white identity and grievance.
Politicians can appeal to both violent and
non-violent audiences in these settings. In
Charlottesville, marchers recited “You will
not replace us,” reflecting their sense of
threatened whiteness.34 On November 14,
2020 in front of the Supreme Court building

Convergence
Complicating matters is the growing
convergence of disparate groups with varying
agendas under a general far-right umbrella, as
evidenced by the collusion among the Proud
Boys, The Three Percent, and the Oath
Keepers in an attempted coup in the United
States on January 6, 2021.29 While decidedly
violent white supremacist groups like
Atomwaffen Division, the Rise Above
Movement, The Base, and the Patriot Front in
the United States share a clear ideology with
neo-Nazi groups across Europe, other groups
Accelerationism is a term white supremacists have
assigned to their desire to hasten the collapse of society as
we know it. Brenton Tarrant subscribed to accelerationism
and articulated this ideology in his manifesto, which

invigorated the ideology and spurred a resurgence of
references and praise on platforms including Gab,
YouTube, Reddit, 8chan and others.
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before a swelling sea of President Trump and
QAnon flags, Alex Jones invoked a dizzying
web of conspiracy theory, called November
14th the beginning of the second American
Revolution, led chants of “1776,” lambasted
the satanic evils of globalists, and called on
the creation of a new world order to an
eruption of cheers.35 These events have only
gained support and momentum over time, as
demonstrated by the January 6th storming of
the U.S. Capitol by a melee of American
political protestors, conspiracists, and
militants. 36

Public calls to be anti-racist will not resonate
with this demographic because for many,
racial resentment is not what primarily fuels
their sense of deprivation; it is a different
psychological underpinning than overt
racism and white supremacy. Just as most
Muslims are not fundamentalists, many
individuals highly identifying as white do not
score highly on racial resentment.
Nonetheless, this activated sense of threat
and deprivation enables mainstreaming of
radical ideas, entryism to radicalization, and
when combined with the scapegoating of
non-white out-groups, a much riper
environment for violent extremism.40 And it
is this new dynamic that has the potential to
transform previously fringe ideas into a
sustained new wave of terrorism.

Growing Support
While extreme racial viewpoints have
always existed, the absence of mainstream
popularity for these ideas has served to
suppress violent activity. However, today
there exists an emerging base that, while not
supportive of extreme ideology, finds
overlapping self-interest in the ends such
groups pursue. Increasingly it is those who
strongly identify as white (30-40 percent of
white Americans, for example) that are
aggrieved, perceiving their hierarchical status
as threatened.37 This sense of relative
deprivation has served to activate white
identity and white group consciousness
around the world. Writing on white identity
politics, scholar Ashley Jardina states,
“These threats, both real and perceived,
have… brought to the fore, for many whites,
a sense of commonality, attachment, and
solidarity with their racial group. They have
led a sizeable proportion of whites to believe
that their racial group, and the benefits that
group enjoys, are endangered. As a result,
this racial solidarity now plays a central role
in the way many whites orient themselves to
the political and social world.” 38
It is increasingly common to see
white interest groups advocate for white
culture while denying being racist.39 This is a
key distinction crucial for formulating policy
responses that effectively mitigate violence.
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Drivers of White Identity Terrorism
To understand the most predominant
form of international terrorism in the coming
decades, we must understand the perceived
threats to white status, which center around
migration, national identity, and an assertion
of ethnic exceptionalism. Factors such as the
2007-2008 global financial crisis, decadeslong nation-building projects abroad, and
especially recent surges in international
immigration have contributed to a wariness
of globalizing forces, a rejection of the
promises of democratization, and a rise in
nationalism.41 Racial justice protests and “the
Great Awokening” have further pushed some
white identifiers to feel defensive of their ingroup, threatened by claims of systemic
racism and condemnation of white
Political
polarization,
privilege.42
performative value-messaging on social
media, truth decay, and the infiltration of
conspiracy theory into the mainstream have
added fuel to societal and political
flashpoints.43
Far-right political parties across the
United States and Europe have effectively
married populist positions with ethnic
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nationalism, convincing constituent bases
that ethno-nationalism benefits hardworking
individual citizens, further othering and
demonizing non-whites.44 Throughout the
last decade, Europe has seen a political surge
in nationalist and far-right party victories in
response to the refugee crisis and the
previous wave of Islamist terrorism.45 In
2015, more than one million migrants crossed
into Europe, sparking crisis and sowing
division within the European Union over how
to address the wave of immigrants.
These trends are only going to
continue. As of this writing, the United States
is facing record numbers of immigrants from
Central America, with the crisis expected to
surge through late summer.46 As of March
2022, 84,600 Afghan refugees have been
resettled in the United States as a result of
Washington’s withdrawal from the country,
with experts predicting rising numbers of
Afghan refugees for years to come.47 In
October 2021, the White House issued its
authoritative report, titled “Report on the
Impact of Climate Change on Migration.” It
predicts that tens of millions of people are
likely to be displaced over the next two to
three decades due in large measure to climate
change impacts.48 People forced to migrate
due to climate effects are most likely to come
from regions with a combination of low
adaptive capacities, vulnerable geography,
and fragile ecosystems.49 As we face a
scenario in which economic drivers and
climate impacts further fuel global migration
from developing countries and populism and
nativism serve as a recipe for political
success, it becomes clear how white identity
ideology will persist, fueling the fifth wave of
international terrorism for the next 30-40
years.

increasingly passionate, are a direct
challenge to white identity status. From
reversing anti-immigration policies to
building a cabinet that is representative of
America’s diversity, these goals are in direct
contradiction to desires by American
conservatives to “Make America Great
Again.” The end of the religious wave of
terrorism and the ascendance of a
qualitatively new wave, white identity
terrorism, will impact many facets of U.S.
national security, providing opportunities to
recalibrate counterterrorism efforts both
domestically and internationally.
With domestic far-right terrorism the
new gravest terrorist threat to democracies
around the world, domestic security services
across the U.S. and Europe – specifically law
enforcement – will carry the brunt of the
responsibility for providing security and
conducting counterterrorism missions, a
vastly different apparatus than the militaryled expeditionary missions of the past two
decades. While aspects of the targeting cycle
used for decades by the military in the Global
War on Terrorism may have some relevance
for dealing with domestic terrorism,
democratic leaders are unlikely to welcome
the optic of militarizing the police in today’s
zeitgeist. 50 In fact, it may not be revised laws
and authorities that are needed, but rather the
re-prioritization of terrorism threats that
begets an articulated federal strategy for how
to counter white identity terrorism. 51 In many
ways, local policing is a more effective way
to detect and manage homegrown extremism.
Policymakers should not automatically
conclude that expanded authorities and
resources are needed to counter the growing
threat of white identity terrorism. Scholarship
has shown that intelligence gathering, the
power of norms, and prevention tactics are
more effective in countering extremist
activity and political violence than military
action.5253

National Security Implications
Many of President Biden’s stated
priorities, and the issues upon which the next
generation of progressive liberals are
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Washington
must
intentionally
reform immigration policy in coordination
with agencies intimately familiar with the
situation on the border, surgically removing
and improving specific practices rather than
implementing sweeping reversals of Trump
administration policies. 54 Here, prevention
may prove the strongest remedy. However,
addressing root causes of migration is a large
undertaking and will be costly. Furthermore,
solutions to some of the global drivers of
migration, such as climate change impacts,
may prove elusive as skepticism of climate
science and denial of anthropogenic climate
change precludes any meaningful political
and legislative progress on the issue.55
President Biden has also repeatedly
emphasized the importance of unity in
America.56 Confronting white identity
terrorism by actively targeting it,
condemning it, and punishing its adherents
may serve to further activate in-group white
identity consciousness in today’s polarized
social context, potentially making individuals
even more susceptible to radicalization. The
FBI, Department of Homeland Security, and
other federal counterterrorism organizations
should incorporate lessons learned from
deradicalization programs in places such as
Germany and Norway, and in consultation
with civil society organizations, take an
interdisciplinary approach to strategic
planning for countering those most violent
groups at home.
Intelligence capabilities targeting
extremist groups’ use of the dark web and
social media platforms to radicalize, connect
with other international groups, spread
propaganda, and organize will be a key effort
in countering white identity terrorism, but
will inevitably be constrained by the need to
preserve
citizen
privacy
rights.57
Reconnaissance must also focus on
adversaries and competitors such as China
and Russia who will look to continue to
foment and exacerbate racial tensions and
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domestic
divisions
across
Western
democracies as a lower-cost option than
conventional,
head-to-head
conflict. 58
Ultimately, amplifying our internal divisions,
increasing skepticism of our institutions and
alliances, and denigrating democracy are far
more destructive acts than attacks their
militaries can conduct against us abroad.
Accordingly, Washington should treat social
media practices as a national security issue
and establish a roadmap to help staunch the
spread of radicalization, decrease the volume
of partisan rhetoric when untruthful, and
stymie the proliferation of conspiracy theory
to disrupt the influence of extremists and
foreign adversaries in our domestic affairs
and defend against the self-cannibalism of
our democratic systems.59
Conclusion
The alarming events of January 6th in
which frenzied contesters of the election
stormed the U.S. capital surprised many.
However, this act of political violence was
merely the most overt convergence and
organization of right-wing extremists,
conspiracists, anti-globalists, and white
supremacists in recent memory. The popular
support behind it follows in the footsteps of
other demonstrations such as the 2017 Unite
the Right rally in Charlottesville, Virginia,
and reflect the growing momentum behind
the ideology and outrage driving white
identity terrorism. A sense of relative
deprivation and political powerlessness
combined with populist manipulation and
growing international migration will
continue to fuel white grievance.
Disinformation, social media, truth decay,
and foreign actor stoking of political division
within democratic Western nations will
further
institutionalize
barriers
to
reconciliation
and
deradicalization.
Protection of personal freedoms within
democracies and subconscious bias aligned
with white privilege will further complicate
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the identification and targeting of white
identity extremism and terrorism. For all
these reasons, white identity terrorism is here
to stay, and is likely to worsen in coming
years before we see any weakening of this
fifth wave of modern international terrorism.
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The Quds Force Awakens: How the Islamic Revolutionary Guard Corps – Quds Force
(IRGC–QF) Threaten US National Security Interests in the Middle East Today
John Dour
This paper seeks to identify precisely how the Islamic Revolutionary Guard Corps–Quds Force
(IRGC-QF), an elite unit tasked with carrying out the IRGC’s covert and overseas military
operations, threatens US national security interests in the Middle East today. While much
scholarship has been devoted to exploring sanctions policy and nuclear deterrence in Iran, given
the unit’s covert nature, less has been devoted specifically to examining the robust and dynamic
role played by the Quds Force in thwarting US regional interests. As such, this paper will
examine the three distinct manners in which the Quds Force presents challenges to US interests
in the Middle East. First, this paper will examine how the Quds Force developed a stranglehold
on Iranian institutions, the likes of which complicates reentry into the Joint Comprehensive Plan
of Action (JCPOA) and threatens nuclear proliferation. It will then progress to consider the
Quds Force’s support, training, and funding for Iranian-backed proxies and Shiite militant
groups in countries like Iraq, Yemen, Syria, and Palestine. Finally, this paper will probe how the
Quds Force’s development and exportation of drone warfare presents novel and asymmetric
threats that directly endanger US troops and allied public officials abroad. The paper will
conclude by providing policy recommendations for the Biden Administration to pursue in order
to appropriately respond to the complex and emerging threats posed by the Quds Force.
Introduction
In what ways does the Islamic
Revolutionary Guard Corps–Quds Force
(IRGC-QF) threaten US national security
interests in the Middle East today? The IRGC
was established during the 1979 founding of
the Islamic Republic of Iran as a separate
entity from Iran’s military and was chartered
to both defend the Iranian political system
and expand the revolution. 1 In the years after
the IRGC’s founding, Iran found itself in
situations where special activities outside its
borders needed to be conducted. However,
the state lacked the skilled capacity to
effectively carry out this task. Therefore, Iran
created Department 900, a group whose
purpose was to collect special intelligence
overseas to support Iran’s war efforts during
the Iran-Iraq War. 2 At the end of the war in
1988, Department 900 was re-designated and
became known as the Quds Force, or the
Jerusalem Force, mandated to liberate
Muslim lands outside of Iran. 3 In this
reorganization, the Quds Force became
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incorporated as an independent service
branch in the IRGC where it exists today. 4
The Quds Force is divided into at least eight
strategic directorates bound by geography,
with specific branches focusing on activities
such as "intelligence, finance, foreign
languages, politics, sabotage, and special
operations." 5,6 Once described as the US
equivalent of a combination of the Central
Intelligence Agency and the Joint Special
Operations Command – which oversees Seal
Team 6 and the Delta Force – the Quds Force
has evolved into an elite unit with the reach,
capacity, and motivation to threaten several
critical US national security interests in the
Middle East. 7
This paper will explore the three main
ways in which the Quds Force poses a threat
to the United States’ interests in the Middle
East today. First, the Quds Force’s foothold
on Iranian institutions will be examined,
since their expanding influence and authority
in Iran threatens key Western objectives, not
least of which is a renewed nuclear deal.
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Next, this paper will focus specifically on the
Quds Force’s support for Shiite militant
groups and Iran-proxy forces that foment
regional instability in places like Iraq,
Yemen, Syria, and Palestine. Finally, this
paper will consider the Quds Force’s
development and transfer of drone warfare, a
novel and asymmetric threat whose
proliferation directly threatens US servicemembers, coalition partners, and allied public
officials. To conclude, a series of policy
recommendations will be identified that
should be adopted by the Biden
Administration in order to effectively counter
the threats posed by the Quds Force today.

touting Iran’s new overseas military
capabilities. 10
Furthermore, the Quds Force has
sizable leverage over Iranian policy towards
countries in the Arab region, insofar as the
elite unit has appointment power of Iranian
Ambassadors to Arab nations. 11 As such, the
Quds Force has another direct line in
pressuring key Arab nations to advocate for
the nuclear deal, to try and scuttle it, or to
demand concessions to aid the Quds Force’s
posture. This infiltration into Iranian
institutions is no accident. In fact, since at
least the early to mid-2000s, IRGC officers
have begun “infiltrating the political,
economic, and cultural life of Iran.” 12 During
President
Mahmoud
Ahmadinejad’s
administration from 2005-2013, half of his
cabinet was made up of former IRGC
officers, and he even appointed some to
governorships of certain provinces in Iran
where nuclear facilities exist, such as in
Bushehr. 13, 14
The institutionalism of the Quds
Force has continued in recent years, signaling
their increasingly aggressive posture in the
region. In 2021, newly elected President
Ebrahim Raisi appointed several active
duty IRGC officers to top civilian posts in the
country, breaking with tradition. 15 Three
Raisi appointments expose the Quds Force’s
saturation into Iranian institutions. Firstly,
Raisi’s interior minister is Ahmad Vahidi, the
former head of the Quds Force and current
fugitive wanted by Interpol for his
involvement in the deadly Buenos Aires
bombing of the Israeli Embassy in 1994. 16
Secondly, President Raisi’s top economic
advisor is Mohsen Rezaei, the former
commander of the IRGC and chief of its
intelligence division. This appointment
coincides with the growing involvement of
the IRGC in Iran’s economic affairs. 17
Finally, Raisi’s foreign minister Hossein
Amirabdollahian is a career diplomat with
“close ties with Lebanon’s Iran-backed

The Quds Force’s Institutional
Stranglehold within Iran
The Quds Force’s internal posture
and reach within Iran has evolved to pose a
myriad of threats to US regional interests. For
instance, the Quds Force’s foothold on
Iranian institutions ensures that it has robust
representation throughout civil, political, and
economic entities. This affords the covert
unit incredible leverage that impacts several
consequential developments, not least of
which is the prospect of a revived JCPOA.
This is particularly concerning given that
recent intelligence assessments conclude that
Iran may be weeks away from being able to
develop a nuclear weapon if it chooses. 8
Since the Quds Force “answers directly to
Supreme Leader Ayatollah Ali Khamenei,” it
is in prime position to sway the outcome of
negotiations in its preferred direction. 9
Nothing in Iran happens without the say-so of
the Supreme Leader, so having a direct line
ensures that the nuclear demands of the Quds
Force are front and center. And these
demands have been heard publicly, as the
current Quds Force leader Esmail Qaani
recently lashed out and threatened to attack
the United States amidst stalled negotiations,
which surely would sink a deal, while also
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Hezbollah and the IRGC,” bringing a
hawkish and “Asia-centric foreign policy” to
Iran. 18 These appointments underscore the
reach that current and former Quds Force
operatives have within Iran that enable the
unit to exert influence and leverage in
decision-making processes. It also reinforces
the observed praetorianism in Iran,
highlighted by the Quds Force’s “direct
military intervention in politics and
society.” 19 The consequences at stake are
monumental as the fate of the nuclear deal
hangs in the balance. Current negotiations are
hung up on the Quds Force’s demand to have
the Foreign Terrorist Organization (FTO)
label applied to them under the Trump
Administration removed. 20 With Quds Force
operatives ingrained in Iranian institutions,
the elite unit is in prime position to exert
leverage to force that this demand remains a
precondition for reentry into the JCPOA.
Through this lens, either the Quds Force gets
what it wants, or nuclear proliferation
threatens the region. All told, the Quds
Force’s control of Iranian institutions risks
further escalation that could spiral into Iran
acquiring a nuclear weapon, a red-lineworthy security threat for the United States.

and the Houthis paints a clear picture of the
scale of this support. The U.S. Department of
State estimated in 2020 that Iran gives about
$700M a year to Hezbollah. 22 Meanwhile in
Yemen, the Quds Force has led the transfer
of money and arms support to the Houthis
including “a growing arsenal of sophisticated
weapons and technology for anti-tank guided
missiles, sea mines, explosive-laden UAVs,
ballistic and cruise missiles, unmanned
maritime vehicles (UMVs), and other
weapons and systems.” 23
The Quds Force’s support for these
groups enables them to conduct attacks
against US personnel and their allies in the
region, which are increasing, especially in
Iraq. For instance, between 2019 and 2020,
“the number of attacks against US personnel
and facilities in Iraq by Iran-backed groups
‘went up 400 percent.’” 24 This support for
attacks against the United States and its allies
in the region is alarming, but unsurprising
given the Quds Force’s decades-long
involvement in supporting groups designated
as FTOs. The Quds Force has been linked to
attacks such as the 1983 and 1984 Beirut
Marine Barracks bombings, the 1996 Khobar
Towers attack, and “many of the insurgent
attacks on Coalition and Iraqi Security Forces
in Iraq since 2003.” 25 The Quds Force’s
support for these extremist groups and the
attacks they carry out continues to create
instability and damage US national security
interests in the Middle East.
This increase in support for regional
militarization goes in line with recent
developments that indicate Iran’s evolution
into more of a militarized, praetorian nation
where the military, rather than the clerics,
lead the state – one in which the IRGC “has
come to call the shots.” 26 In this sense, the
IRGC-QF has inherited a spot in the driver’s
seat to dictate the course of Iran’s military
relationship with proxies in the Middle East.
Iran relies heavily on the Quds Force, which
has emerged as the “primary conduit of

The Quds Force and the Iran-Proxy
Network
Since the Iranian Revolution in 1979,
Iran and the Quds Force have steadily
cultivated a network of Iran-proxies and
Shiite militant forces to advance the interests
of the Islamic Republic. This expansion
threatens regional stability, puts Westernbacked nations under tremendous strain, and
fundamentally goes against the core interests
of the United States and its allies. For
instance, in recent years, the Quds Force has
provided “arms, training and financial
support to militias and political movements
in at least six countries: Bahrain, Iraq,
Lebanon, the Palestinian Territories, Syria
and Yemen.” 21 Looking closely at Hezbollah
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support and guidance” to advance the
militarization of regional non-state proxy
forces. 27 President Donald Trump’s decision
in 2020 to kill Qasem Soleimani, the thenQuds Force leader, indeed disrupted the Iranproxy force network given Soleimani’s
personal connections and abilities, but the
effort has proven short-lived. Quds Force
operations overseas now seek retribution for
the strike, endangering US political figures
even in the United States. 28, 29 Iran’s drift
towards a military-oriented state has meant
that its support for regional proxies has
become even more important to Iran’s
interests. As such, the Quds Force’s support
for these proxy forces in the Middle East
directly contributes to regional instability and
advances insurrection in an already
tumultuous region, going against key US
national security interests.

expensive ones. It is also likely that the Quds
Force is “trying to compensate for its
outdated and decrepit air force” with these
methods and technologies. 32 Despite the
crude nature of the technology, the Quds
Force has made significant efforts to
distribute these drones to proxies across the
region. Research from the National Council
of Resistance of Iran (NCRI) finds that
“The Quds Force brings members of pro-Iran
proxy militias abroad to Iran for training in
the use of drones. The equipment is sent
outside Iran by air via Mehrabad Airport in
Tehran, by land concealed in trucks, and in
the case of Yemen, by sea.” 33 These
shipments have enabled Iran to influence
regional conflicts in an increasingly covert
manner. Indeed, the “Houthis in Yemen,
Hamas in Gaza, and Popular Mobilization
Forces in Iraq all field UAVs or direct attack
munitions (also known as suicide or
kamikaze drones) that have an Iranian
fingerprint.” 34 This transfer of drones has
dramatically increased in the years following
Trump’s Soleimani strike – it has been
focused on Iraq, but Iran also has been
sending them to Houthi rebels and Hezbollah
militants. 35 For instance, by mid-2021, aided
by drones and materials sent from Iran, “the
Houthis have used direct attack munitions at
least
tens
of
times
on
Saudi
Arabia.” 36 Beyond fomenting insurrection,
these tactical exports also serve another
purpose: test trials for the Quds Force and
Iran. Inventing drone technology and then
shipping it abroad “allows Iran to see how
their systems behave in a combat
environment.” 37 This gives the Quds Force
concrete evidence to see how its technology
fares and how it can be improved for future
battles, all while being able to skirt the direct
negative costs of using the drones in combat
themselves. These operations enable the
proliferation of drone warfare to endanger
targets ranging from Syrian opposition forces
to oil tankers transiting the Strait of Hormuz,

Proliferation of Drone Warfare
Beyond the Quds Force’s support for
militant groups in the Middle East, the export
of asymmetric drone warfare to bolster
regional strife seriously endangers US
service members abroad and complicates
both diplomatic and military decisionmaking. The use of drones has become
integral to the Quds Force’s mission
objectives in the Middle East. Ever since the
1980’s and 1990’s during Iran’s defense
cooperation deals with China, Iran has
acquired and cultivated a fairly operable
drone fleet. 30 Though Iran operates these
Chinese-modeled drones – ones that
resemble traditional Western model ones like
MQ-9 Reapers or GD Avengers – the drones
that Iran itself designs and exports are often
much more rudimentary. Indeed, some are as
simple as quadcopters that hobbyists might
use for leisure – now with an explosive
device strapped beneath it. 31 These drones
are preferred because they are cheap, easily
transported, more easily hidden, and
accomplish similar aims to the larger, more
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to locations in Iraq, Saudi Arabia, and the
United Arab Emirates. One such attack from
November 2021 in Baghdad featured a cheap
drone, a large battery, and a small bomb that
was intended to assassinate the Iraqi Prime
Minister Mustafa al-Kadhimi. 38 While
analysts believe Tehran did not explicitly
order the attack, there are fears about how
“the proliferation of attack drones,
particularly among paramilitary groups with
close ties to Iran,” is expanding unchecked in
the region, with these attacks being “capable
of small-scale, but highly accurate, strikes on
a wide array of military and civilian
targets.” 39 These drones are hard to stop
“partly because air defense radar systems
were typically developed to detect far faster
threats with larger radar and/or heat
signatures and also because the air defense
systems designed to intercept such low-flying
threats only have a short-range.” 40
Attacks such as the one in Baghdad
demonstrate that “Tehran appears to be
losing its grip over how the aircraft are used,”
given that “military discipline within Iran’s
network of Shiite militias in Iraq has
deteriorated since the death of Soleimani,
who was revered by the groups and tightly
controlled militant operations.” 41 This
directly threatens US service-members,
especially the 3,000 US troops in Iraq, who
have increasingly become the target of drone
attacks. In fact, “Since January, militants
have launched at least six drone attacks
against U.S. and coalition forces in Iraq.” 42
So long as the Quds Force manufactures and
exports drones, these attacks will continue to
expand unchecked, directly affording Iran
asymmetric advantages and threatening US
non-proliferation interests.

Regarding the Quds Force’s Proxy
Networks:
First, the United States should continue to
provide support for governments and
opposition forces where Iran’s Shiite proxy
forces operate. Reinforcing state capacity
weakens the effectiveness of proxy force
attacks and exhibits a commitment to rulesbased institutions, rejecting terrorism and
intimidation.
Second, the Biden Administration should
continue to sanction Iran for its support of
these proxy forces, targeting specific militias
as opposed to blanketing sanctions that
would preclude reentry into the JCPOA.
Making it as difficult as possible for Iran to
train, fund, and equip these regional militias
on the front-end is essential to diminish their
back-end impact which threatens regional
stability.
Third, the United States should develop a
strategy to publicly counter the Quds Force’s
strategy of plausible deniability for the
attacks of Iran’s proxy forces. The Biden
Administration has done an excellent job
releasing intelligence about Russia’s
activities in Ukraine, so adapting this same
strategy to more widely expose the Quds
Force’s connection to deadly attacks by its
proxy network would assist in building a
coalition against Iran’s activity in the Middle
East.
Regarding the Quds Force’s Drone
Warfare:
The United States should share and
invest further in the technology capable of
defending against drone warfare. This
includes improved jamming capabilities,
increased deployment of over-the-horizon,
low-altitude radar, laser technology to shoot
down incoming threats, and anti-drone
netting around key political and military
facilities in the Middle East at heightened risk
of attack by Iran and its proxies. This should

Policy Recommendations
The following policies should be
adopted by the Biden Administration to
effectively counter the threats posed by the
IRGC-Quds Force.
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be combined with increased operations to
intercept drone shipments, such as the US
Navy and other Western navies preventing
drone exports via skiffs to Yemen through the
Gulf of Oman and the Arabian Sea.

was given to field personnel or allies in Iraq
on how to implement it, and the decision
appeared to be more of a political favor from
then-President Trump to then-Israeli Prime
Minister Benjamin Netanyahu to gift him an
election bump by looking tough on Iran. 45
The sheer legality of labeling a
government entity a Foreign Terrorist
Organization comes from a reinterpreted
provision from the USA PATRIOT Act that
allows US officials to impose travel and entry
restrictions on those who fall under broad and
ambiguous terrorism standards. 46 Although
there is little doubt that the Quds Force’s
malign actions – its support for proxies, its
drone program, and its exportation of
regional instability – indeed support
terrorism, labeling a state entity as an FTO
does more harm than good if it precludes
JCPOA reentry. Indeed, an FTO imposition
should be reserved for bona fide Foreign
Terrorist Organizations rather than for
official entities of foreign countries,
regardless of their heinousness.
The FTO label is more ceremonial than
practically useful insofar as it does not
materially make much policy difference,
since the IRGC had been previously under
other, more functional sanctions. 47 Iran
remains on the US State Sponsors of
Terrorism list from its placement there in
1984, a designation that more appropriately
fits the situation and carries with it more teeth
than pomp with export and arms controls,
encompassing bans on funding, and other
practical financial restrictions. 48
Though this will be a politically costly
move, it would not be as costly as being the
Administration that allowed Iran to develop a
nuclear weapon. Similarly, a reestablished
nuclear deal could create a baseline for
incremental improvements in US–Iranian
relations, rendering the Quds Force’s
institutional stranglehold fruitless over time.

Regarding the Quds Force’s Institutional
Stranglehold and the Nuclear Threat
The Biden Administration should get
back into the JCPOA because a nuclearequipped Iran is the worst-case scenario.
While the threats posed above are all genuine
and concerning, these problems could all be
better tackled if the threat of an Iranian
nuclear weapon was not so looming. This
will likely require sanctions relief and the
removal of the IRGC and the Quds Force
from the State Department’s Foreign
Terrorist Organization list.
Regarding sanctions removal, sanctions
experts have argued that labeling the IRGC
as a terrorist organization “pointlessly set a
bad precedent,” and that a failure to establish
a nuclear deal would lead to “unpredictable
and possible uncontrollable escalation, and
almost certainly skyrocketing oil and gas
prices.” 43 With inflation and gas prices
already at record highs, adding fuel to the fire
will only worsen domestic headaches and
complicate future relations with Iran.
Although relieving sanctions could indeed
aid Iran’s proxy forces and its drone program,
reentry into the nuclear deal is the immediate
concern. Nevertheless, sanctions removal
will have to be done strategically to minimize
the operability of proxies and the transit of
drones through Iranian backchannels.
As for the foreign terrorist organization
label, its removal is justified for a number of
reasons:
The process of the label’s application
under the Trump administration was chaotic,
rushed, and went against the advice of top
military and intelligence officials including
then Chairman of the Joint Chiefs of Staff
Gen. Dunford Jr. 44 Furthermore, no guidance
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Conclusion
The Quds Force is a legitimate threat
to US national security today that
necessitates an active and adaptable strategy
to counter. The Quds Force’s foothold in
Iranian institutions exhibits its evolution and
growth, threatens the introduction of nuclear
weapons into the Middle East, and severely
complicates the likelihood of a revived
nuclear deal–especially one with any
improved terms for the United States.
Meanwhile, the Quds Force’s funding,
training, and transfer of weapons to Shiite
militant groups and Iran proxy forces in the
region directly contributes to terrorism,
instability, and prolonged conflicts that go
against the future that the United States and
the West seek in the Middle East. Finally, the
Quds Force’s usage and export of drone
warfare directly endangers US servicemembers, allied public officials, and
coalition partners, resulting in the
proliferation of emerging asymmetric
weaponry throughout the region. These
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realities necessitate an active combination of
US diplomacy and hard power to effectively
counter the encompassing role that the Quds
Force plays in thwarting US interests in the
Middle East today. The proposed policy
recommendations can indeed work towards
diminishing the threats presented by the Quds
Force, but save for drastic rapprochement,
broader US–Iranian relations will likely
remain tense and complex for the foreseeable
future.
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Hooked on Surviving: The Emergence of Illicit Drug Economies in Kyrgyzstan and Peru
Kiersten Harris
In making national security policy and engaging with international allies, one important topic to
address is the emergence and existence of illicit drug economies. Despite being in two very
different regions of the world, Kyrgyzstan and Peru provide excellent case studies on how illicit
drug economies emerge. This paper analyzes the conditions under which the Tyup region of
Kyrgyzstan developed an economy dependent on the illegal production and sale of hashish, as
well as the factors that led to the Alto Huallaga Valley of Peru forming an economy dependent
on the illegal production of coca. It will assess the similarities between these two cases, such as
unequal distribution of wealth, poor agricultural conditions, and lack of government
preparation, and the reasons why these illicit economies continue to flourish today. It will also
highlight the importance of focusing on systemic issues in the local communities when forming
anti-drug policy.
Introduction
In 2020, Kyrgyz law enforcement
seized 103 kilograms of hashish, a dried resin
derived from the flowers of the cannabis
plant that is more potent than marijuana, 1 in
a Counter Narcotics Service of the Kyrgyz
Ministry of Interior effort to counter illicit
drug trafficking to countries such as Russia. 2
Meanwhile, halfway across the world, 6,273
hectares of coca, 3 a leaf used to make
cocaine, were destroyed by CORAH, 4 the
Peruvian government’s special project for the
reduction of illegal coca production. As the
world’s second largest producer of both
cocaine and coca, Peruvian cocaine, made incountry from their own coca leaves, is often
trafficked to countries such as the United
States. 5 Despite being several time zones
away, Kyrgyzstan and Peru have something
in common: they both possess illicit drug
economies – or those economies reliant on
the production or provision of drugs that are
either completely prohibited or strictly
regulated by governments/international
regimes. 6
The illicit economy for hashish in the
Tyup region of Kyrgyzstan developed out of
similar circumstances as the illicit economy
for coca in the Alto Huallaga Valley in Peru.
A lack of planning on the part of the Soviet
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government prior to its collapse, and later the
concentration of political and economic
power in the urban areas of Kyrgyzstan
meant that Kyrgyzstan’s rural societies
suffered from extreme economic hardships,
most notably a significant shortage of cash. A
lack of foresight by the Peruvian government
and the land-grab by powerful elites placed
many peasants into a similar situation of
economic hardship and desperation.
Ultimately, the shortages of cash caused by
this lack of planning combined with
unfavorable agricultural conditions for
growing licit crops and raising livestock that
were unforeseen or ignored by the Kyrgyz
and Peruvian governments led both the
people of the Tyup region and the Alto
Huallaga Valley to begin producing illicit
drugs.
The existence of illicit drug
economies poses several national and
international security risks. Overtime, illicit
markets become entwined with licit markets,
leaving room for illicit actors to expand their
practices and increasing corruption in
previously untainted market spaces. As these
illicit actors gain power and influence, it
becomes harder for law enforcement to stop
them, and local law enforcement often
becomes complicit as well. In some severe
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demographic changes combined with the
ensuing economic issues caused by
insufficient Soviet foresight and the widening
disparities between rural and urban
populations all contributed to the emergence
of the illicit economy in Kyrgyzstan.
With Kyrgyzstan declared an
independent nation in August 1991, the
newly formed government faced a sudden
rise in the mortality rate, especially for
working-age males who were now lacking
health care and suffering from a loss of job
opportunities and desirable working
conditions. This also meant a sharp increase
in the rate of disability claims, whether from
workplace injuries or unchecked medical
issues. 8 Additionally, Kyrgyzstan saw
declining fertility rates, especially for higherorder births and births to married couples,
along with a general decline in marriage
rates. This is likely due to a lack of healthcare
and a worsening shortage of men. With the
Soviet government having drawn each
Central Asian state’s borders without regard
for the ethnic makeup of the territories, there
were a great deal of ethnic groups living
within the borders of Kyrgyzstan at the time
of the collapse which emigrated at an
accelerated rate towards peoples’ countries of
original ethnic origin. 9 Finally, there was a
rise in migration from secondary to primary
cities, such as Bishkek, for hopes of more
economic and employment opportunities. 10
These abrupt demographic shifts
combined with the loss of the free healthcare,
education, and housing that had previously
been provided by the Soviet government
caused a state of economic shock. Having no
prior history of political or economic
independence and a lack of preparedness for
independence by the Soviets, Kyrgyzstan
was unequipped to get its economy back on
track. 11 Kyrgyzstan and other Central Asian
states experienced a significant budget deficit
after the Soviet Union’s collapse. As a result,
Kyrgyzstan either printed more money or

cases, these illicit actors can become so
powerful that they overrun legitimately
elected officials, making future state-building
efforts and licit economic growth more
difficult. With this also comes interruptions
to development efforts and poverty
eradication and less foreign direct
investment. Additionally, introducing illicit
drugs into any society becomes a public
health risk, as drug use and addiction rates
tend to increase as supply increases and
different kinds of drugs come on the market. 7
However, despite these known risks, there
are very few case studies to reference in
examining how and why illicit drug
economies emerge.
This paper aims to address that gap by
examining how illicit drug economies
emerged in two key case studies: Kyrgyzstan
and Peru. Though geographically disparate
regions, both cases clearly demonstrate how
the failure of governments to care for their
poorer rural populations and learn about the
agricultural conditions necessary for growing
certain crops and raising livestock, combined
with a history of growing these now illicit
crops in these communities, may lead to the
emergence of illicit drug economies.
Recognizing the systemic issues that lead to
the emergence of illicit drug economies will
help policymakers better prevent more illicit
economies from emerging and construct
methods for improving the systems in the
illicit economies that already exist.
Hashish in Kyrgyzstan
The perestroika period (1985-1991)
followed by the collapse of the Soviet Union
in December 1991 caused many Soviet
populations to experience high levels of
poverty, especially those in Central Asia.
This was largely due to sudden and
significant demographic changes resulting
from poor planning and lack of care for
Central Asian societies by the former Soviet
government prior to its collapse. These
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employees, most land shares were small. 19
To support themselves, people began trying
to grow surpluses of agricultural products to
sell at the market. However, most were
unable to grow much more than what was
enough to feed their family. The small
amounts of land held by each family
combined with irrigation problems due to
lack of a constant water supply, fertilization
issues due to harsh weather conditions, and
an overall shortage of necessary machinery
meant no surplus for most people. Without a
surplus, the people in these agricultural
communities could barely cover the expenses
of their agricultural inputs, let alone buy
other necessities for their families, such as
clothes and school supplies. 20 Raising
livestock was not an option for many people
due to lack of irrigation and land fertilization
issues, and if a family was lucky enough to
own livestock, the market price for it was
usually not high enough to cover basic
expenses. 21
At this point, residents of
Kyrgyzstan’s agricultural communities
needed another way to pay for their
necessities. In the Tyup region, hashish
production entered the local economy. Why
hashish? The region already held large
territories of land where wild cannabis
naturally grew. With hashish, the residents
did not have to worry about land shortages or
issues with irrigation and fertilization, as the
unowned land was already growing a large
quantity of cannabis. Additionally, hashish
produced in the region had a reputation from
Soviet times due to members of the “criminal
underworld” using Tyup’s cannabis to make
hashish and subsequently trafficking it to
other countries in the Soviet Union. 22 At this
time, demand for Tyup’s hashish and
marijuana increased because cannabis plants
in the region had more than 2% THC, which
is considered high for naturally growing
plants. 23 By growing hashish, Tyup’s
residents were able to pay for their

attempted to attract international loans at
concessionary rates to make up for its large
budget deficit. However, domestic savings in
formal financial institutions, such as banks
and other reserves, were quite limited,
meaning that the domestic market for
government debt was small. Additionally, the
foreign private sector was generally not
willing to hold such substantial amounts of
government debt. For these reasons, there
was no avenue to fund social spending,
creating an extreme cash shortage, especially
in rural areas with few financial
institutions. 12
In 1997, about 64% of Kyrgyzstan’s
population lived in rural areas, with at least
57% of the country’s GDP produced in urban
areas. 13 With Kyrgyzstan being a
predominantly rural society with a mainly
urban economy, 14 people in rural areas
suffered the worst deterioration of their living
standards following the economic shock
brought on by the Soviet Union’s collapse. 15
According to Kyrgyz government data, 75%
of those classified as below the poverty line
lived in rural areas. 16 Also, those who lived
in major urban areas, such as Bishkek, tended
to be less egalitarian than the rest of the
population, meaning that they were not as
concerned with the poor living conditions
and lack of economic opportunities that often
characterized rural areas. 17 With the majority
of political and economic power held in
urban areas, there was not much incentive to
adopt policies for wealth redistribution or
economic support to rural areas.
Prior to the collapse of the Soviet
Union, Kyrgyzstan’s agricultural economy
was characterized by kolkhozes (collective
farms). However, once the Soviet Union fell,
the kolkhozes dissolved and state assets were
privatized, causing Kyrgyzstan’s agricultural
economy to crumble. Families who worked
on the kolkhozes required new forms of
employment. 18 While the kolkhozes’ arable
land was distributed among the former
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distribution. 25 However, five of the eight
members in the commission, including its
director Pedro Beltrán, were linked to the
hacienda system, a sort of feudal system that
functioned by keeping the people working
the land indebted to their landholders so that
they could not leave. 26 By 1960, all that the
CRAV had achieved was a proposed limited
agrarian reform law that was widely
unpopular because it focused almost
exclusively on colonizing less populated
areas and improving irrigation capabilities
rather than on the redistribution of land.
Therefore, most non-elite were left without
land or with less land than they felt they were
entitled to. With a large amount of the
population now further disillusioned by the
government and elites, many people joined
the growing peasant mobilization movement
growing around Cusco at the time. 27
By the early 1960s, these land
redistribution movements transformed from
locally organized peasant groups to being led
by unions and regional federations,
increasing credibility, reach, and power.
Soon, the movements spearheaded a wave of
77 hacienda invasions across Peru, leading to
calls for President Ugarteche to step down.
This unrest came to a head in 1962 when the
Armed Forces staged a coup d’état against
the elites, removing Ugarteche from power. 28
In the ensuing presidential elections later that
year, agrarian reform was the central theme
of the national debates. 29 Ultimately,
Presidential candidate Fernando Belaúnde,
who had one of the strongest platforms for
agrarian reform, won the Presidential
campaign 30
In trying to determine how to appease
both the politically powerful landholding
elites and the revolting landless peasantry,
Belaúnde decided that colonizing the
Amazon was the best course of action
because its land was viewed as empty,
therefore avoiding the problem of having to
take land away from the elite, calling it “a

necessities. Hashish’s monetary value was
determined by korobochka (matchboxes).
Each korobochka could hold about twenty
grams of hashish, allowing growers to
calculate how much they had made and what
they could buy with it. 24
The Soviets did not prepare
Kyrgyzstan to develop an economy that
could sustain its people, leading to the
emergence of a hashish-driven illicit
economy in the Tyup region. Without this
preparation, Kyrgyzstan was quickly left to
fend for itself with little idea of how to
survive and provide for its citizens.
Additionally, if the Kyrgyz government and
urban elites, almost all of which were
concentrated in urban areas, had provided
more social and economic support to its rural
communities, which make up most of its total
population, the people of the Tyup region
would have had a wider variety of options for
making money aside from producing hashish.
Instead, the Kyrgyz government chose to
focus on serving the populations that held the
most political and economic power, therefore
choosing to serve wealthy urban populations
over poorer rural populations.
Coca in Peru
Halfway across the world, Peru’s
Alto Huallaga Valley underwent remarkably
similar experiences to those in Kyrgyzstan.
Unequal distribution of wealth and lack of
preparedness by the Peruvian government
both contributed to the emergence of the
illicit economy. In Peru, agrarian reform was
an issue of contention for years prior to the
transformation of the Alto Huallaga Valley.
In 1956, Manuel Prado Ugarteche won the
presidential election and immediately began
working on agrarian reform, which had been
one of the key platforms of his campaign.
That year, the Ugarteche administration
formed the Commission for Agrarian Reform
and Housing (CRAV), whose purpose was to
determine a policy for ostensibly fair land
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land without men for men without land. 31 The
Minister of Agriculture at the time, Enrique
Torres Llona, described the years-long
quarrel perfectly: “It cannot be forgotten that
[land reform] comes up against powerful
interests, interests of those who, precisely
because of the high concentration of
property, are not farmers but landholders and
who oftentimes hold great political power.” 32
In 1966, President Belaúnde began a
state colonization project in Alto Huallaga
called the Tingo María-Tocache-Campanilla
Colonization Project. 33 The plan was to settle
4,227 families in a designated area of the
Amazon, however according to the 1972
census, the area ended up with 6,500 people
more than its original goal. 34 The population
increase can be explained by the construction
of the Carretera Marginal, a highway that
connected Alto Huallaga to the rest of the
country. The Carretera facilitated migration
to the region, which was said to possess
quality soil. 35 Unfortunately, studies done on
the soil quality overestimated its productive
potential, and the quality only diminished as
the population began to grow and overcrowd
the area. Yields of critical crops, such as rice
and maize, were too low for settlers to make
a living from. In the 1970s, to make up for the
broken promises of fertile land, President
Alvarado promoted livestock breeding in the
region due to the poor soil quality. However,
this required large-scale deforestation, with
over 150,000 hectares of forest being
destroyed per year. Deforestation destroyed
the ecological balance of the area, with
erosion and soil acidity lowering crop yields
even more and creating a harmful
environment for livestock. 36
In the mid- to late-1970s, the
residents of Alto Huallaga were scrambling
to find a new way to make a living. This was
when coca entered the local economy. Why
coca? Coca was the only local crop that
adapted well to the eroded and acidic soil
which characterized the region. Prior to coca
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cultivation being made illegal at the
beginning of the twentieth century, residents
of neighboring regions had cultivated the
crop. Therefore, many of the settlers were
already aware of the conditions necessary for
coca to grow. In the 1970s, Colombian drug
traffickers needed new places to obtain
supplies of coca from, in response to the
growing demand for cocaine from the United
States. 37 With the neighboring regions
having produced coca decades prior, the
Colombians were already aware of the
capabilities of the area’s soil. At this time,
they were attracted to Alto Huallaga in
particular because they knew that the
depleted soil had caused poverty in the
region, making the large population of
peasants willing and eager to provide their
labor at a relatively cheap cost. Within a few
years, Alto Huallaga became “one of the
world’s most important illegal coca drug
hubs,” with families working in coca
cultivation able to earn up to $9,000 per year,
as opposed to the $200 per year they would
have made growing rice or maize. 38
Soon after coca became widespread
in Alto Huallaga, two significant conflicts
materialized. First was the war on drug
trafficking. In 1978, the Peruvian
government passed Legal Decree 22095, also
known as the Law to Repress the Illegal
Traffic of Drugs in response to the rapid rise
in cocaine production and trafficking in and
through Peru. In 1979 and 1980, the
government ordered two raids, Verde Mar I
and II, in which hundreds of police and
military descended on the Alto Huallaga
Valley to eradicate the coca plants, confiscate
lands, and detain the offending peasants. This
of course initiated a newly hostile
relationship between the state and the
peasants who had colonized Alto Huallaga
that was reminiscent of the tensions during
Ugarteche’s presidency. 39 The second
conflict was the war on terrorism. In the early
1980s, Alto Huallaga’s coca boom provided
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In this environment, the locals turned
to drug production and trafficking for three
reasons. First, the land which was not
amenable for growing licit local crops or
rearing livestock was ideal for growing
cannabis in the Tyup region and coca in Alto
Huallaga. If the people needed to produce an
agricultural product to survive, they did not
have many other choices. Second, both
regions had a pre-existing familiarization
with producing hashish and coca,
respectively. The idea to produce these drugs
was already embedded in the culture of the
people of Tyup and Alto Huallaga because
others in the area had previously produced
and sold the crops. They knew they could
learn the skills needed to successfully
produce hashish and coca and that the
existing environmental conditions were ideal
for growing the crops. Third, there was an
increasing demand for each of the drugs in
other countries, with Russians desiring
hashish and Americans desiring cocaine. The
people of each region knew that they could
realistically make at least enough money to
sustain themselves by producing drugs due to
this rising demand. In the case of Peru, the
people realized that producing drugs also
brought them connections with terrorist
groups that could help protect them from the
government that had already betrayed them.
With each state’s government
attempting to stop the production and sale of
illicit drugs from the inception of the drug
economies to the present day, there has been
little acknowledgement of or attempts to
resolve the root of the problem: why these
people became desperate enough to cultivate
crops that supply drug production in the first
place. Without addressing the systemic issues
in place in societies such as Tyup and Alto
Huallaga, it is unlikely that these illicit drug
economies will ever be dismantled, and that
the subsequent threats to national and
international security they bring will worsen.

financing for the armed struggles of terrorist
groups such as the Sendero Luminoso and the
Túpac Amaru Revolutionary Movement
(MRTA). It also provided terrorist groups
with the possibility of winning local political
legitimacy by providing peasant colonists
with armed protection against state efforts to
eradicate coca and confiscate their lands. 40
In the case of Peru, the emergence of
this illicit economy in the Alto Huallaga
Valley could have been avoided if the
government had done what was best for the
majority of the population when agrarian
reform first became an issue, and not just
favored the powerful landholding elites. If
not this, the Peruvian government still could
have avoided the emergence of such a largescale illicit economy for coca, and now
terrorist presence, by better planning its
Amazonian colonization project. Instead, like
in Kyrgyzstan, the Peruvian government
decided to appease the elites, rush the
Amazonian colonization project, and then
ignore the plights of the peasants who had
been relocated to Alto Huallaga, leading to
the illicit economy developing.
Conclusion
In the Tyup region of Kyrgyzstan and
the Alto Huallaga Valley of Peru, illicit drug
economies were caused by widespread
poverty in the area as well as poor
agricultural conditions for most of the local
crops and livestock. The poor planning of the
Soviet, Kyrgyz, and Peruvian governments
along with their decision to place the desires
of the politically and economically powerful
elite before their poorer rural populations
created such dire conditions that the people
of Tyup and Alto Huallaga were desperate for
a way to provide for themselves and their
families. As communities whose economies
relied on agricultural products, the people of
these regions were forced to find
opportunities that would allow them to make
enough of a living to pay for their essentials.
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Enemy at the Gates: Successes, Failures, and Civil-Military Relations in Israel’s Operation
Peace for Galilee and Turkey’s Operation Peace Spring
Connor Hirsch
Contiguous foreign sanctuaries benefit terrorist groups. When a terrorist group possesses a safe
haven in a neighboring country, states have a large incentive to wage cross-border
counterterrorism campaigns to degrade the terrorist group’s capabilities. But the historical
record reveals that even resounding successes in these operations can also produce strategic
problems. Cross-border counterterrorism campaigns are vulnerable to personal and partisan
political manipulation. This article assesses Israel’s 1982 Operation Peace for Galilee and
Turkey’s 2019 Operation Peace Spring, examining the state of civil-military relations in both
countries to explain puzzling strategic reversals following effective counterterrorism operations.
The case studies reveal that unchecked personal and partisan influence can diminish the
strategic returns of even the most resounding operational counterterrorism successes.
Policymakers may take several lessons from Operation Peace for Galilee and Operation Peace
Spring. First, civil-military relations are central to the strategic outcomes of cross-border
counterterrorism campaigns. Second, cross-border counterterrorism campaigns waged only for
personal and partisan interests risk deleterious strategic results. The national interest must
prevail. Finally, cross-border counterterrorism campaigns can produce political windfalls,
meaning that personal and partisan interests are likely to continue to permeate such operations.
Galilee and Turkey’s 2019 invasion of
northeastern Syria through Operation Peace
Spring may not appear to be obvious
candidates for comparison. Operation Peace
for Galilee preceded Operation Peace Spring
by nearly 40 years. The conflicts did not have
common principal belligerents.
But Operation Peace for Galilee and
Operation Peace Spring share important
characteristics which make them instructive
cases for understanding the potential rewards
and risks of cross-border counterterrorism
campaigns. In both operations, a powerful
state invaded a conflict-ridden neighbor to
eliminate the safe haven of a terrorist
organization threatening the homeland. The
campaigns also demonstrate the potential
effectiveness
of
cross-border
counterterrorism campaigns, as Israeli and
Turkish forces respectively reduced
Palestinian and Kurdish groups’ abilities to
wage terrorism and insurgency. Yet both
operations incurred notable strategic costs.
Public opinion quickly turned against

In terrorist campaigns against a state,
terrorist groups gain strategic advantages
from contiguous foreign sanctuaries. Bases in
neighboring countries provide terrorist
groups with logistical and operational hubs
from which to strike and safe havens in which
to hide. States may retaliate through
expeditionary counterterrorism operations
designed to liquidate contiguous foreign
sanctuaries and degrade the terrorist threat. In
many cases, material imbalances between the
state and the terrorist group and perceived
casus belli through self-defense make crossborder campaigns attractive facets of
counterterrorism strategy. However, the
historical record suggests that such
operations can produce complicated strategic
outcomes. Vulnerable to personal and
partisan political manipulation, cross-border
counterterrorism campaigns can lead to a
host of issues that can undermine even
resounding operational successes.
On the surface, Israel’s 1982 invasion
of Lebanon through Operation Peace for
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ambitious or destitute leaders, providing
clear incentive to wage such operations.
This article seeks to explain the
tension between the counterterrorism
successes and certain damaging strategic
outcomes of Operation Peace for Galilee and
Operation Peace Spring. The first section
examines Israel’s and Turkey’s effective
destruction of enemy safe havens. The
second section explores each campaign’s
strategic reversals. The third and fourth
sections respectively discuss the influence of
civil-military relations and the rally around
the flag effect. The concluding section offers
lessons for policy makers and practitioners
gleaned from Operation Peace for Galilee
and Operation Peace Spring.

Operation Peace for Galilee and Israel’s
leaders, the United States reprimanded Israel,
and Israeli forces remained mired in Lebanon
until 2000, facilitating the rise of arguably
Israel’s most dangerous enemy, Hezbollah.
Likewise, Turkey stressed already tenuous
relationships with NATO allies and incurred
the wrath of protesters around the world.
Although Operation Peace for Galilee
and Operation Peace Spring achieved certain
successes, notable reversals beg the question:
how did successful counterterrorism
campaigns spawn deleterious strategic
outcomes? The answer lies largely in
personal and partisan civilian manipulation
of each campaign. Israeli Defense Minister
Ariel Sharon coopted Operation Peace for
Galilee in an attempt to impose his own
strategic vision on Israeli foreign policy,
leading to strategic overreach. Similarly,
Turkish President Recep Tayyip Erdoğan and
his Justice and Development Party (AKP)
exploited Turkey’s recently purged and
reformed military to launch a conflict which
helped achieve long-standing policy points
and eradicate domestic political rivals at the
cost of harming relations with Turkey’s
Western allies.
The operations reveal that unchecked
personal and partisan influence risk
undermining the longer-term strategic
viability of even the most effective crossborder
counterterrorism
campaigns.
Moreover, both operations exhibit the rally
around the flag effect, as they produced
temporary spikes in popular approval which
helped the embattled governments in Tel
Aviv and Ankara overcome political turmoil
and distract their voters from domestic issues.
Although the campaigns’ detrimental
strategic outcomes should serve as a warning
for future governments, the presence of the
rally around the flag effect in both cases
suggests that cross-border counterterrorism
operations can trigger political windfalls for
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Effective Campaigns Against Safe Havens
Israel and Turkey conducted their
cross-border counterterrorism operations
ostensibly to end years of terrorist attacks
emanating from Palestinian and Kurdish safe
havens in southern Lebanon and northeastern
Syria,
respectively.
Safe
havens—
particularly in neighboring countries—are
vital to the success of terrorist and insurgent
movements. Bard O’Neill contends that safe
havens serve as the “last fallback position”
for militant groups. Without safe havens,
insurgents and terrorists lose their ability to
wage meaningful military operations—or
even conduct military operations at all. 1 In a
sweeping study of insurgencies, RAND
experts Ben Connable and Martin Libicki
found that insurgents with access to safe
havens achieved victory in 44 percent of
assessed conflicts with decisive outcomes,
compared to a victory rate of just 14 percent
for insurgent movements without access to
safe havens. 2 Moreover, Connable and
Libicki conclude that voluntary sanctuary
(i.e., safe havens in countries where the local
government either actively supports or lacks
the ability to actively oppose the insurgents)
is particularly valuable. 3 Insurgencies have
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defeated the government in 48 percent of
assessed conflicts with decisive outcomes
when enjoying voluntary sanctuary. 4
Both the Palestinian safe haven in
southern Lebanon and the Kurdish safe haven
in northeastern Syria fit Connable and
Libicki’s criteria for voluntary sanctuary.
The 1969 Cairo Accords gave the Palestinian
nationalist groups de facto control over much
of the population and territory of southern
Lebanon, 5 while the Lebanese government
was effectively defunct throughout the civil
war, 6 ensuring that the Palestinian Liberation
Organization (PLO) faced no meaningful
opposition from a central authority.
Likewise, prior to Operation Peace Spring,
Syrian President Bashar al-Assad’s forces
had little presence east of the Euphrates
River, giving the Kurds a free hand in
northeastern Syria. 7 Assad even supported
the Kurds after American forces began
drawing down in the area, as the largely
Kurdish Syrian Democratic Forces (SDF)
appealed to Assad for support against the
Turks. 8 Assad obliged, deploying Syrian
Arab Army troops to the cities of Kobani and
Manbidj to deter Turkish advances west of
Operation Peace Spring’s primary area of
operations. 9
Operation Peace for Galilee and
Operation Peace Spring ejected the PLO and
Kurdish Worker’s Party (PKK)/People's
Defense Units (YPG) from their respective
contiguous foreign sanctuaries. The safe
havens had been valuable strategic assets to
Palestinian and Kurdish militant groups,
threatening Israeli and Turkish national
security as a result. The campaigns were
therefore resounding military successes and
improved Israeli and Turkish security by
denying use of vital contiguous foreign
sanctuaries.

Operation Peace for Galilee’s
primary objective was to expel the PLO from
southern Lebanon and prevent Palestinian
militants from using the region as a safe
haven for future terrorist operations. 10 Arab
states provided capital and arms to PLO bases
in the region, while the PLO’s prominence
and activism in Lebanon galvanized
Palestinian nationalism in the West Bank and
Gaza. 11 Palestinian terrorists also used the
sanctuary to devastating military effect by
launching cross-border raids and rocket
attacks. 12
The region offered favorable
conditions as an insurgent safe haven for
three main reasons. First, and most obvious,
southern Lebanon directly abuts Israel,
offering the Palestinians a contiguous foreign
sanctuary from which to conduct crossborder raids and launch rocket attacks.
Second, the Lebanese government was
largely absent from the region and security
services were anemic. 13 Third, southern
Lebanon offered the Palestinian groups a
ready-made base of support in the form of
Palestinian refugees living in camps in the
area. O’Neill contends that insurgent and
terrorist groups must eventually establish a
base of local popular support to maximize the
benefits of safe havens in neighboring
countries. 14 Lebanon’s accession to the 1969
Cairo Accords transferred control of the
Palestinian camps from the Lebanese
government to the Palestinian nationalist
organizations. Experts argue that this
effectively created a “state within a state”
where insurgents provided essential services
for the displaced Palestinians and enjoyed
popular support in return. 15 Notably, the PLO
amassed as many as thirty thousand militants
under its command. 16
For Israel, the Palestinian sanctuary
in southern Lebanon steadily became a
serious threat to national security. Terrorists
used the safe haven to conduct increasingly
spectacular raids into northern Israel. In

The Palestinian Safe Haven in Southern
Lebanon
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March 1978, Fatah militants slipped into
Israel by sea and killed more than thirty
civilians, including 13 children, in what
became known as the Coastal Road
massacre. 17 This attack proved a crucial
turning point in Israel’s treatment of the
Palestinian safe haven. Israel had previously
created a “dead zone” along the border,
devoid of vegetation and replete with mines
and fencing to inhibit Palestinian
incursions. 18 Israeli forces had also launched
numerous air and ground raids into Lebanon
to strike the PLO and deter the local
population from supporting the Palestinian
groups. 19 However, just days after the
Coastal Road massacre, 25,000 Israeli
soldiers crossed into Lebanon to destroy the
Palestinian bases. 20
Operation Litani, as the 1978
campaign was called, demonstrated Israel’s
military might to both Israeli and
international observers. But PLO rocket
attacks against Israel resumed shortly after
the Israel Defense Forces (IDF) withdrew.
Palestinian strikes occurred with such
frequency after Operation Litani that by 1981
Prime Minister Menachem Begin agreed to
ceasefire terms with the PLO. 21 Crucially,
this ceasefire arrangement did not account for
international Palestinian terrorism against
Israeli targets. 22 This led to a crisis when
Palestinian terrorists from the Abu Nidal
Organization (which splintered from the PLO
in 1974 and operated as a rival group) 23
attempted to assassinate Israel’s Ambassador
to the United Kingdom, Shlomo Argov.
The fact that the PLO had not
perpetrated the attack mattered little to
Israel. 24 The PLO had used the ceasefire to
amass formidable conventional military
capabilities in southern Lebanon. It
reportedly signed a $50 million deal with the
Soviet Union to acquire advanced artillery
and armor. 25 In early 1982, the Associated
Press confirmed that the PLO had received
around 80 tanks and 500 artillery pieces 26 (in
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fact, the IDF recovered hundreds of tanks and
artillery pieces in the initial stages of
Operation Peace for Galilee). 27 The
Palestinian safe haven in southern Lebanon
simply presented too great a threat to Israel’s
security to be left standing. IDF chief of staff
Lieutenant General Rafael Eitan summarized
prevailing Israeli sentiment following the
attempt on Argov’s life: “Abu Nidal, Abu
Shmidal. We have to strike at the PLO.” 28
After accusing the PLO of breaking the 11month-old ceasefire, Israel launched
Operation Peace for Galilee and invaded
Lebanon on June 6, 1982. 29
Operation Peace for Galilee’s initial
aim was to push the PLO back twenty-five
miles from the border. Assessed against this
goal, the campaign was a spectacular success.
Armed with years of intelligence reports on
the locations and weaknesses of Palestinian
defenses, Israeli forces quickly routed their
opponents. 30 The invasion dislodged the PLO
from its safe haven and forced its core to
abandon Lebanon for safety in Tunisia. 31
Israel established a large buffer zone which
eliminated the contiguous sanctuary, made
cross-border raids all but impossible, and
ended the threat of Palestinian rocket attacks
from Lebanon. 32 O’Neill argues that
Operation Peace for Galilee effectively
defanged the PLO by robbing it of its safe
haven in southern Lebanon. Although the
group continued to vociferate about attacks
on Israel throughout the 1980s, the PLO was
largely unable to act on its rhetoric because it
lacked contiguous foreign sanctuary. 33 As a
result, Operation Peace for Galilee reduced
the threat of Palestinian terrorism and
achieved its primary strategic aim.
The Kurdish Safe Haven in Northeastern
Syria
Much like Israel in 1982, Turkey
launched Operation Peace Spring in October
2019 to eliminate safe havens in Kurdishheld territory along the Turkish-Syrian
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border. Syrian Kurdish forces achieved de
facto autonomy after wresting control of
northeastern Syria from the Islamic State
during the Syrian Civil War. This alarmed
Ankara, as the PKK has historically exploited
contiguous foreign sanctuaries to sustain its
deadly insurgent and terrorist operations in
Turkey. Moreover, Kurdish territorial gains
in northeastern Syria coincided with the
collapse of a Turkey-PKK ceasefire
agreement and the start of a new and violent
phase of the conflict, compounding the threat
of a Kurdish safe haven just across the Syrian
border. Operation Peace Spring therefore
sought to preempt a surge in terrorist attacks
in Turkey by preventing the PKK from
exploiting
contiguous
sanctuary
in
northeastern Syria.
Before Kurdish forces captured much
of Syria east of the Euphrates, Turkey had
attempted to use diplomacy to avert the
emergence of a PKK safe haven across the
border. Ankara had previously engaged with
Syria’s Kurdish Democratic Union Party
(PYD), attempting to decouple it from the
PKK. However, Turkey-PYD relations began
to deteriorate when the YPG—the PYD’s
military wing and the core of the SDF—made
territorial gains in northeastern Syria during
the civil war. Turkey refused to support the
YPG in fighting with the Islamic State around
Kobani in 2014. The YPG’s ultimate victory
over the Islamic State was the death knell for
relations between Turkey and the Syrian
Kurds, effectively precluding a diplomatic
resolution to tensions surrounding the rise of
a de facto Kurdish state along Turkey’s
southern border. 34
The emergence of a Kurdish enclave
in northeastern Syria undoubtedly alarmed
Turkish security officials, given that Syria
has historically provided the PKK with
crucial safe havens from which to wage
insurgency in Turkey. In fact, the PKK’s
founder and leader Abdullah Öcalan lived in
Syria during the 1980s and 1990s. 35 From his
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Syrian safe haven, Öcalan oversaw the
PKK’s operations throughout a phase in the
conflict which killed some 30,000 people. 36
Turkey successfully compelled Damascus to
expel Öcalan in 1998 through the threat of
invasion, 37 and even deployed agents to
Nairobi, Kenya to capture him a year later. 38
Kurdish gains in northeastern Syria
also posed a particularly acute threat given
the character of the Turkey-PKK conflict in
the mid- and late-2010s. The fighting had
grown especially deadly since the collapse of
a two-year-old ceasefire agreement in 2015.
International Crisis Group reports that since
then, the conflict has killed over 6,000
people, including 597 civilians, 1,322 state
security members, and 3,861 PKK fighters.
Much of the violence has occurred in
Turkey’s southeastern provinces, several of
which abut Kurdish-controlled territory in
northeastern Syria. 39
On October 9, 2019, Turkish troops
crossed into Syria, joining forces with some
14,000 Free Syrian Army fighters 40 to
establish a “safe zone” stretching from the
Euphrates River in the west to the Iraqi
border in the east and extending 19 miles into
Syria. 41 “Our mission is to prevent the
creation of a terror corridor across our
southern border,” Erdoğan explained as the
operation commenced. 42 Turkish media
reported that invading forces made quick
gains, killing 342 Kurdish fighters and
capturing 13 villages within 48 hours. 43
However, the invasion effectively ended
when the United States helped mediate an
agreement on October 17, which gave
Kurdish forces 120 hours to relinquish heavy
weapons and withdraw from the yet
undefined “safe zone.” 44 Turkey and Russia
agreed to an additional ceasefire less than a
week later which handed Turkey control of a
territory extending 20 miles into Syria
between the cities of Tel Abyad and Ras alAin. The agreement preserved Turkey’s
military gains, pushed Kurdish forces back
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outcomes of cross-border counterterrorism
campaigns.

from the Turkish border, and installed Syrian
and Russian security forces to patrol the
border on either side of Turkey’s captured
territory. 45
Although Turkey did not capture the
entire “safe zone” as initially rendered, the
ceasefire agreement with Russia essentially
realized the same outcome by repelling
Kurdish forces from the border and
eliminating their safe haven. Indeed, Turkish
politicians deemed Operation Peace Spring a
success. The leader of the right-wing Grand
Unity Party (BBP) proclaimed, “We have
won on the field with Operation Peace
Spring.” 46 Such claims have since been
substantiated. The campaign correlates with
the start of a decline in fatalities attributed to
the Turkey-PKK conflict, as the monthly
total of deaths has only once surpassed the 71
fatalities in September 2019, the last full
month before the invasion. 47 Similarly, the
ratio of PKK to state security force fatalities
increased markedly around the time of
Operation Peace Spring (3.63:1 to 5.29:1)
and then rose consistently through January
2021. 48 Much like Operation Peace for
Galilee nearly four decades prior, Operation
Peace Spring reduced rates of terrorist
violence by eliminating a safe-haven,
achieving its primary strategic objective and
demonstrating
effective
cross-border
counterterrorism.

Prelude to a Quagmire
Although Operation Peace for Galilee
quickly smashed the Palestinian safe haven in
southern Lebanon and expelled the PLO, the
campaign ultimately produced three key
problems for Israel. First, the invasion
catalyzed widespread domestic popular and
political opposition. On July 3, 1982, less
than a month after Israeli troops crossed into
Lebanon, around 100,000 people assembled
in Tel Aviv to protest the campaign. 49
Demonstrators then called for Sharon and
Begin to step down at a rally in September
which organizers claimed drew 350,000
people and which Israeli media labeled the
country’s largest-ever protest. 50 Leftist Sheli
Party leader Meir Pa’il had correctly deduced
that Sharon sought to capture all of Lebanon
and install a friendly regime in Beirut, and
demanded Sharon be removed from office. 51
Israeli media also turned against Sharon,
which in turn led the Labor umbrella to
oppose proposals to further expand Operation
Peace for Galilee’s scope. 52
Second, despite evident domestic
opposition, Sharon broadened the mission to
include capturing Beirut and empowering the
leader of the brutal Phalange militia to
become the head of a new Lebanese regime.
This escalation also ran afoul of the United
States, threatening to alienate Israel from its
superpower partner. Hoping to end the
fighting in Lebanon and spur a wider peace
agreement between Israel and the Arab states,
the United States attempted to dissuade Israel
from assaulting the Lebanese capital and
pushed for a resolution to the fighting. 53
When Israeli forces ultimately attacked
Beirut in August 1982, the United States
threatened sanctions and President Ronald
Reagan told Begin that Israel’s aggression
had placed U.S.-Israel relations “in the
balance.” 54 Relations between Washington

Strategic Reversals
Operation Peace for Galilee’s early
military and political gains did not presage
total success. Given its relative recency, it is
too early to make a similar determination for
Operation Peace Spring. However, both
campaigns ultimately produced notable
consequences. In contrast with the initial
highs, Operation Peace for Galilee’s and
Operation Peace Spring’s subsequent lows
merit further investigation to help explain
unpredictable and potentially detrimental
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diplomatic turmoil with NATO allies and
contributing to the degradation of Turkey’s
international image. On October 9, 2019,
U.S. President Donald Trump sent Erdoğan a
letter seeking to disabuse the Turkish leader
of his aggressiveness, stating “Don’t be a
tough guy. Don’t be a fool!” 62 In fact, the
operation
nearly
had
far
graver
consequences, as Turkish forces fired upon
U.S. troops near Kobani, Syria on October
11. Although the incident harmed no U.S.
service members, the Americans issued a
sharp warning to Turkey, and some senior
U.S. officials even believed the event was
deliberate. 63
While Turkish and American forces
quickly deconflicted, Trump punished
Turkey for its transgressions by levying
tariffs and freezing negotiations on a $100
billion trade deal. The U.S. Treasury imposed
sanctions on several Turkish ministries and
ministers and counseled that more sanctions
would follow unless Turkey ceased the
offensive. 64 U.S. Senators Chris van Hollen
and Lindsey Graham introduced a bipartisan
bill to Congress seeking to sanction Turkey
for its invasion of Syria, citing “grave
consequences for the national security of the
United States and allies and partners of the
United States.” 65 The Europeans acted with
similar severity, as Germany, France, and the
United Kingdom ceased arms exports to
Turkey because of Operation Peace Spring. 66
Turkey also incurred grassroots
pressure from protesters across the world, as
demonstrators turned out en masse to voice
their disapproval of Operation Peace Spring.
In Paris, some 20,000 protestors labeled
Erdoğan as a terrorist and described him as
the “true leader of Daesh,” referring to the
Islamic State. 67 In Germany, the country with
the world’s largest Kurdish diaspora, tens of
thousands of protesters voiced support for the
Kurds and described Erdoğan as a “child
murderer.” 68 In Washington, crowds
gathered outside the White House to

and Tel Aviv took another serious blow
following the Phalange’s massacres of
Palestinian noncombatants at the Sabra and
Shatila refugee camps. One of Reagan’s
envoys to Israel laid blame at Sharon’s feet,
telling the defense minister, “You must stop
the massacres. They are obscene… You
ought to be ashamed.” 55
Finally, Operation Peace for Galilee
spiraled into a nearly 20-year occupation of
southern Lebanon and contributed to the rise
of one of Israel’s great antagonists,
Hezbollah. Initially, many Lebanese Shiites
greeted the Israelis as liberators against the
repressive and sometimes predatory PLO. 56
While southern Lebanon served as a safe
haven, it also offered opportunities to build
personal and organizational wealth. Many
Palestinian revolutionaries acted more like
mafiosos, extorting civilians and then making
lavish purchases or hiring private security. 57
Local support for the Israelis quickly
waned, however, and the violent invasion and
occupation pushed many Shiites into the
arms of Hezbollah extremists. 58 Israel
notably provoked local contempt when its
troops killed several Shiites during an
avoidable clash at an Ashura festival in
1983. 59 Former Israeli Prime Minister Ehud
Barak argued, “When we entered Lebanon…
there was no Hezbollah… It was our presence
there that created Hezbollah.” 60 Against the
backdrop of Israeli occupation, Hezbollah
militants provided social services for
disenfranchised and underserved Lebanese.
Hezbollah’s charity and patriotism helped it
garner legitimacy with the local population
and develop a reputation as a leading light in
the movement for Lebanese independence. 61
“Don’t be a tough guy. Don’t be a fool!”
Despite Operation Peace Spring’s
recency, evidence suggests it has produced
damaging strategic outcomes for Turkey.
Many countries expressed strong opposition
to the campaign, placing Turkey in
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overreach, while Erdoğan’s and the AKP’s
partisan endeavors destabilized Turkey’s
diplomatic relations with key allies.

remonstrate against Erdoğan and Trump as
the pair convened in November 2019,
chanting “Turkey out of Syria!” 69 While
some Turks also conveyed outrage at the
campaign, Turkish security forces attempted
to stifle opposition by arresting and charging
hundreds of people for expressing dissent. 70

The Tail Wagging the Dog: Ariel Sharon’s
Preponderant Influence
Sharon injected Operation Peace for
Galilee with his own foreign policy
ambitions. His personal aims gradually
dominated campaign objectives, as Operation
Peace for Galilee crept from expelling the
PLO from its safe haven in southern Lebanon
to ousting expeditionary Syrian forces from
elsewhere in the country and establishing a
favorable client regime in Beirut. Sharon
exploited his post and the traditional
politicization of Israel’s military to coopt
Operation Peace for Galilee into a campaign
designed to achieve his personal aims.
Begin was wary of Sharon when
appointing him as Israel’s defense minister.
Even before Operation Peace for Galilee,
Sharon had a reputation for insubordination.
Brian Parkinson describes Sharon as “man
who knew what he wanted, and [who]
stopped at no ends to achieve it,” and as
someone who was accustomed to
“disobeying orders to accomplish his
goals.” 72 Zeev Schiff and Ehud Ya’ari
describe Sharon as a “cynical, headstrong
executor who regarded the IDF as his
personal tool for obtaining sweeping
achievements—and not necessarily defensive
ones—and a minister prepared to stake the
national interest on his struggle for power.” 73
Sharon’s proclivity for undermining the
chain of command and willingness to coopt
Israel’s military to realize his ambitions
would have a definite effect on Operation
Peace for Galilee.
In December 1981, just months after
assuming his post as defense chief, Sharon
clearly articulated his hardline foreign policy
doctrine, which reflected animus for the PLO
and the Arab states. In a published version of
an undelivered speech, Sharon argued, “the

The Role of Civil-Military Relations
Operation Peace for Galilee’s and
Operation Peace Spring’s notable strategic
problems stand in sharp relief to the
campaigns’ counterterrorism successes.
There are undoubtedly myriad factors
contributing to Israel’s and Turkey’s
reversals, and it is notable that both
campaigns exhibit high degrees of personal
and partisan civilian influence over military
operations. Sharon ensured that Operation
Peace for Galilee’s military aims reflected his
own objectives. Similarly, purges and
reforms undertaken after a failed 2016
military coup allowed Erdoğan and the AKP
to use Operation Peace Spring to pursue
partisan goals.
Excessive personal or partisan
influence over military operations can reflect
dysfunctional
civil-military
relations.
Douglas Bland identifies four primary realms
of civil-military relations concerns, including
the intentional use of a state’s military for
political gain by a leader or faction. As Bland
states, “controlling the armed forces in
democracies means more than the simple,
unquestioning obedience of the military to
the government of the day because it entails
protecting the military from politicians who
would use their authority over it to enhance
partisan interests and their own power.” 71
Indeed, the states of Israel’s and Turkey’s
respective civil-military relations on the eve
of the invasions allowed personal and
partisan objectives that had little to do with
destroying terrorist safe havens to permeate
the campaigns. Ultimately, Sharon’s
influence led Israel to a state of strategic
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PLO is a latent threat to the very existence of
the state of Israel.” 74 He also claimed that
Arab nationalism posed an existential threat
to Israel’s security, given the Arab regimes
harbored “political and strategic ambitions”
aimed at Israel’s destruction. 75
Lebanon’s civil war presented Sharon
with an opportunity to strike both adversaries
and assert Israel’s preeminence in southern
Lebanon. While the PLO had been ensconced
in the area for years, Syria had intervened in
Lebanon’s civil war in 1976 to prevent the
emergence of a hegemonic Lebanese faction
and retain its traditional influence in the
country. 76 Unsurprisingly, Sharon all but
committed Israel to intervention in the
ongoing conflict by stating, “We shall
prevent all infringement of the current
situation in South Lebanon.” 77
Sharon’s doctrine is evident in his
personal strategic ambitions for Operation
Peace for Galilee. He sought a war to purge
southern Lebanon of Palestinian presence
and influence, expel intervening Syrian
forces from the country, and anoint a
Christian champion to bring order to
Lebanon and recast the country as a friend of
Israel. 78 These aims dwarfed Operation Peace
for Galilee’s original goal of merely
dislodging the PLO. 79
Sharon’s efforts to superimpose his
personal objectives onto Operation Peace for
Galilee benefitted from the IDF’s traditional
political clout. Israel’s military establishment
wields significant influence in Israeli
policymaking, as diffuse and serious threats
have rendered Israel a “nation in arms,”
blurring the lines between civil society and
the military. Combined with the prominence
and prestige which the armed forces enjoy in
Israeli society, the military often surpasses its
legal confines during the policymaking
process. Moreover, the character of Israel’s
low-intensity conflicts typically elevates
military brass to near peer level with civilian
leaders. 80
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As defense minister, Sharon appealed
to apparent military logic when making a
political case for the invasion before Begin’s
cabinet. He framed the invasion as a limited
expedition designed to increase Israel’s
security by denying the PLO its safe haven in
southern Lebanon. 81 Rafael Eitan, the IDF
chief of staff and a fellow hardliner,
supported Sharon’s cause in the months
leading up to the operation by claiming
publicly that “the terrorists can be seriously
weakened only by military action, not
political action.” 82 Israel’s strategic doctrine
further undergirded Sharon’s argument, as it
held that “offensive action deep in enemy
territory is […] the only strategic defense
option available to the IDF.” 83
After making a compelling case for
the invasion, Sharon then incrementally
expanded the mission at each critical stage. 84
While he had originally stated that “Beirut
was out of the picture,” 85 he pushed for the
capture of “either all of Lebanon or none at
all” 86 once the invasion had commenced.
Without Begin’s consent, Sharon impelled
Israeli forces to advance well past 25 miles
beyond the border, which had originally
denoted the extent of Israel’s area of
operations. 87 Although other members of
Begin’s cabinet divined Sharon’s intentions,
they eventually supported his ever-expanding
aims because a larger war seemingly offered
a more durable resolution to the PLO threat
in southern Lebanon than did a limited
operation. 88
Sharon’s manipulation of Israel’s
civil-military relations for personal ends
ensured
that
what started as
a
counterterrorism
campaign
ostensibly
designed to expel the PLO from southern
Lebanon mutated into a conflict with Syria
and a foray into kingmaking in Lebanese
politics. Having made short work of
Palestinian militants, Israel set its sights on
ejecting Syrian forces from Lebanon. The
Syrians had established defensive positions
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expanded the campaign well beyond its
original scope. Israel proved itself militarily
superior to Syria, but at great cost and with
little strategic gain. Moreover, the escapade
with the Phalange was largely fruitless and
undercut domestic and international support
for the operation. Without the Phalange as a
client in Beirut, Israeli forces remained in
Lebanon to maintain a “security zone” along
the border, leading to a nearly 20-year
occupation
which
aggrieved
many
Lebanese. 97 Sharon’s manipulation of
Israel’s civil-military relations helped spark
widespread domestic opposition, undermined
Israel’s relationship with the United States,
and facilitated the rise of Hezbollah,
demonstrating how personal or partisan
cooptation of cross-border counterterrorism
campaigns can lead to damaging strategic
outcomes.

in the Beqaa Valley by the time the IDF
crossed into Lebanon in 1982. Syrian
missiles therein protected Syria’s western
flank but threatened Israel and Israeli forces
in southern Lebanon. 89 Damascus could also
have theoretically offered sanctuary to the
PLO in the Lebanese territory under the
control of Syrian forces. 90 Syrian military
operations against the PLO suggest that this
would have been unlikely, but Israeli
planners agreed with Sharon’s arguments to
engage Syrian forces to deny the PLO yet
another sanctuary. 91 The result was costly
combat between Israeli forces and their wellarmed Syrian opponents. Although the
operation began smoothly against the
Palestinians, fighting with the Syrians
contributed to 345 Israeli deaths and over
2,100 wounded, captured, or missing in
action by September 1, 1982. 92
Following the PLO’s retreat from its
safe haven, Operation Peace for Galilee also
evolved into an effort to influence Lebanese
politics. Sharon hoped to install a veritable
client regime in Beirut which would agree to
a peace treaty with Israel, 93 and thus
expanded Operation Peace for Galilee’s
mandate to include the seizure of Beirut. 94
Israel courted the Phalange militia, a
Maronite Christian outfit led by Bashir
Gemayel. 95 However, pro-Syrian operatives
assassinated Gemayel just three months into
the operation. Phalange fighters, believing
Palestinians to be responsible, massacred
thousands of Palestinian refugees in the
Sabra and Shatila camps in retribution. The
massacres repulsed the international
community and the Israeli citizenry, eroding
support for Operation Peace for Galilee.
Gemayel’s death also extinguished the
Phalange’s bid for leadership of Lebanon,
leaving Israel without a viable option for a
friendly Maronite partner in control of
Beirut. 96
By infusing Operation Peace for
Galilee with his personal aims, Sharon

Georgetown Security Studies Review

The AKP’s War
Similar to Sharon’s manipulation of
Israel’s military during Operation Peace for
Galilee, Erdoğan and the AKP exploited the
Turkish military to achieve partisan
objectives through Operation Peace Spring.
Erdoğan and the AKP accrued preponderant
influence over Turkey’s military in the wake
of the failed coup in 2016 through purges and
reforms. The high degree of partisan civilian
control empowered Erdoğan and the AKP to
use Operation Peace Spring as a tool to create
space in Syria to return Syrian refugees and
remove domestic political rivals for their
alleged support of Turkey’s terrorist enemy.
The military holds a key place in the
modern Turkish polity. The institution helped
create and modernize the country following
the collapse of the Ottoman Empire and has
traditionally viewed itself as the sentinel of
secular Turkish democracy. The military has
also exerted significant influence on Turkish
politics and conducted several coups to
contravene the general political will during
the second half of the twentieth century. 98
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Prior to the failed 2016 coup, Erdoğan
was at odds with the military, which
generally opposed intervention in Syria. 99
However, the failed coup presented Erdoğan
and the AKP with a golden opportunity to
remake the Turkish military. Erdoğan even
claimed that the coup was a “gift from God”
and promised to use the event to create a
“new Turkey”. 100 He blamed the coup on
acolytes of his exiled political rival Fethullah
Gülen and members of the Islamist Hizmet
Movement. In the year following the coup,
the government removed suspected Hizmet
members and supporters from the military,
which shrunk by one-third overall, while the
number of generals and admirals decreased
by one-half. 101 Purging the military of
opposition sympathizers left Erdoğan and the
AKP with a force composed of loyalists, 102
reducing the chances of future politically
motivated dissent while increasing partisan
control over the armed forces.
Post-coup reforms complemented the
purges and afforded civilian leadership
unprecedented control and oversight of the
military. 103 Following the coup, Turkey
merged numerous ministries and afforded the
presidency direct control over several
institutions, including the General Army
Staff, the National Intelligence Agency, and
the National Security Council. 104 The
presidency also gained the power to appoint
the military’s chief of staff, while the
president and prime minister even gained the
ability to circumvent the chief of staff and
issue orders directly to the heads of the
military services. 105 These increases in
centralization and presidential authority
raised Erdoğan’s power to a level that some
observers have termed an ‘imperial
presidency.’ 106
Empowered by the military purges
and reforms, Erdoğan and the AKP used
Operation Peace Spring to advance their
political agendas in two key ways. First,
Operation Peace Spring became a tool for
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Erdoğan and the AKP to achieve the longstanding policy objective of resettling Syrian
refugees. 107 More refugees live in Turkey
than any other country, and by 2019, Turkey
had absorbed 3.6 million Syrians. 108
However, the influx coincided with
economic downturn in Turkey and rising
unemployment. 109 In July 2019, polling
revealed that over 80 percent of Turks
supported sending Syrian refugees back to
Syria. 110 In the wake of AKP defeats in key
mayoral elections, Erdoğan began pushing
for a “safe zone” in Syria designed to resettle
displaced Syrians and reduce the burden on
Turkey. 111 Prior to the operation, Erdoğan
described to the United Nations his plan to
resettle at least one million Syrians in the
“safe zone” in northeastern Syria, and
potentially as many as three million
depending on the scale of Turkish military
gains. 112 While resettling refugees certainly
seems noble, some observers warned that
Erdoğan and the AKP engaged in
‘demographic engineering’ by attempting to
replace northeastern Syria’s native Kurdish
population with Arabs originally from
elsewhere in Syria who may be less inclined
to harbor PKK members in the future. 113 By
December 2019, around 120,000 refugees
had resettled in Turkish-controlled parts of
Syria, while the fighting had displaced some
75,000 persons. 114
Second, military action against the
Kurds in Syria enabled the AKP to
crackdown on domestic political rivals,
particularly those sympathetic to the Kurdish
cause. In 2016, Turkey’s parliament
approved measures permitting the state to
occupy
municipalities
suspected
of
115
supporting Kurdish terrorists. Concurrent
with Operation Peace Spring, Turkey
charged seven mayors from the opposition
HDP party with terrorism, ejecting them from
their posts. 116 Under the guise of national
security, these actions consolidated the
AKP’s control and helped it gain support
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from a new political ally, the far-right
Nationalist Movement Party. 117
Erdoğan and the AKP exploited
preeminent civilian influence in Turkish
civil-military relations to advance partisan
agendas
alongside
the
cross-border
counterterrorism campaign. While Operation
Peace Spring’s partisan intentions—
resettling refugees and extinguishing
political rivals—received little scorn relative
to the invasion itself, partisan aims
contributed to the decision to wage a
campaign which proved disastrous for
Turkish diplomacy. As a result, Operation
Peace Spring reveals how partisan
manipulation
of
cross-border
counterterrorism operations can produce
deleterious strategic outcomes.

focused on the United Kingdom, Brian Lai
and Dan Reiter concluded that serious threats
to national interests are most likely to cause a
surge in popular support for the
government. 120
Operation Peace for Galilee and
Operation Peace Spring reflect the rally
around the flag effect, demonstrating that
cross-border counterterrorism campaigns can
yield political windfalls. Following their
narrow victory in the 1981 Knesset elections,
Begin and the Likud Party garnered popular
and political support through robust foreign
policy and early military success during
Operation Peace for Galilee. Similarly,
Erdoğan and the AKP alleviated political
pressure by drumming up Turkish patriotism
through the 2019 invasion of Syria.
Intentional or not, leaders in Tel Aviv and
Ankara launched operations which helped
boost their popularity and divert citizens’
attention from flagging economies and
surging political opponents. This suggests
that beyond Operation Peace for Galilee and
Operation Peace Spring, leaders and parties
generally have political incentive to conduct
cross-border counterterrorism campaigns.

The Rally Around the Flag Effect
The findings on personal and partisan
influence on Operation Peace for Galilee and
Operation Peace Spring and their relationship
to the campaigns’ strategic reversals
demonstrate the risks that dysfunctional civilmilitary relations pose during cross-border
counterterrorism campaigns. In turn, this
relationship raises broader questions about
political leaders’ and parties’ propensity to
use such operations to achieve personal and
partisan goals. Here again, Operation Peace
for Galilee and Operation Peace Spring are
instructive.
Any sort of military action is
vulnerable to personal or partisan
exploitation. Governments can use foreign
policy to produce what is known as the rally
around the flag effect: a swell in a national
leader’s popularity immediately following a
major foreign policy event. 118 In a study of
the relationship between major foreign policy
events and American presidential approval
ratings, Jong Lee found that wars and
military crises correlate with among the
highest and longest lasting shifts in the
leadership’s popularity. 119 In a similar study
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Restoring Likud’s Image Through Foreign
Policy
Just a year prior to Israel’s invasion of
Lebanon, the ruling Likud Party found itself
in a fight for political survival in the Tenth
Knesset elections. Begin and his party had
endured a string of failures since taking
power in 1977. The opposition took
advantage of Likud’s setbacks to build
significant support among Israeli voters.
Although Begin and Likud hung on to power
by the narrowest of margins in 1981, the
prime minister and his party turned to foreign
policy to distract the citizenry from
underwhelming governance. Palestinian
provocations, however dubious their links to
the PLO in southern Lebanon, provided
propitious circumstances for a major military
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action which would trigger a surge of
patriotism. Indeed, Israel’s government
gained popularity temporarily following the
1982 invasion, thus reflecting the rally
around the flag effect in Operation Peace for
Galilee.
By 1981, Likud had exhibited inept
economic management, leading to soaring
inflation and allowing the opposition Labor
umbrella to gain political support. 121 Begin’s
government mismanaged the slow growth
and hyperinflation which plagued Israel’s
economy during the early 1980s. Israel’s
annual rate of inflation was 31 percent in
1976, but steadily climbed to nearly 375
percent by 1984. 122 Just months before the
1981 Knesset election, Israel’s 131.5 percent
annual rate of inflation was the highest in the
world. 123 To keep pace with inflation, the
Histadrut (the union representing the
majority of Israel’s labor force) demanded
higher wages, which only drove inflation
higher. The government attempted to
mitigate rising inflation through devaluation.
But devaluation only increased demands for
higher wages, once again driving inflation
up. 124 The Israeli citizenry had little faith that
Likud’s economic reforms presented credible
solutions, as the party’s ineptitude had
trapped Israel in a vicious cycle of slowing
economic growth and rising inflation. 125
Political rivals took advantage of
Likud’s failures to mount a serious push for
control of the Knesset in 1981. The
opposition Alignment Party dedicated 48
percent of its television propaganda to
criticizing Likud for “corruption, poor
leadership,
and
failure
in
system
management.” 126 The strategy nearly paid
off; on the eve of the election, polls
forecasted Alignment winning 43 of 120
Knesset seats, compared to 40 for Likud. 127
In fact, the 1981 election was exceptionally
close. Likud received just 0.5 percent more
votes and one more seat than Alignment. 128
Begin remained in power, but the election
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results laid bare the popular dissatisfaction
with his leadership.
To ameliorate his position and
distract Israeli voters from Likud’s issues and
the country’s domestic woes, Begin turned to
a more robust foreign policy. 129 In the lead up
to the 1981 elections, Likud allocated 11
percent of its television propaganda to
contentious defense and domestic issues. 130
Parkinson suggests that Israel’s 1981 strike
on Iraq’s Osirak nuclear reactor was a tour de
force of Begin’s approach to dealing with
Israel’s myriad threats. 131 Begin continued
his hardline approach to foreign policy
following Likud’s narrow victory by
appointing Sharon as defense minister.
Sharon was a staunch Zionist who viewed the
PLO
exclusively
as
a
terrorist
organization. 132 More importantly, Sharon
firmly believed that the government could
elicit political support through decisive
military action and saw Operation Peace for
Galilee as a chance for Likud to gain
popularity by flexing Israel’s military might
and smashing the PLO. 133
The invasion proved Sharon correct.
Palestinian terrorist attacks, which were
planned in Lebanon but executed elsewhere
and continued despite the 1981 ceasefire, had
inspired Israeli politicians of all leanings to
coalesce behind Begin. 134 Even Likud’s
rivals in the Labor umbrella viewed
Operation Peace for Galilee as a necessary
measure to defend Israel from Palestinian
terrorism. 135 The campaign also garnered
widespread support from the Israeli public.
Polls from the third week of Operation Peace
for Galilee reveal that 93 percent of Israeli
Jewish adults believed the campaign to be
just. The polls also found that 48 percent of
respondents supported Likud, compared to
just 31 percent who supported Alignment.
Likewise, Begin’s popularity rose from 40.4
percent to 51.5 percent from May to June
1982. During the same period, Sharon’s
popularity rose from 42.1 percent to 56
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across 79 of the country’s 81 provinces. 137
Contemporaneously, Turkey’s economy
cooled after years of dizzying growth.
Turkey’s GDP per capita fell in 2019 for the
first time in a decade, 138 while its annual
growth rate also tumbled from 7.5 percent in
2017 to 0.9 percent in 2019. 139
Erdoğan and the AKP also
encountered a concerted threat from political
opponents in the years leading up to
Operation Peace Spring. The Kurdishaligned Peoples’ Democratic Party (HDP)
accumulated 13 percent of the vote in
Turkey’s 2015 general election, in which the
AKP lost support for the first time since
2002. While the AKP survived the challenge
from the HDP, in part by attempting to link
the HDP to the PKK, 140 defeats in March
2019 municipal elections once again spelled
trouble. 141 Eighty-five percent of the then 57
million registered Turkish voters turned out
for the local elections. The opposition
Republican People's Party (CHP) candidates
defeated AKP rivals in Ankara, Istanbul, and
Ismir. In Turkey, political power often flows
from the local to the national levels. So,
although the AKP challenged the results, the
CHP’s victories demonstrated the rising
popularity of the opposition and threatened
the AKP’s hold on national power. 142
Military intervention in Syria
drummed up Turkish patriotism and
opposition to Kurdish and pro-Kurdish
political activism. While Operation Peace
Spring followed the nadir of Erdoğan’s
approval ratings, 143 the weeks following the
invasion saw a surge in his popularity. Polls
conducted shortly after the invasion revealed
a nearly 4 percent increase in Erdoğan’s
approval rating to 48 percent, its highest level
since July 2018. Similarly, disapproval
ratings dropped by more than 9 percent to just
under 34 percent overall, the lowest rate since
the attempted coup in July 2016. 144 Operation
Peace Spring also drew support from several
other parties, including the opposition.

percent. In mid-July, some 200,000 people
gathered in Tel Aviv to demonstrate support
for the government. 136 This outpouring of
approval for Likud, Begin, and Sharon
exhibits the rally around the flag effect
during Operation Peace for Galilee and, more
broadly, evidences the potential political
windfalls which leaders and parties stand to
gain
by
waging
cross-border
counterterrorism campaigns.
Entrenching the AKP’s Political Primacy
Despite Erdoğan’s and the AKP’s
veritable stranglehold on Turkish politics, a
series of setbacks throughout the mid- and
late-2010s suggest that both had grown
vulnerable. By 2019, Turkey’s conservative
leadership faced the twin pressures of an
increasingly disgruntled citizenry and a
surging political opposition. Operation Peace
Spring thus provided an effective avenue for
Erdoğan and the AKP to distract Turkish
voters from domestic woes and accrue
popular support through spectacular foreign
policy. The campaign aroused Turkish
patriotism and support for the government,
helping entrench Erdoğan’s and the AKP’s
domestic political power.
Despite their long-running political
primacy, Erdoğan and the AKP faced social
and economic pressures throughout 2019,
leading to popular discontent and noteworthy
mass demonstrations against the government.
In July 2019, environmentalists protested a
gold mining project in western Turkey. The
demonstration quickly garnered attention and
support, eventually attracting tens of
thousands of protestors. Opposition parties
coalesced around the demonstrations, setting
aside political differences and presenting a
popular and united challenge to Erdoğan and
the AKP. These demonstrations echoed the
Gezi protests in 2013, which started as small,
localized demonstrations against planned
urban land reform in Istanbul but eventually
grew to encompass around 2.5 million Turks
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counterterrorism campaigns. The character of
civilian control can determine the long-term
consequences. Prior to embarking on any
cross-border campaigns, it is paramount that
policymakers and practitioners consider the
state of civil-military relations and how it
could influence the broader strategic
outcomes of the counterterrorism operations.
Second, truly effective cross-border
counterterrorism requires the national
interest to supersede personal and partisan
interests. While many states possess the
military means to crush terrorist safe havens
in neighboring states, the costs of doing so
may outweigh the gains. Undue personal and
partisan influence may obfuscate these costs,
leading to the types of damaging outcomes
which ultimately befell Israel and Turkey.
Careful consideration of possible second- and
third-order effects is vital when evaluating
whether cross-border campaigns actually
serve the national interest.
Finally, the evident political benefits
of cross-border counterterrorism operations
means that personal and partisan interests are
likely to continue to permeate such
operations. Time and again, political leaders
and parties have placed their own objectives
above those of the nation, to the detriment of
the national interest. If the circumstances
permit, embattled governments may seek a
cross-border operation to maintain their grip
on power.

Turkish media reported that leaders of the
Nationalist Movement Party (MHP),
Republican People's Party (CHP), Grand
Unity Party (BBP), and Saadet Party
variously expressed support for both the
counterterrorism
objective
and
the
military. 145 Operation Peace Spring provided
a boost for Turkey’s embattled government,
reflecting the rally around the flag effect and
the potential rewards of cross-border
counterterrorism campaigns.
Conclusions
Operation Peace for Galilee and
Operation Peace Spring are instructive for
counterterrorism policy and scholarship,
especially as they pertain expeditionary
operations, by exposing the promise and folly
of cross-border counterterrorism campaigns.
On the one hand, both operations
demonstrate that using military force to
destroy terrorist safe havens is a valuable and
effective approach to counterterrorism,
particularly when the safe havens exist
beyond the jurisdiction of domestic law
enforcement or security forces. On the other
hand, the operations reveal that cross-border
counterterrorism campaigns are prone to
personal and partisan exploitation, meaning
that even the most effective operations can
manufacture a host of detrimental strategic
outcomes depending on the state of civilmilitary relations. The fact that cross-border
counterterrorism campaigns can produce the
rally around the flag effect suggests that there
will remain a political incentive for leaders to
wage such operations, regardless of their true
benefit to the national interest.
Operation Peace for Galilee and
Operation
Peace
Spring
provide
counterterrorism
policymakers
and
practitioners with three related lessons. First,
civil-military relations are central to the
strategic success or failure of cross-border
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Government-Made Terrorists? Assessing the Impact of Sting Operations on Radicalization
Sarah M. Moore
Counterterrorism (CT) policing strategies in the US have frequently faced allegations of
“entrapment,” or coercing unwitting individuals into committing crimes through the use of
informants. While settling the legal debate on what constitutes entrapment vs. a legitimate sting
operation is outside the scope of this article, this author instead looks at entrapment through the
lens of radicalization theories to answer the central question – what role, if any, do sting operation
tactics play in the factors that drive radicalization? Through an analysis of radicalization
literature, the history of the entrapment defense, and relevant case studies, this article finds that,
in terms of the push, pull, and personal factors which drive radicalization, the sting operations in
American CT policing which are criticized as entrapment have the potential to induce certain
aspects of each by 1) pushing narratives that inflame grievances centering on inequality, relative
deprivation, and geopolitical tension; 2) pulling on threads such as group dynamics and material
/ emotional incentives; and 3) preying on personal vulnerabilities by targeting those who hold
certain demographic traits and who have psychological and biographical vulnerabilities.
Introduction
“Only the government could have made a
terrorist out of Mr. Cromitie, a man whose
buffoonery is positively Shakespearean in its
scope. I believe beyond a shadow of a doubt
that there would have been no crime here
except the government instigated it, planned
it and brought it to fruition.” 1
So concludes Judge Colleen McMahon
before sentencing James Cromitie and his
three co-defendants to 25 years in prison for
a 2009 plot to fire missiles at US military
planes. The Newburgh Four, as the
defendants are known, were part of what
opponents of counterterrorism (CT) policing
strategies call a clear case of “entrapment.”
Claims of entrapment are most commonly
levied against CT sting operations, defined as
the law enforcement tactic in which, “through
covert means, the authorities create or
facilitate the very offense of which the
defendant is convicted.” 2 While proponents
claim that these preemptive operations
apprehend dangerous individuals before they
can commit their crimes, 3 critics contend that
these operations target vulnerable people and
manipulate them into becoming terrorists. 4 In
addition, as in the case of the Newburgh Four,
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the legal threshold for an entrapment defense
and the biasing effect of language like
“terrorism” in the court room is often an
insurmountable barrier for even the most
clear cut of entrapment cases. 5 While settling
the legal debate on what constitutes
entrapment versus a legitimate sting
operation is outside the scope of this article,
this author looks instead at CT sting
operations through the lens of radicalization
theories to answer the central question—what
role, if any, do sting operation tactics
criticized as “entrapment” play in the push,
pull, and personal factors that underlie
theories of radicalization?
To answer this question, the author will
first examine the literature on radicalization
theories, ultimately concluding that Vergani
et al.’s “three Ps” framework best
summarizes the models and theories put forth
by the field’s most prominent scholars. 6
Next, the article will examine sting
operations in the CT context, highlighting the
utility or lack thereof of the entrapment
defense in terrorism-related prosecutions.
Finally, case studies where CT sting
operations were criticized as entrapment,
such as the Newburgh Four, will be critically
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parsed for the specific tactics used by
informants. These tactics will then be applied
to Vergani et al.’s “push, pull, and personal”
factors framework to examine their role in the
radicalization process. Overall, this article
argues that the features of CT sting
operations criticized as “entrapment” have
the potential to contribute to the
radicalization of defendants by 1) pushing
narratives designed to inflame grievances; 2)
pulling in defendants through social and
monetary incentives; and 3) targeting
defendants with personal characteristics that
predispose them to radicalization.

aggression, with one inflaming the other and
vice versa. The second – Smelser’s General
Strain Theory (GST) 9 – views multiple
stressors, of which personal frustration is just
one, as the cause of crime and violence.
Examples of stressors or root causes in
terrorism studies often include inequality /
relative deprivation, hostile intergroup
contact, violent environments, geopolitical
factors, and poverty. 10 These stressors are
viewed as macro-level, societal factors that
create the conditions which lead individuals
to violence.
In addition to structural theories, scholars
have also looked at radicalization through an
organizational lens by studying group-level
factors like leadership, group structure, and
group dynamics. The organizational lens is
best understood through the HoffmanSageman debate. Bruce Hoffman takes a
“top-down approach” to organizational
theories by focusing on formalized,
hierarchical leadership structures and the role
that leaders, propagandists, and recruiters
play at the top of these structures to radicalize
others. 11 For instance, Hoffman’s analysis of
al-Qaeda assesses that their strength comes
from strategic organizational decisions laid
out decades in advance. 12 These formalized
directives and processes provide clear
guidance in terms of operational strategy,
establishment of foreign affiliates, and
cohesive recruitment and radicalization
campaigns. Ultimately, radicalization in this
context is dependent on leadership directives
and the power of institutions – or how those
at the “top” can influence potential recruits
on the bottom of the organizational hierarchy.
On the other side of the debate, Marc
Sageman’s “bottom-up approach” to the
organizational lens focuses on the influence
of grassroots processes and group dynamics
on radicalization. Sageman’s “Bunch of
Guys” theory hypothesizes that friendship /
kinship networks are among the most
significant factors in the radicalization

Theories of Radicalization
Scholars have long contemplated the
nature of radicalization in terrorism studies,
often spurred by a macabre fascination of
those factors which drive the ‘average’
person to violence. The resulting models
range
from
macro-level,
structural
explanations to case studies at the individual
level. The following section will present a
brief overview of the most prominent
theories, specifically categorizing these into:
1) “root causes” / structural theories, 2) topdown theories, 3) bottom-up theories, and 4)
psychological theories, as well as 5) hybrid
and 6) linear models which combine various
aspects of the first four approaches. This
section culminates in a meta-review by
Vergani et al., 7 which condenses the
aforementioned
literature
into
three
overlapping buckets of radicalization factors
– push, pull, and personal. The “three Ps
framework” will ultimately provide the basis
for analysis moving forward.
“Root causes” or structural approaches
take a broader sociological perspective to
explain the phenomenon of violence more
generally rather than radicalization to
terrorism specifically. The first of these
theories – Miller et al.’s FrustrationAggression Hypothesis 8 – posits a cyclical
relationship between frustration and
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process. 13 Much of his analysis is centered
around “homegrown, spontaneously selforganizing groups of friends who become
terrorists,” 14 rather than looking to top-down
leadership
directives
or
formalized
hierarchies. While both Sageman and
Hoffman take different approaches on the
directionality of the radicalization process,
they collectively agree that radicalization is
non-linear and cannot be measured
accurately through phases.
In contrast to the organizational lens of
Hoffman and Sageman, psychological
theories take a micro-level approach by
looking at an individual’s predisposition to
radicalization. The most prominent theorist
in this category is John Horgan, who
proposes
a
three-phase
model
of
radicalization. 15 The phases look at how one
becomes involved in the terrorist
organization, what one does while in the
group, and how one disengages from the
organization. Horgan also cites six
predisposing risk factors for radicalization: 1)
emotional vulnerability / disenfranchisement,
2) dissatisfaction with current political
action, 3) personal or indirect victimization,
4) shifts in stances on violence, 5) perceived
rewards from membership, and 6) kinship
with group members. 16 The presence of
multiple risk factors increases an individual’s
likeliness
of
becoming
radicalized.
Importantly, though this model is rooted in a
psychological, individual-level analysis,
factors such as political dissatisfaction and
kinship networks overlap with previously
discussed structural and organizational
analyses. Overall, this approach attempts to
incorporate personal risk factors inherent to
an individual’s specific background into the
radicalization process.
Some scholars have taken the
aforementioned theories a step further to
create hybrid models which synthesize
structural, organizational, and individual
factors. One such approach is that of Quintan
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Wiktorowicz. 17 Wiktorowicz’s multi-layer
approach identifies four processes which
influence radicalization: 1) cognitive
opening; 2) religious seeking; 3) frame
alignment; and 4) socialization. This model
combines elements of individual analysis
(e.g. cognitively opening oneself up to new
worldviews), bottom-up analysis (e.g.
socialization through radical groups), and
top-down analysis (e.g. the role of
propaganda by group leadership in frame
alignment) into one approach. Hybrid models
like Wiktorowicz’s are mutually reinforcing,
meaning that no one factor causes another to
occur, but rather that all influence each other
in a cyclic fashion.
In contrast to Wiktorowicz, other
scholars have attempted to combine
structural, organizational, and individual
factors through a linear or stage-based
approach to radicalization. The two most
prominent linear models are Fathali
Moghaddam’s staircase approach 18 and the
New York Police Department (NYPD)’s
model. 19 Moghaddam’s staircase approach
includes
the
following
levels:
1)
psychological interpretation of material
conditions, 2) perceived options to fight
unfair treatment, 3) displacement of
aggression, 4) moral engagement, 5)
solidification of categorical thinking /
perceived legitimacy of the terrorist
organization, and 6) the actual terrorist act
and sidestepping inhibitory mechanisms.
Similarly, the NYPD’s model contains five
stages: 1) pre-radicalization, 2) selfidentification,
3)
indoctrination,
4)
jihadization, and 5) the attack. In each of
these models, individuals take steps down the
road to radicalization as they gradually grow
more extreme in thought, ultimately
culminating in the actual act of terrorism.
How these overlapping and sometimes
contradictory approaches are best understood
is a matter of ongoing debate. To summarize
the vast volume of radicalization literature
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previously reviewed, as well as those articles
omitted from this analysis for the sake of
brevity, Vergani et al.’s review of
radicalization theories can be of use. 20 The
authors summarize the varying approaches
into three categories: push, pull, and personal
– the “three Ps.” First, push factors refer to
“root causes,” or macro-level mechanisms
focusing on structural, political, and
sociological explanations for radicalization.
Examples of push factors include inequality /
relative deprivation, geopolitical factors (e.g.
foreign policy), and unemployment. 21
Second, pull factors refer to the appeal of a
terrorist organization, or group-level theories
focusing on socio-cognitive explanations.
These factors include social mechanisms
(e.g. group dynamics, recruitment, group
leadership);
emotional
and
material
incentives (e.g. thrill-seeking; sadism;
monetary gain); and cognitive factors (e.g.
propaganda
consumption;
ideology). 22
Finally,
personal
factors
refer
to
psychological mechanisms, or individuallevel characteristics that make one vulnerable
to radicalization. Personal factors include
psychological vulnerabilities (e.g. mental
illness, trauma), biographical explanations
(e.g. criminal records, a history of substance
abuse), and individual demographics (e.g.
age, gender, country of birth). 23 As Vergani
et al.’s approach most succinctly categorizes
each of the previous works on radicalization,
the framework of push, pull, and personal
factors will be used in the following
discussion of CT policing practices.

investigate different kinds of crimes,
including corruption, drug trafficking, and
criminal enterprises, in addition to CT
cases. 25 The Department of Justice (DOJ) has
identified four elements of a sting operation:
1) an opportunity to commit a crime, either
created or exploited by police; 2) the
targeting of likely offender(s) for a particular
crime type; 3) an undercover or hidden police
officer or surrogate; and 4) a ‘gotcha’ climax
when the operation ends with arrests. 26 One
scholar neatly summarizes this as a
combination of “inducement and covert
monitoring to see how people react to
criminal opportunities.” 27
Since 9/11, the use of sting operations in
US CT policing has greatly increased. One
study found that, between 2001 and 2014,
316 of 580 terrorism-related prosecutions
involved the use of informants – roughly 54%
of all cases. 28 Proponents of these policies
argue that aggressive, pre-emptive policing is
necessary to catch violent individuals before
they commit their dangerous acts. 29 Beyond
this, scholars argue that sting operations deter
future plots by effectively communicating the
threat of law enforcement infiltration into
even the most clandestine of groups. 30 As one
scholar states, “sting operations to disrupt
dangerous plots and identify members and
modalities of violent networks remain some
of the most powerful and effective tools, and
will need to be a staple of the U.S. law
enforcement response.” 31
Recent reports of disrupted domestic
terror plots have bolstered law enforcement
claims of the benefits of sting operations.
Sting operations have been at the forefront of
US domestic CT strategy, especially in
combating anti-government and/or white
supremacist extremists. 32 For instance, the
2020 plot to kidnap Michigan Gov. Gretchen
Whitmer was disrupted by an antigovernment militia member turned FBI
informant. 33 Another undercover operative
infiltrated the Base, a militant neo-fascist

Policing And Legal Perspectives on Sting
Operations and “Entrapment”
Sting operations have a long history in
US policing. Dating back to the 1970s, sting
operations were first introduced by DC police
who went undercover in “Operation Sting” to
infiltrate an organized crime ring and recover
stolen property. 24 As indicated by its origins,
sting operations are widely used to
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defense at trial. 38 One report states that many
defendants targeted in such operations did
not have violent criminal histories, did not
acquire their own weaponry, did not design
the plot nor choose the target, and/or had
become financially dependent on monetary
incentives by informants. 39 Other critics
claim that these informants specifically
targeted certain marginalized populations –
notably, the American Muslim community –
by surveilling mosques, planting cameras in
local communities, and monitoring their
social events to apprehend “terrorists.” 40
Because of these factors, many critics of CT
sting operations claim that defendants are
nothing more than gullible, vulnerable people
who represent no true threat to national
security and who were wrongly targeted by
the US government for prosecution. 41
Despite critics claiming that entrapment
is a frequent byproduct of CT sting
operations, the entrapment defense in the
legal realm has overwhelmingly favored the
prosecution. Since 9/11, no defendant in a
terrorism-related trial has successfully
argued the entrapment defense. 42 The reasons
for this are multi-faceted, but the most
prominent is that defense lawyers are unable
to convince judges and/or jurors of 1) the
excessive inducement to criminality on the
part of the government and 2) the lack of
predisposition on the part of the defendant to
commit the crime. These “objective” and
“subjective”
tests
of
entrapment,
43
respectively, must both be passed for an
entrapment defense to stand. The objective
test fails when inducement on the part of the
government remains within the bounds of
what is considered “reasonable and
appropriate” in terms of the types of
inducement offered, the operation’s length of
time, and the number of times a criminal
opportunity was presented to the defendant. 44
The subjective test fails when it is inferred
that the defendant would have likely
committed the crime independent of

accelerationist group, in July 2019, resulting
in the arrest of seven group members and the
prevention of an attack on police and
civilians at a Virginia gun rally, among other
plots. 34 Similarly, plots to attack Black Lives
Matter protests in 2020 by adherents of the
anti-government Boogaloo movement were
disrupted by FBI informants. 35 These cases
represent just a small sample of those cited by
sting operation proponents as proof of the
operation’s effectiveness.
Despite these claims, however, sting
operations remain highly controversial.
Importantly, much of this opposition is
derived from the treatment of the American
Muslim community in the aftermath of
9/11. 36 As such, research on the entrapment
defense overwhelmingly focuses on alleged
Salafi-jihadist extremists in the period from
2001 – 2014, with few updates in recent
years. This is not to say that these same
critiques do not still apply to sting operations
targeting extremists of other ideologies but
rather that these critiques should be
contextualized to the time period and subject
matter in which they were written, and
applied to current prosecutions as
appropriate.
One commonly cited issue with CT sting
operations centers on the selection of
informants. Critics have noted that police
often hire confidential informants in
exchange for reduced sentences, dropped
charges, and/or expedition of immigration
claims. 37 Because these informants are
externally motivated to provide usable
information to police, the likelihood of
informants inducing others to crime and
therefore engaging in entrapment grows.
In terms of entrapment specifically within
CT sting operations, defense lawyers claim
that informants have instigated much, if not
all, of the alleged crimes of the defendants.
Out of the 316 terrorism-related prosecutions
from 2001 to 2014 which involved
informants, 29 formally raised an entrapment
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undercover activity from either their words or
deeds. 45 Because of the threshold established
by these tests, no defendant has successfully
mounted such a defense.
While the legal arguments surrounding
the entrapment defense are outside the scope
of this article, the actual tactics of the
informants in sting operations – the
government’s “inducement” of crime – have
yet to be systematically analyzed through the
lens of radicalization theories. The following
analysis will attempt to close this gap by
critically examining court cases which
utilized the entrapment defense and
comparing the tactics of informants in these
operations against those factors which are
known to be radicalizing; namely, push, pull,
and personal factors.

A clearer example of structural
grievances provoked by an informant goes
back to the Newburgh Four case which
opened this article. During the sting operation
which led to the defendants’ arrests, the
informant
made
numerous
inciting
statements to the defendants, such as those
that claimed “violent jihad was morally
laudable” and that “killing one person out of
rage is unacceptable, but killing hundreds for
jihad is praiseworthy.” 48 The extent of the
defendants’
involvement
in
these
conversations is unclear, as many of the
conversations between the defendants and the
informant were not recorded, leaving
prosecutors to rely solely on the reports of the
informant. Additionally, the conversations
which were on record showed defendant
Cromitie repeatedly indicating his hesitance
to commit acts of violence and the “active
guidance of the conversation” by the
informant. 49 Other reports have similarly
documented instances of informants
providing defendants with “spiritual or
political motivation.” 50 These cases
demonstrate that when informants engage in
these conversations in an unsupervised,
haphazard manner, they can make more
salient the root causes, including inequality /
relative deprivation, inter-religious / interethnic conflict, and geopolitical tensions,
which
underlie
push
factors
for
radicalization.

Analysis: Sting Operations Through the
Lens of Radicalization Theories
Push Factors
While it is not possible for informants to
induce a “root cause” mechanism of
radicalization as these are macro-level,
societal processes, they can inflame the
grievances – specifically, inequality, relative
deprivation, and geopolitical tensions – that
these structural factors inspire. Consider the
case of Shahawar Matin Siraj, who was
convicted of conspiring to bomb the New
York City subway in 2003. The informant in
Siraj’s case testified that he frequently spoke
with Siraj about a range of geopolitical
grievances, including the war in Iraq, the Abu
Ghraib scandal, and the “War on Islam.” 46
While Siraj argued that these conversations
were intended to “inflame his passions,”
court evidence showed a prior support by
Siraj for foreign terrorist organizations like
Hamas and al-Qaeda. 47 This case highlights
the difficulty of arguing entrapment – it often
turns into a “which came first” debate in
which both the informant and the defendant
point to one another as instigators of such
inflammatory conversations.
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Pull Factors
In terms of pull factors, informants in
those CT cases criticized as entrapment have
often made use of many different material
and emotional incentives, as well as social
mechanisms, to seemingly lure defendants
into committing crimes. Material incentives
in the form of monetary rewards are one of
the most common types of inducement
offered by informants. The Newburgh Four
stands out as the most prominent example of
this dynamic. The government’s informant in
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US, facilitated travel between cells, and
taught group members to make bombs. This
case demonstrates that the emotional
incentives offered by informants in sting
operations can induce defendants to commit
acts of violence. The romantic component,
and specifically its contingency on the
successful completion of the plot, can also
serve as a pull factor towards radicalization.
Other pull factors worth analyzing are
social mechanisms, including group
dynamics and recruitment strategies.
Consider the case of Marwan el-Hindi, a
naturalized US citizen who owned several
fraudulent businesses. 59 The informant in elHindi’s case, Darren Griffin, befriended elHindi and remained close with him for over
three years before el-Hindi’s eventual arrest
in 2006. The pair reportedly took online
classes together, worked out together, and
spent time at target practice together. 60
Griffin convinced el-Hindi to recruit
Mohammad Zaki Amawi and Wassim
Mazloum for the plot as well. 61 The grouplevel dynamics between Griffin and the three
defendants likely influenced in their ultimate
decision to plot against US military personnel
abroad, with the judge stating, “the informant
played a huge role in the case.” 62
Similar tactics occurred in the case of
Hamid Hayat, who was arrested in 2005 for
allegedly joining an al-Qaeda sleeper cell in
Lodi, California. 63 The informant in Hayat’s
case spent four years building a friendship
not only with Hayat, but with Hayat’s entire
family as well. 64 In each of these cases, the
informant’s enduring friendship with the
defendants likely influenced the defendants’
willingness to go along with the informant’s
plans, contributing to the ultimate move
towards violent action.
Another case that exemplifies the
inducement by means of social mechanisms
is the “Seas of David” prosecution. This case
alleged that seven defendants, who were
members of the radical Islamic “Moorland

the case promised the four men up to
$250,000 as an incentive for participating in
the plot. 51 The defendants—career criminals
low on cash and with few job prospects—
eagerly accepted the informant’s offers of
free dinners, cash, and jobs. 52
In another such example, Michael C.
Reynolds was convicted in 2007 of
attempting to help a supposed al-Qaeda
operative blow up a US oil refinery to “end
the war in Iraq” by forcing troops to return
home to protect critical infrastructure. 53 The
operative was actually an FBI informant who
offered Reynolds $40,000 to finance the plot.
While certainly ideologically motivated,
Reynolds also owed a significant amount in
child support and even prosecutors alleged
that the crime may have been at least partially
financially motivated. 54
A third such case involved Mohammed
Hossaina, who was sentenced to 15 years in
prison in 2006 for his involvement in a
fictional plot to kill the Pakistani ambassador
to the US. 55 The informant in this case
offered Hossaina a $50,000 loan to renovate
his failing pizzeria in exchange for his
involvement in the informant’s plot. 56
Altogether, these cases indicate that, while
the defendants may or may not have held
radical ideologies prior to the sting operation,
the monetary incentives offered by
informants are not insignificant in the
decision to actually commit a violent act.
In addition to material incentives,
informants can also use emotional incentives
as an inducement to crime. One such example
is the case of Eric McDavid, a member of the
Earth Liberation Front (ELF) and so-called
“eco-terrorist.” 57 McDavid was romanced by
the undercover informant assigned to his
case, “Anna,” between 2006 – 2007. The pair
wrote one another love letters and emails,
with Anna promising romantic and sexual
fulfillment after completing their plot. 58 In
addition to wooing McDavid, Anna further
initiated contact between ELF cells across the
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Organization,” had plotted to blow up the
Sears Tower in Chicago and the FBI office in
Miami in 2009. 65 When the informant
encouraged the defendants to operationalize
their plot, the defendants began to withdraw.
To continue his inducement strategy,
informant Elie Assad held a swearing-in
ceremony for group members to “officially”
join al-Qaeda. 66 This event plays into
recruitment strategies common to al-Qaeda,
which involve affiliate branches and lone
actors swearing allegiance before committing
acts of violence. The psychological
implications of the pledging of one’s loyalty
likely re-committed questioning “Seas of
David” defendants. In this way, one can see
how social mechanisms can be used to
pressure targets into continued involvement
in a given sting operation. Overall, these case
studies demonstrate that law enforcement
must be exceedingly careful when
authorizing informants to provide material,
social, and emotional incentives to
defendants, lest they inadvertently contribute
to the radicalization process.

the sole cause of radicalization, but rather that
individuals with one or more of these factors
may be more vulnerable to an array of other
external factors which could push them to
violence. Regarding mental illness as a
psychological vulnerability, the following
case studies should also be regarded with a
measure of skepticism as defense attorneys
may have overexaggerated claims of
psychological deficits to prove diminished
capacity and receive reduced sentences for
their clients. Prosecutors are equally likely
downplaying these same claims to prove the
defendant’s ability to stand trial and fully
understand the consequences of their actions.
Psychological vulnerabilities are difficult to
assess even under normal circumstances,
notwithstanding the pressures of a trial, and
thus the claims of mental illness as part of an
entrapment defense should be examined with
extreme caution.
To see how this plays out in practice, let
us return for a final time to the case of the
Newburgh Four as an example of defendants
allegedly targeted for their psychological and
biographical vulnerabilities. Prior to meeting
the informant, the defendants supposedly had
a history of mental illness and intellectual
deficits. One was described as “intellectually
challenged…with a very low borderline
IQ.” 68 The same individual had also been
previously diagnosed with schizophrenia.
Others called defendants “weak and easy to
manipulate,” with defendant James Cromitie
singled out as “the stupidest man on the
planet.” 69 All of the men had criminal
backgrounds, with rap sheets listing both
violent and drug-related offenses. The
biographical and psychological histories of
these defendants made it difficult for them to
find and keep a job, making them more
susceptible to the material incentives offered
by the informant in this case. 70 Furthermore,
whereas other members of the defendants’
social circle were suspicious of the
informant’s intentions, 71 the defense argued

Personal Factors
Finally, this article examines the role of
personal factors in sting operations’
inducement strategies. Informants cannot
affect the individual traits of defendants, as
these include psychological and biographical
characteristics, as well as demographics like
race and religion. However, informants can
target individuals based on personal factors
to choose those most likely to be primed for
radicalization. Going back to the DOJ’s
definition of a sting operation, defendants are
intentionally chosen based on their personal
characteristics so that operations “target
likely offender(s) for a particular crime
type.” 67
Before turning to the case studies in this
section, it is important to note that this article
is not arguing that psychological,
biographical, and demographic factors are
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that the diminished intellect of the defendants
made them more trusting of the informant,
thus contributing to their selection for the
sting operation.
Informants can also target individuals
based on demographic characteristics such as
age, gender, race, religion, and country of
birth. In fact, one of the most serious
criticisms leveraged against CT sting
operations involves the targeting of
defendants based on racist, xenophobic, and
Islamophobic assumptions about the
stereotypical profile of a terrorist 72 – in other
words, a non-white, Muslim, and/or foreignborn individual from a non-Western country.
In one study, researchers found that, of 369
terrorism-related
prosecutions
which
occurred in the US between 9/11 and
December 2016, 250 of these were
defendants who met one or more of these
characteristics. 73 In addition to these
statistics, there are numerous case studies of
informants allegedly targeting mosques to
lure in vulnerable members of the American
Muslim community. 74
Returning to the case of Shahawar Matin
Siraj, the 24-year-old Pakistani immigrant
was targeted by an informant who had
attended 575 prayer services at New Yorkbased
mosques
alone
to
find
“impressionable” young Muslims to target in
sting operations. 75 Similarly, the case of the
Newburgh Four included an informant who
“earned his keep by scouring mosques for
easy targets.” 76 These “mosque crawlers” 77
intentionally selected individuals who met
certain demographic characteristics for their
sting operations, which is tantamount to
attempting to induce radicalization through
personal factors. Critical and transparent
analyses of policing operations which
authorize informants to target defendants
based on personal factors are desperately
needed, as there is a thin line between placing
informants in the ‘right place at the right
time’ to find likely offenders and
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discrimination based on race, religion, and
ability.
Discussion
After examining a series of sting
operations criticized as entrapment, this
article concludes that these operations are not
merely uncovering previously radicalized
individuals, but in some cases are
contributing to their radicalization. In terms
of push factors, informants can inflame
grievances relating to geopolitical tensions
and push harmful narratives of religious
obligation
and
intergroup
conflict.
Informants can induce pull factors by
offering defendants material and emotional
incentives, as well as creating coercive group
dynamics which unduly influence defendants
to commit violent acts. In terms of personal
factors, informants have at times specifically
targeted those with known psychological,
biographic, and demographic characteristics
which may predispose them to radicalization.
Overall, it is evident that CT sting operations
in the US have the potential to play a
substantial role in both creating and
enhancing the factors which lead to
radicalization.
The above statement requires caveats.
First, this conclusion should not be construed
as a claim that sting operations are the sole
cause of radicalization. If anything, this
article supports the finding that entrapment
defenses are likely to fail in court, 78 as the
prior analysis shows that inducement
strategies are only part of the overall
radicalization process and often work in
tandem with other previously present factors
like individual predisposition. The argument
is not that the defendants profiled in this
study did not already hold certain radical
ideologies nor that they would never commit
violence without the intervention of an
informant, but rather that their radicalization
process at that moment was influenced by the
informant’s dchoice to play upon certain
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radicalization process of the targets of their
investigation. As such, law enforcement
personnel should carefully review these
findings, especially in reviews of
departmental policies. While inducement
strategies do not need removal from the
police toolkit entirely, they should be
modified in a way that better weeds out those
who represent actual threats to national
security and those simply caught up by
overaggressive informants. As American CT
policy moves into a new era focused on
domestic terrorism, 79 law enforcement and
national security policymakers can rethink
policing tactics to incorporate these concerns.
For the sake of a just and effective legal
system, it is imperative that we do not waste
this moment.

radicalization factors like inflaming
structural grievances, offering material
incentives, and selecting vulnerable targets.
While it is wrong to say that CT sting
operations cause radicalization, it is also
incorrect to say that these operations have no
measurable impact on the aforementioned
defendants’ radicalization.
Another important caveat in this
discussion is that both the radicalization
theories and the policing tactics analyzed
center heavily on Salafi-jihadi terrorism.
Because domestic CT operations in the US
have historically focused on defendants
affiliated with groups like al-Qaeda and ISIS,
the literature is most robust in this specific
area and more court cases are available for
analysis, thus making it a better choice for the
focus of this article. There is some evidence
that the article’s central finding that sting
operations are a factor in radicalization
would also hold true for other ideologies, as
seen in the case of “eco-terrorist” Eric
McDavid. However, future analyses should
verify this claim and replicate this article’s
findings across other ideologies like white
supremacist terrorism.
The CT sting operations that critics term
“entrapment” do indeed have the potential to
cause a measurable impact on the
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Cybersecurity as the Invisible Sovereign Space: An Analysis of the Cybersecurity
Challenges Taiwan Faces and Taiwan’s Policy Responses
Willis Wang
Taiwanese government agencies face 34.4 million cyber-attacks annually, with half of them
presumably coming from China. 1 This paper explores the research questions “What types of
cyber-attacks do Taiwan face the most?” and “What reforms did Taiwan take to counter these
cyber-security attacks?” This paper argues that the top three attacks are denial-of-service
attacks (DDoS), SQL injections, and phishing. The scope of these three attacks exceeds beyond
attacking governments, as these attacks happened across political parties, telecommunication
firms, television broadcasts, postal offices, small and medium enterprises, e-commerce, and
plain website surfing. In terms of policy responses, this paper introduces two main reforms
Taiwan made to counter the aforementioned cyber-security attacks. The first reform is the
integration of the Republic of China (ROC) Ministry of Defense (MND) Army, Navy, and Air
Force’s three Information and Electronic Force Commands (IEFCOMs) into one Information,
Communications, and Electronic Force Command (ICEFCOM). This integration is important
because Taiwan’s command, control, communication, computer, intelligence, surveillance, and
reconnaissance (C4ISR) capacity was scattered across the three military services, including
having independent headquarters, different telecommunications, and strategy development
rooms, and distinct military culture. The second reform is the Taiwan Computer Emergency
Response Team / Coordination Center (TWCERT/CC). The TWCERT/CC is important for two
reasons. First, it offers a phishing reporting website for Taiwanese enterprises and the public to
report. Second, the TWCERT/CC establishes channels among Taiwanese civilians, the
Taiwanese private sector, the Taiwanese government, foreign cyber-security organizations, and
foreign countries’ Computer Emergency Response Teams (CERTs) for real-time emergency
response purposes.
Reconnaissance Department Second Bureau.
MND Colonel Chin-An’s Wang research
discovers that the Third Department is
estimated to have a total of 70,000 cyber
military personnel and 150,000 Chinese
civilian hackers. Research also revealed that
the Third Department also attacked some of
Taiwan’s most critical military institutions,
including ROC’s MND Main Webpage, the
National Defense University, MND’s
Recruiting Center of National Armed Forces,
MND Medical Affairs Bureau, and MND’s
Political Warfare Bureau. Then, in the same
section, this paper explores the top three
cyber-attacks Taiwan faces. These attacks are
denial-of-service attacks (DDoS; 39.96%),
SQL injections (33.07%), and phishing
(14.84%). This paper draws upon various

Increasing Chinese cyber-attacks
targeted at Taiwanese government agencies
and private sectors have become a growing
concern for the safety of Taiwan’s
cyberspace. This paper seeks to answer the
research questions of “What types of cyberattacks does Taiwan face the most?” and
“What policy responses did Taiwan make to
counter these attacks?” Through research,
this paper argues that the top three attacks are
denial-of-service attacks (DDoS), SQL
injections, and phishing. The two policy
reforms that this paper elaborates on are
ICEFCOM and TWCERT/CC.
The structure of this paper is
described as followed. In Section I, this paper
examines the Third Office of the PLA
General Staff Department (GSD) Technical
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sectors that faced one of the three cybersecurity attacks to make the case that these
cyber-security attacks did not target the
Taiwanese government specifically. These
sectors
cover
political
parties,
telecommunication
firms,
television
broadcasts, postal offices, small-and-medium
enterprises, and plain website surfing.
In Sections II and III, this paper
discusses the two reforms–ICEFCOM and
TWCERT/CC. In terms of ICEFCOM, this
paper discusses ICEFCOM’s two peacetime
objectives and one wartime objective; the
reasons why the three Forces’ (Army, Navy,
and the Air Force) IEFCOMs integrated into
one ICEFCOM; ICEFCOM’s initial
challenge of understaffing; and ICEFCOM’s
solutions to address understaffing. In terms of
TWCERT/CC, this paper discusses how
TWCERT/CC cooperates with other
countries’ Computer Emergency Response
Teams (CERTs) for real-time emergency
response purposes. This paper also highlights
some of the disclosed cooperation between
the United States Computer Emergency
Readiness
Team
(US-CERT)
and
TWCERT/CC.
The PLA’s Technical Reconnaissance and
Types of Cyber Attacks Against Taiwan
China’s escalating cyber-attacks are
growing concerns for the safety of Taiwan.
According to MND Colonel Chin-An Wang,
China’s Third Office of the PLA General
Staff
Department
(GSD)
Technical
Reconnaissance Department Second Bureau
has a total of 70,000 cyber military units
personnel and 150,000 Chinese civilian
hackers. 2 Together, they launch more than
33.4 million cyber-attacks towards Taiwan
annually. 3 At a congressional hearing, former
Air Force General Liao Zong Xin explained
that the Third Department is responsible for
strategic level planning, including collecting
signals intelligence (SIGINT) and planning
per the PRC’s “Integrated Network and
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Electronic Warfare” to bolster its Command,
Control, Communications,
Computers,
Intelligence,
Surveillance
and
4
Reconnaissance (C4ISR) capacity.
According to Mark Stokes, Jenny Lin, and
Russell Hsiao, the Third Department is
located in Xishan and has more than 12
operational bureaus. 5 Within these bureaus,
the Sixth Bureau, which holds offices from
Xiamen to Kunming, may be responsible for
targeting Taiwan. 6 The Third Bureau
presumably is responsible for tactical and
operational levels of military actions,
including DDoS attacks, Phishing, and
Advanced Persistent Threats (APTs) in
Taiwan. The GSD Third Department targeted
not only Taiwanese civilian social media
platforms on Facebook, Instagram, and Line,
but also attacked some of Taiwan’s most
critical military institutions, including ROC’s
MND Main Webpage, the National Defense
University, MND’s Recruiting Center of
National Armed Forces, MND Medical
Affairs Bureau, and MND’s Political Warfare
Bureau. 7 According to Colonel Ying-Yu Lin,
the number of abnormal scanning and
suspected attacks targeting military and
medical infrastructures in years 2014 to 2018
exceeded 2 billion. 8 Among the

Table 1: Number of Abnormal Scanning and
Suspected Attacks MND-affiliated institutions
from 2014 to 2018.1
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aforementioned institutions, the MND
Medical Affairs Bureau faced the most
suspected attacks. This observation led
Colonel Lin to believe that stealing medical
data, which comprised of personal
information, is an important target to the
Chinese hackers. 9
In terms of the types of cyber-attacks
Taiwan faces, according to the National
Center for Cyber Security Technology
(NCCST), the top three attacks are Denial-ofService attacks (DDoS; 39.96%), SQL
injections
(33.07%),
and
phishing
(14.84%). 10 The top three targeted sectors are
unspecified, financial systems, and the
Internet of Things (IoT). 11 In DDoS attacks,
the aggressor jams a person's computer by
overloading servers. 12 DDoS attacks
essentially deny the use of users’ individual
computers and may deny a whole network in
a region. After one computer is under the
control of the aggressor, the attacker could
use that computer to create more traffic to
jam other enemies’ computers and IoT.
DDoS attacks against Taiwan are prevalent
across many sectors, including financial
insurance, trade, communication, and the
manufacturing industries. For example, in the
telecommunication realm, according to Wu
Ming-feng, Director of Data Department at
Taiwan’s largest Telecommunication firm
Chunghwa Telecom, in April 2021, the
highest DDoS attack volume was as high as
273 Gbps, and the average attack traffic value
was 49.6 Gbps. 13 Although 49.6 Gbps does
not appear to be a large volume, Director Wu
pointed out that small and medium
enterprises can barely withstand DDoS
because these firms are not aware of their
“insufficient network bandwidth nor back
severs on standby.” 14 Director Wu also
pointed out that, in 2021, the top targeted
three cities are Taipei City (21.5%) ; New
Taipei City (17.78%); Taichung (17.58%).
All six major cities in Taiwan faced foreign
DDoS attacks.
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DDoS attacks against the pro-U.S.
political party Democratic Progressive Party
(DPP) were prevalent and frequent. On
March 24, 2015, current Representative of
Taiwan to the United States Director Bi-khim
Hsiao reported that Chinese hackers used
DDoS attacks against DPP’s Central
Committee website. 15 Based on her
understanding, Chinese hackers “attacked
more than 100,000 attacks in just 5 minutes
in that morning” by activating multiple
implanted malicious programs that generate
more and more jamming against the
service. 16 Similar attacks were seen on April
7 and April 13 in the same year too. 17 These
incidents showed that Chinese hackers can
repeatedly invade the website of the largest
opposition party at that time. FireEye
Consultant Bing-zhong Lin concluded that, in
these attacks, hackers first hacked into one
computer in DPP and used that computer to
generate more attacks against more
computers. 18 These attacks also record
sensitive information, including personal
account numbers, passwords, and credit card
data. The DPP and the police confirmed that
skimming the information of internet users is
the main objective of launching DDoS, and
these attacks showed that the current ruling
party’s website can be vulnerable to Chinese
cyber-attacks.
Likewise, SQL injections were
frequent as well. In SQL injections,
developers input malicious codes and execute
them through the MS SQL Server database. 19
As long as the malicious codes comply with
the rules of SQL query syntax, MS SQL
Server will run during the execution phase of
the application system without warning. The
objective is to destroy stored data. 20 In
response to SQL injections, Microsoft has
designed some relatively safe SQL
parameters in the SQL Server database. In the
database design process, developers can use
these parameters to prevent malicious SQL
Injection data encryption attacks. For
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example, the Parameter collection is
available in the SQL Server repository
database where Parameters provide data type
checking and coding validation. 21 Another
advantage of using the Parameters collection
is that Parameters forcefully scrutinize all
data types and lengths and identify
exceptions if there are data inputs that are not
matching.
SQL injections are common against
Taiwanese government agencies and Taiwan
civilian institutions. For example, in January
2022, the Public Television Service
Foundation (PTSF), a government-owned
television broadcasting within the Ministry of
Culture, lost 420,000 videos (PTSF News
Channels, Hakka TV Channels, and
Taiwanese Dialect Channel) because PTSF’s
cybersecurity contract firm Hitachi Data
Systems’ staff “exercised poor management
in executing codes.” 22 The PTSF produced
420,000 videos from 2016 to 2021. 23 While
20,000 videos from the Taiwanese Dialect
Channel were able to recover, at least
103,676 videos were lost (72,456 lost in
PTSF News; 31,220 lost in Hakka TV
Channels) because “Hitachi Data Systems
experts forgot to back up these files.” 24
Moreover, on September 16, 2021, the PTSF
announced to spend 300,000 NTD to increase
its budget (20,000 NTD more compared to
last year) for its “Measures for the
Administration of Information Operation
Control-Information Security Plan.” 25
Furthermore, SQL injections also
exposed internet users’ privacy. May 26,
2008, saw the largest Chinese SQL Injection
attacks on Taiwanese companies. According
to the Ministry of Justice Investigation
Bureau (MOJIB), more than 10,000 websites
have been implanted with malicious links,
which may lead to the leakage of netizens'
files and personal data. 26 In these attacks, the
execution process in a server mistakenly
recognizes SQL commands as normal SQL
commands and, when executed, the database
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will be destroyed. The Bureau of
Investigation confirmed that hackers
remotely controlled multiple computers in a
brief period through a large number of
remote-control methods similar to Botnet.
MOJIB also recommended internet users
check suspicious codes such as “dEcLaRe,
cUrSoR, fEtCh, and cAsT” in the database. 27
The Bureau also suggested companies use
search engines and enter “site:” and their
companies’ websites to detect whether there
are malicious links implanted in the firms’
websites. 28 The Bureau recently also
highlighted, among other malicious websites,
a single malicious website called “9i5t.cn”
from China where more than 2,000
Taiwanese enterprises’ webpages were
implanted with malicious Trojan links. 29

Table 2: A chart of Common SQL Injection
Attacks Warned by MOJIB to Companies. 30
Similar to DDoS and SQL injections,
phishing is a common attack on the
Taiwanese public too. In phishing, hackers
distribute emails and pretend to be someone
with whom the victim is familiar or pretend
to be a company that has an outstanding
reputation. 31 Some emails may falsely claim
that the victim’s accounts have been
compromised and require the victims to
access links provided in the emails. Other
emails require victims to click on the links
immediately to claim rewards or to avoid
losing accounts. These phishing links often
imitate legitimate URLs but replace a few
modified letters so users can be easily
mistaken. By creating a false sense of
urgency, hackers limit victims’ ability to
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think or consult trustworthy advisors. 32
Email contents that contain obvious spelling
or grammatical errors could be scams too. On
October 8, 2010, the MND-affiliated
National Chung-Shan Institute of Science
and Technology created the “Taiwan
Computer Emergency Response Team/
Coordination Center” (TWCERT/CC). 33
Managed by the Information Security Office
of the Executive Yuan and the National
Communication
and
Communication
Committee (NCCC), the TWCERT/CC
works closely with Internet Service Provider
(ISP) firms on joint anti-phishing training. 34
The five largest ISP firms in Taiwan are
Chunghwa Telecom; Taiwan Fixed Network
Co., Ltd.; IS Net; Asia Pacific Telecom; and
SeedNet. 35
Phishing is a common technique
against the government-owned Chunghwa
Post Company Limited. According to
Taiwan’s “165 Fraud Prevention Hotline”
under the Ministry of the Interior, one out of
four cases of phishing is related to Chunghwa
Post. 36 The fake Chunghwa Post phishing
emails and text messages amounted to 15
million New Taiwanese Dollars (NTD) per
year. 37 According to the Criminal
Investigation Bureau, hackers’ emails
demand payments online within the time
limit, otherwise, the customers’ packages
will not be delivered. Once the victim
accesses the links, which appear to look like
Chunghwa Post, hackers can see the
expiration date, security code, and other
credit card information. 38 Similarly, hackers
also reference international packages when
despising victims as these packages are more
expensive
and
more
time-sensitive,
propelling customers to be more anxious and
are more likely to click on the URLs. 39 In
terms of the types of victims, according to the
First Edition of the Chunghwa Post Corporate
Social Responsibility (CSR) Report,
published in 2019, stated that most of the
victims are housewives, students, or low-and
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middle-income people. 40 Also stated in the
CSR report, in 2019, Chunghwa Post
prevented a total of 921 cases of financial
fraud worth more than 15.49 million NTD.
Similarly, in the 2020 CSR Report,
Chunghwa Post prevented a total of 1,137
cases of financial fraud worth more than 17
million NTD. 41
Furthermore, Former President of the
Executive Yuan San-cheng Chang indicated
that the content of phishing emails will vary
depending on festivals and on important dates
(such as Presidential Election on May 20). 42
The purpose of having content that matches
Taiwanese festivals is to attract victims to
open the emails. When asked to describe
Chinese cyber-attacks in one line, Vice
President of the Executive Yuan Chang said
the attacks are so prevalent and frequent that
“China is cyber-attacking Taiwan like its own
testing ground.” 43
Phishing also happened during the
COVID-19 pandemic in Taiwan. According
to the press release by the Ministry of Health
and Welfare (MHW) on September 7, 2020,
there are phishing emails that pretended to be
MHW. 44 The fake email is “mohw.gov.tw@
static.servebyte.com,” and MHW identifies
the server domain to be in China. 45 Director
of the Communications Department of MHW
Yi-ming Pang said that the content of the
email contained two phishing links and no
attachment. 46 From May to June 2021,
several phishing attacks were pretending to
be MHW. For example, on May 4, 2020, the
Centers for Disease Control (CDC) and
MHW stated that there is a fraudulent CDC
with an email of notices@cdc.gov.tw in
simplified Chinese instead of traditional
Chinese. 47 The subject line was "Final Notice
from Taiwan Centers for Disease Control and
Prevention.” 48 Similarly, on June 12, 2020,
TWCERT/CC also issued a warning about
hackers pretending to be the Ministry of
Health and Welfare. 49 The subject of these
phishing emails is "Free Covid-19 Equipment
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From Taiwan Ministry of Health". This email
contains two PowerPoint files and two
phishing links to showcase ways to get free
masks and other protective equipment.

entering war, ICEFCOM is tasked to be
prepared to paralyze the enemy government's
key information systems, disrupting and
delaying the enemy’s decision to fight. 56
ICEFCOM implements countermeasures to
reduce the enemy’s joint combat response
capability. 57 These countermeasures include
using
anti-radar/anti-server
jamming
techniques to protect the allies’ network
nodes and stores. In short, ICEFCOM’s goals
in peacetime are like one of the lessons in Sun
Tzu's Art of War, which is to be “ready to
defeat enemies without fighting.”
In times of war, ICEFCOM assists in
the defense of the country’s critical
information infrastructure to secure the
country’s physical territory and cyberspace. 58
Specifically, in wartimes, ICEFCOM
performs the following tactics. First,
ICEFCOM
will
actively
spread
disinformation in simplified Chinese against
the PRC to create room for public confusion
and CCP’s misjudgments in the current
situation, its policies, and military orders. 59
ICEFCOM also works with MND’s Army,
Navy, and Air Force to execute precision
strikes on air defense radars. 60 Second, in
wartimes, ICEFCOM interferes with enemies’
radio communications and deciphers
passwords. 61 ICEFCOM’s Chief of Staff
Colonel Mao Jian-qiu stated that, during
wartimes, the ICEFCOM soldiers who are
stationed across multiple secretive locations,
with some men acting as intelligence officers
in the Military Intelligence Bureau and others
cover-up in private sectors, can launch cyberattacks instantly. 62 Colonel Mao also said
that, while ICEFCOM soldiers are ordered to
keep a low profile, “I assure you our national
cyber warriors are our secret weapons to
achieve peacetime and wartime goals.” 63
Officers, non-commissioned officers,
and enlisted personnel have different
responsibilities in ICEFCOM. Officers
command the ICEFCOM to execute and
ensure smoothness of operations. 64 Officers

Government Reforms to Counter Cyberattacks in Taiwan
Section I addresses China’s Third
Department, the three most common types of
cyber-attacks in Taiwan (DDoS attacks, SQL
Injections, and phishing), and some of the
political and economic effects caused by
these cyber-attacks. In this section, this paper
will introduce two of the main cyber-security
reforms, mainly one reform in the MND and
one reform in the academic realm, that
Taiwan made to counter cyber-attacks. These
two
policies
are
ICEFCOM
and
TWCERT/CC. The former, created on June
29, 2017, is a military institution that
combines Army, Navy, and Air Force’s three
independent Information, and Electronic
Force Commands (IEFCOMs) into one
integrated ICEFCOM. 50 The latter is an
academic institution that connects the public
and private sectors in Taiwan and abroad
through countering phishing and other cybersecurity attacks.
ICEFCOM has two objectives in
peacetime and one objective in wartime. First,
in peacetime, ICEFCOM integrates MND’s
network, electronics, and information
communication platforms to ensure effective
communication. 5152 Second, ICEFCOM also
implements maintenance for cyberspace
security and surveillance systems. 53 In terms
of
surveillance
systems, ICEFCOM
establishes an early warning system through
an international and inter-ministerial sharing
mechanism. This early warning system
focuses on anti-network spying and multilevel information security protection. 54 In
peacetime, surveillance also includes
conducting battlefield intelligence searches
and High-Value Target searches on the
PRC’s Strategic Support Force. 55 Before
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must thoroughly understand the status of the
operation and make timely judgments and
guidance to support operations with the other
three forces at times of war. Officers also
coordinate with telecommunication firms,
civilian institutions, and other private sectors
to provide any required communications
needs to achieve operations under the law
“Measures for the Civilian Institutions to
Comply
with
MND
for
Combat
65
Readiness.” According to Section IV of the
aforementioned law, civilian institutions
include telecommunication firms, Taiwan
National Highway, Police Bureau, Taiwan
Electricity Power, and private-owned semiconductor firms. 66 Non-commissioned
officers are responsible for tactical area
communication
systems
maintenance,
including cable, radio, portable satellites and
network optical fibers so that officers and
soldiers can transmit combat images and
information promptly. 67 Non-commissioned
officers are also responsible for supervising
incoming 26 training programs. 68 These 26
training programs cover penetration and
attack analysis; forensics and defense
management; information collection and data
analysis; threat information analysis; and
critical information infrastructure (CII). 69
The total course hours are 12,360 hours. 70
From an institutional perspective,
ICEFCOM is not a military agency compared
to the three domains. In fact, according to
MND’s 2019 National Defense Report,
ICEFCOM is a military institution, along
with the Reserve and Military Police
Commands. 71 In peacetime, the latter two
specialize in defense and logistical aspects of
national security. The Headquarter of
ICEFCOM is located in Xindian, New Taipei
City. 72 The first commander, Lieutenant
General Ma Ying-han, has been in office for
more than 4 years. 73 The commander of
ICEFCOM must be a lieutenant general, and
the deputy commander must be a major
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general. Two general levels serve as the chief
of staff and the commander. 74
In terms of the transition from the
Army, Navy, and Air Force’s three
IEFCOMs to ICEFCOM, the upgrade from
the three IEFCOMs to one ICEFCOM is
significant for integration and coordination
purposes. In a rare interview, ICEFCOM
Chief of Staff Ting-Shen Li explained that
before to the formation of one ICEFCOM, the
three IEFCOMs were responsible for
communication system maintenance and
network management. 75 To put bluntly, the
three IEFCOMs were their respective Forces’
(Army, Navy, and Air Force) “telecom
companies” that, at the same time, also
assisted in emergency disaster prevention and
rescue tasks. 76 Each IEFCOM was also
responsible for its domain’s command,
control,
communication,
computer,
intelligence,
surveillance,
and
reconnaissance (C4ISR) communication
platforms. The problem was that Taiwan's
C4ISR strength was scattered across three
military services, including independent
headquarters, different telecommunications,
and strategy development rooms, and distinct
military culture. 77 Chief of Staff Ting-Shen
Li believed that, when facing increasingly
complex cyber-attacks, these IEFCOMs need
higher strategic-level objectives from a high
chain of command. 78 One of the most
important tasks for ICEFCOM is to assist in
the integration of all cyber-security and
electronic warfare capabilities of the three
forces. As Chief of Staff Li described,
“ICEFCOM is built from three teams of
communication security experts, and now
these experts are telling each other ‘I got your
back.’” 79
However, as Chief of Staff Li pointed
out, ICEFCOM faced an issue of
understaffing for two reasons. First, as Chief
of Staff Li admitted, the search for talented
personnel is a challenge because ICEFCOM
essentially “steals personnel” from the three
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Chart 1: 2019 National Defense Report (NDR), page 71. The diagram above is the
military organization of MND. As indicated by the chart, ICEFOM falls under Military
Institutions rather than Military Agencies.
Forces’ IECFOMs. 80 ICEFCOM needs to
compete against the Army Communication
Electronics Information Training Center
(ACEITC),
Navy
Communication
Electronics Information Training Center
(ACEITC), the Air Force Institute of
Technology Technical Training Center
(AFITTTC), and National Chung-Shan
Institute of Science & Technology (NCSIST)
over talented people. 81828384
However, personnel have gradually
become more familiar with their departments’
culture. Therefore, most students, officers, or
generals prefer to stay in one of the three
IEFCOMs where they are more familiar with
the culture, peers, and upperclassmen
compared to the new ICEFCOM, which is an
entirely unfamiliar environment. Second, the
monthly salary was not competitive enough
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to attract the best minds to join the recently
created ICEFCOM. Li noted that the salaries
for ICEFCOM staff must be better than those
at the three Forces’ IEFCOMs to compete for
the best talents. The problem is that the three
Forces’ base salaries for a fresh college
graduate are already higher than most private
firms. 85 Can the government afford to spend
even more money on this freshly created
ICEFCOM than what the government has
given to the three forces? Unless amending
the law "National Army Volunteer Service
Bonus," Li admitted that looking for great
talents was “tough.” 86
To solve the problem of understaffing,
made the following reforms. First, in terms of
training newly recruited cybersecurity
personnel, the National Defense University
Institute of Technology created a master’s

107

Volume 10 | Issue 1

Chart 2. 2017 TWERT/CC Annual Cybersecurity Magazine, page 16. Chart created by
Willis. Note: The author cannot find any English sources related to this standard operating
procedure, so the author decides to create a chart and do the translations. Beginning on
February 2, 2017, the Executive Yuan assigned TWCERT/CC to work with G-ISAC to
facilitate reporting and working with foreign CERTs. Prior to February 2, 2017,
TWCERT/CC focused specifically on accepting phishing reports from enterprises in Taiwan.
program, called the Institute of Cybersecurity, in 2016 (one year before the
formation of ICEFCOM). 87 This master’s
program provides practical license-oriented
classes, so even if students and officers
resigned from ICEFCOM, they can still be
able to land jobs in private sectors. This
master’s program also sends outstanding
talents to study abroad in the US. Second, in
terms of offering a more attractive salary, the
Legislative Yuan approved a new bonus
charter known as the Cyberwarfare Service
Bonus, which offers an additional 5,000 New
Taiwan Dollars (NTD) to 50,000 NTD bonus
per month. 88 To be eligible to receive this
bonus, ICEFCOM personnel must be
recognized either as “Proficient Level” or
“Elite Level.” Proficient level 1 receives
10,000 NTD while Proficient level 2 receives
5,000 NTD (see note for clarifications). 89
Elite level 1 receives 30,000 NTD bonus and
Elite level 2 receives 15,000 NTD bonus.
Similarly, the Communication Development
Office Bonus ranges from 3,000 NTD to
10,000 NTD per month. 90 These reforms on
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education and salary intend to keep the
brightest talent in the MND but also to attract
talented men and women outside of the army.
On May 4, 2021, President Tsai Ingwen attended the 2021 Cybersecurity in
Digital Transformation Journey and
expressed her view that cybersecurity is part
of national security. 91 In her speech, she
noted that Taiwan faces a tremendous
number of cyber-attacks from China.
However, by strengthening public-private
cooperation, this challenge can also bring
opportunities to bolster the resilience of
Taiwanese cyberspace. 92 As President Tsai
noted, in terms of government institution
reforms, Taiwan’s cybersecurity has four
pillars. 93 First, the MND completed the
integration of three IEFCOMs and
established the ICEFCOM. Second, the
Investigation Bureau of the Ministry of
Justice built an Information Security
Workstation. Third, the Legislative Yuan
passed the Information Communication
Security Management law and passed
National Army Volunteer Service Bonus to
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(NCCST). 102 Then, G-ISAC informs NCC,
AISAC, TWNIC, and NCCST of the types of
attacks and receives feedback from these
organizations. According to the Executive
Yuan’s “Critical Information Infrastructure
Protection Guidelines,” the types of attacks
include Cyber-security Security Intelligence
(Code: ANA); Earning Warning Intelligence
(Code: EWA); Web Attack Intelligence
(Code: DEF); and Intrusion Attack
Intelligence (INT). 103 104 ANA includes
leakage of government officials’ personal
information, hacker’s IP server identification
and exploitation, and malware sample
collection. DEF includes hacked government
webpages, phishing pages, Trojan Horse
viruses, and other viruses that can endanger
civilians’ network security. EWA includes
provides information on the system's
suspected weaknesses, suspicious programs,
fake accounts, and spam. INT, which is the
most difficult information to acquire,
includes relying on TWCERT/CC’s
undisclosed algorithms to reverse engineer
virus samples collected from ANA, predict in
advance the kinds of attacks, and take over
the command of zombie computers.
One
important
reform
that
TWCERT/CC has made is the creation of a
website for reporting phishing links at
“www.apnow.tw” in September 2010. 105
This website collects relevant information
(phishing websites, phishing e-mails, or
embedding phishing pages on people’s URLs)
and reports to G-ISAC (since February 2,
2017) using the aforementioned procedure,
where G-ISAC will analyze the type of
threats and respond to NCC, A-ISAC,
TWNIC, or NCCST. One threat assessment
usually takes two hours to complete after
reporting. 106 After the task is complete,
TWCERT/CC will send samples of phishing
data to Taiwanese major telecommunication
firms, including Chunghwa Telecom Data
Communication Branch, Far Eastern
Telecom, Taiwan Fixed Network, and Asia

give these “cyberwarriors” better financial
treatment. 94 As she noted, ensuring a safe
cyber-space for the Taiwanese public cannot
be accomplished by the government alone.
The fourth pillar is public-private
cooperation known as the “Taiwan Computer
Emergency Response Team/Coordination
Center (TWCERT/ CC).”
Public-Private Reforms to Counter
Cyber-attacks in Taiwan
Originally established by the Sun
Yat-sen University in September 1987 and
now run by the state-own National ChungShan Institute of Science and Technology,
TWCERT/CC’s primary objective is to
establish channels among Taiwanese
civilians, private sector, government, foreign
cyber-security organizations, and foreign
countries’ Computer Emergency Response
Teams (CERTs) for real-time emergency
response purposes. 95 96 97 98 When there is a
cyber-security
incident,
TWCERT/CC
receives reports from foreign countries’
Computer Emergency Response Teams
(CERTs), cybersecurity companies, private
firms, and Taiwan Vulnerability Note
(TVN). 99 After reviewing the reports from
the
aforementioned
organizations,
TWCERT/CC sends relevant cyber-security
information to the Government Information
Sharing and Analysis Center (G-ISAC). 100
Once TWCERT/CC reports to GISAC, two scenarios happen after G-ISAC
analyzes the types of attacks. First, if G-ISAC
identifies the Internet Service Provider (ISP)
as a foreign server, then G-ISAC reports back
to TWCERT/CC, where TWCERT/CC will
work with that country’s CERT. 101 Second, if
G-ISAC identifies the IP server as domestic,
then G-ISAC reports to National
Communications
Commission
(NCC),
Academic
Information
Sharing
and
Analyzing Center (AISAC), Taiwan Network
Information Center (TWNIC), and National
Center for Cybersecurity Technology

Georgetown Security Studies Review

109

Volume 10 | Issue 1

2020,
the
US-CERT
reported
to
TWCERT/CC that, among the 200 websites
registered with the words “coronavirus,”
“virus,” “covid19,” “covid-19,” or “covid”
under the website “.tw,” 19% of these
websites inaccurately discuss COVID-19. 113
Within these websites, 16.6% of these
websites are “DNS server not responding”
and 3.33% are online web viruses. 114 After
receiving this report, TWCERT/CC reached
out to G-ISAC which reached out to TWNIC
(TWNIC is the organization that approved all
“.tw” websites). The US-CERT also reported
to TWCERT/CC about a phishing email that
mimicked Taiwan’s Centers for Disease
Control (CDC). 115 The phishing email,
@cdc.gov.tw, informs victims that he or she
has been contacted by someone who was
infected with COVID-19 and requires the
receiver to report his or her IDs via provided
links or else the police will arrest him or her
tonight. Likewise, TWCERT/CC reported
two phishing links to US-CERT. These two
phishing websites are "Corona-virusMap[.]com.exe”
and
“coronavirus
116
The former is about a fake
app[.]site.”
Johns Hopkins University email offering the
most updated version of the infection
statistics. The latter contains a virus called
CovidLock. The TWCERT/CC plays a huge
role in highlighting Taiwan’s cyber-security
strength and creating a positive reputation in
terms of being a force of good to the world.

Pacific Online Service for raising public
awareness.
According
to
TWCERT/CC’s
Announcement Advisory Report (ANAR), as
e-commerce becomes more common in
Taiwan, TWCERT/CC discovers that, in
2018, over 90% of 984 online advertisements
on Facebook come from China. 107 These
advertisements showcase unusually cheap
luxury goods, but these advertisements
contain phishing links. In a joint task force
between TWCERT/CC and National Policy
Agency, TWCERT/CC discovers that
Chinese hackers set up servers in China and
uses
the
format
“https://www.facebook.com/[product-related
description]” to attract users to access the
links. TWCERT/CC warns that the likelihood
of phishing websites is high if the ecommerce websites contain simplified
Chinese or mainland-Chinese slang. 108
TWCERT/CC also uses G-ISAC to report to
TWNIC, the organization that governs all
“.tw” websites and informs TWNIC to
strengthen its website verification process.
This is one of the examples that show
TWCERT/CC’s efforts in combating fraud
and the Taiwanese public’s financial losses.
The TWCERT/CC has a robust
relationship with the United States Computer
Emergency Readiness Team (US-CERT). In
fact, since 2017, according to the annual
reports from TWCERT/CC, the US-CERT
has been TWCERT/CC’s primary foreign
CERT that reports the most. 109 In 2017,
TWCERT/CC received a total of 8,721
reports from foreign CERTs, whereas the
USCERT reported 4,058 cases. 110 In 2018,
TWCERT/CC received a total of 31,093
reports from foreign CERTs, whereas the
US-CERT reported 10,812 cases. 111 In 2020,
the total number of reports reached 150,000
cases whereas the US-CERT reported 54,000
cases. 112 One of the most notable cooperation
between TWCERT/CC and USCERT is the
report of phishing COVID-19 websites. In
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Conclusion
This research paper posits that the top
three attacks are denial-of-service attacks
(DDoS), SQL injections, and phishing. The
scope of these attacks exceeds beyond
specifically targeting the Taiwanese
government. These attacks are nearly
comprehensive as they cover political parties,
telecommunication
firms,
television
broadcasts, postal offices, small-and-medium
enterprises, and plain website surfing. This
paper begins by exploring the Third
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5000NTD to 50,000 NTD. The upgrade from
ROC Army, Navy, and Air Force’s three
IEFCOMs to one ICEFCOM is significant for
integration and coordination purposes. In
terms of TWCERT/CC, the TWCERT/CC
connects Taiwanese civilians, private sector,
government,
foreign
cyber-security
organizations, and foreign countries’
Computer Emergency Response Teams
(CERTs). As the Excel diagram shows,
TWCERT/CC notifies foreign CERTs once
G-ISAC identifies the Internet Service
Provider (ISP) as a foreign server. In terms of
US-CERT-TWCERT/CC cooperation, the
US-CERT has been TWCERT/CC’s primary
foreign CERT that reports the most.
Examples of cooperation include US-CERT
informing TWCERT/CC regarding the
validity of “.tw” websites and fraudulent
Taiwanese CDC emails. In the future,
TWCERT/CC will continue to play a role in
highlighting
Taiwan’s
cyber-security
capacity and at the same time be a force of
good to the world.

Department, where Colonel Wang Chin-An
reported a total of 70,000 cyber military
personnel and 150,000 Chinese civilian
hackers. Likewise, Colonel Lin Ying-Yu
discussed the number of abnormal scanning
and suspected attacks that targeted military
and medical infrastructures to be 200 million
from 2014 to 2018. Then, this paper
references the National Center for Cyber
Security Technology (NCCST) and discovers
that the top three attacks are Denial-ofservice attacks (DDoS; 39.96%), SQL
injections (33.07%), and phishing (14.84%).
In these attacks, a wide range of sectors fell
victim to these attacks and caused the leakage
of netizens' files, personal data, and in certain
cases their credit cards. In particular, the
content of phishing emails varies depending
on current events or upcoming festivals in
Taiwan.
Then, in Section II and Section III,
this paper elaborates on ICEFCOM and
TWCERT/CC as the two main reforms
Taiwan made. In terms of ICEFCOM, this
paper provides details on ICEFCOM’s
peacetime and wartime objectives. In
peacetime, ICEFCOM integrates MND’s
network, electronics, and information
communication platforms to ensure effective
communication.
Second,
ICEFCOM
implements maintenance for cyberspace
security and surveillance systems. In wartime,
ICEFCOM assists in the defense of the
country’s critical information infrastructure
to secure the country’s physical territory and
cyberspace. ICEFCOM overcame the barrier
of understaffing by making the following two
changes. First, ICEFCOM works with the
National Defense University Institute of
Technology to create practical, licenseoriented masters programs. Second,
ICEFCOM works with the Legislative Yuan
and increases the bonus ranging from
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