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Four Policy Actions Needed to Strengthen US and Coalition Efforts
Against al-Qa’ida, ISIL, and Hizballah
Paula Doyle
I hail from rural America—a place that honors hard work, plain speaking, and a deeply

held belief that there is no higher calling than to be a good neighbor and a citizen servant. I am

grateful for every opportunity that I’ve been given to serve this country and thank all of you who

currently do or aspire to do the same. I join you today as a veteran intelligence practitioner who
has watched every transition since President Reagan. For anyone with any doubts about joining

the CIA, other parts of the Intelligence Community, or the broader policy community in light of
recent events, my counsel to you is that citizen servants perform vital day-to-day work. You will
be just fine.

The incoming administration faces the most complex set of counterterrorism challenges

in our nation’s history. Core al-Qa’ida and its affiliates, ISIL and its decentralized global
movement, and Iran-backed Lebanese Hizballah pose strategic and tactical challenges that
require the Administration’s attention in four immediate areas:

1. Formulate and issue new CT policy objectives backed by sufficient sustained
resources;

2. Identify the appropriate mix of integrated all-source intelligence, military, and law

enforcement capabilities and authorities required to implement the new policy
objectives;

3. Direct appropriate departments and agencies to update and diversify their arsenal
of offensive and defensive cyber capabilities and issue new authorities that give

policymakers, intelligence professionals, and warfighters the widest range of
options; and

4. Conduct periodic reviews of our CT partnership arrangements with, at a

minimum, the governments of Pakistan, Afghanistan, Iraq (to include the Iraqi
Kurds), Turkey, Lebanon, Israel, Jordan, Saudi Arabia, and the Syrian Kurds.

I will spend a few minutes talking about each of these four areas, but first—a few

comments to set the stage.

Core al-Qa’ida (AQ) remains organized, disciplined, and lethal. Sixteen years of vast

investments in military operations as well as broader coalition and capacity building efforts have
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degraded core al-Qa’ida and thwarted multiple efforts to terrorize our homeland again. Despite

these successes, however, key AQ leaders and vital operational elements continue to train and
operate in select areas of Pakistan and in far too many areas of Afghanistan. Where AQ and the
Taliban have regained control over swaths of territory, they have proven to be a very rough

crowd. They threaten village elders and families and offer them little choice but to cooperate.

They impose uncompromising loyalty expectations and consequences that defy all sense of
humanity. Their lethal prowess and strict adherence to Sharia law intimidates and influences
elements within the Pakistani and Afghan governments.

Core al-Qa’ida poses two specific immediate challenges. Counterterrorism operations

mounted from specific locations in Afghanistan and the region have given core AQ, its Taliban

and Haqqani partners, and elements within the governments of Pakistan and Afghanistan ample

opportunities to observe and develop countermeasures against some of the high tech, low tech,
and HUMINT methods US intelligence and US forces use in the region. US longevity in any

physical location places a premium on the constant need for reliable force protection, new
intelligence sources and methods, and thorough vetting of the Pakistani and Afghan units we

and our coalition partners train—and on whom we depend for access to ungoverned areas. The

second challenge stems from the public nature of announcements regarding US drawdowns and

base consolidations and realignments in Afghanistan over the past few years. Public debate is a
powerful and necessary part of our democracy, but the final decisions announcing specific dates
for withdrawal and consolidation came without an accompanying strong promise that the US
would return in force if and when al-Qa’ida and the Taliban retook hard-won territory. The

public messaging emboldened AQ and its affiliates; they hunkered down and patiently rebuilt.

Simultaneously, core AQ’s sworn affiliates in Yemen, North and East Africa, the Subcontinent,
and even Southeast Asia have grown and adapted; each has proven quite capable of recruiting,

training, destabilizing more regions, and mounting lethal operations against the United States
and our allies.

Moving on to ISIL—the air and land war in Aleppo, Raqqa, and Mosul will not mark

the end of or deliver a deathblow to ISIL. Denying them unfettered access to safe havens,

operational commanders, and lucrative oil revenues remains, however, a crucial objective for the
Trump Administration.

If we divorce for just a moment ISIL and its web of Sunni terrorist partners from the

vexing set of bilateral and multilateral motives and self-interests at play with at least a dozen key

state and aspiring state actors—ISIL will remain a powerful global movement that appeals to
those who are, or profess to be, disenfranchised. ISIL’s social media messages target displaced
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population centers and refugee camps in Turkey, Jordan, Lebanon, and Gaza—some of which

are home to second- and third-generation family members born into these camps. I recently

visited Lebanon and saw several camps; they are filled with poverty, hopelessness, and anger.

Adding fuel are second-generation immigrants currently living in Europe, Asia, Australia, and
the US who have not found productive ways to integrate into society.

ISIL’s artful use of social media and other cyber methods to target, motivate, and train

new recruits online far surpasses those of Anwar al-Awlaqi, who launched AQAP’s online

“Inspire Magazine.” Given ISIL’s demonstrated proficiency online, we must be prepared for its

global network to continue inspiring radicalization and terrorism acts around the world. We also
must brace ourselves for cyber attacks and cyber blackmail efforts against critical US
infrastructure, public figures, news media outlets, and other targets they deem lucrative.

Now for the most consequential terrorism challenge: Iran-backed Hizballah. The

airwaves throughout this young century have been focused largely on AQ and its affiliates and
ISIL. Hizballah, however, is by far the most sophisticated and strategically effective of three. It

masterminded and mounted two attacks against the US embassy in Beirut in April 1983 and

September 1984; it attacked the US Marine Barracks, which also housed French colleagues, in
October 1983. In June 1996, Iran-backed Hizballah mounted the attack against a US military

and coalition housing compound called Khobar Towers in Saudi Arabia. One can argue that lack

of decisive action against Hizballah during those early years gave it and Iran the confidence and
the experience required to mount full-on military operations against Israel in 1996 and 2006. It

successfully and repeatedly embedded with the Iranians to target US and coalition forces in Iraq.
Its direct involvement with Iran today against ISIL and al-Nusrah in Syria and Iraq provokes

grave concerns with our Five Eyes and European partners and our allies in Israel, Turkey, and
the Gulf States.

The long wars in Afghanistan, Iraq, and Syria—and the civil war in Yemen—have

unleashed centuries-old grievances across the Sunni-Shia landscape and have prompted Shia-

dominated population centers to expect a larger role in self-governance and much greater access

to education, training, and jobs. Iran has been flexing its military power well beyond her borders
for over a decade, reigniting concerns about her ambitions of re-establishing “Greater Persia.” As

Iran quickly and confidently swooped in to assist Assad and Russia, our important allies in Israel,
Turkey, Jordan, and Saudi Arabia expressed and continue to express intractable concerns.

Like it or not, Hizballah in Lebanon is no longer synonymous with terrorism. The Party

of God has been building hospitals and schools, winning elections, and governing or co-

governing Lebanon for years. As a democratically elected political party, the Party has worked to
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cordon off its militant terrorist arm from its day-to-day management of internal affairs. Every
US administration since Reagan has treated Hizballah and Iran as co-equal enemies. But these

are curious times and counterterrorism objectives sometimes generate unusual bedfellows. If the

Lebanese government offers assistance in arresting, questioning, and sharing information on
ISIL activities, we will listen. At the same time, the Party of God sends chills down more than a

few spines in Washington when it approaches US officials with the proposition that we are
“allies” now in the fight against ISIL. Add Russian engagement with Iran and Hizballah into

this mixture and we can quickly see the how tangled the world of counterterrorism policy
becomes.

Given this very challenging set of threats, I offer four actions requiring the

Administration’s immediate attention.

1. Formulate and issue new policy objectives.
It will be important for the Administration to quickly set new CT policy objectives, along

with the standards and conditions that define progress and success, and the budget implications.
Departments and agencies will need this guidance in order to build upon extant programs, cull
out and defund unnecessary ones, and develop new capabilities. Importantly, the

Administration’s new CT policy objectives will impact relationships around the world; all of our
key allies will be eager to understand the president’s new CT strategy and objectives to see if and
how their own CT strategies fit in, and whether they may incur any financial, equipment, or
human resource costs in terms of new burden sharing arrangements.

Most new American administrations, especially when political parties change,

commission one or more study or review groups to help the vice president and national security

advisor formulate policy options for the president’s consideration, along with commensurate
budget recommendations. In the post-9/11 period, Presidents Bush and Obama spent three to

six months working on comprehensive Iraq and Afghan strategy reviews. Unfortunately, our CT
enemies always get a say; they mount operations at times and places of their choosing. Today’s

overall terrorist threat environment may not afford the Trump Administration the luxury of
three to six month reviews. CT-tested experts armed with historic and current records will be in
the strongest position to quickly support White House studies or reviews.
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2. Identify the appropriate mix of integrated all-source intelligence, military, and law
enforcement capabilities and authorities required to implement the new policy objectives.
Terrorists of all stripes need money, communications, and reliable logistics mechanisms

in place to manage their direct and indirect networks of people, weapons, and information. Each

represents an important traceable vulnerability. As the Administration considers its policy
guidance and directives, it will want to inventory and evaluate the effectiveness of the integrated
capabilities we use today with HUMINT sources as well as air, land, sea, cyber, and space-based

collection and communications programs. This includes understanding which effective methods
are underfunded, under equipped, and understaffed, and which facilities, tools, and techniques

are so well known to the enemy that we should stop using them. The review should include the
CT collection postures, as well as the information sharing and “activism” track records and
capabilities of our foreign partners and closest allies.

Funding may not prove to be the biggest resource challenge, but the Administration can

expect to find experience and skills deficits in key areas. Defeating AQ, ISIL, and Hizballah
requires real-time accurate fusion of all-source intelligence; near-native language skills and deep

expertise about each organization’s leadership, networks, and weaknesses; and understanding the
capabilities and capacity of the foreign partners with which we engage around the world. Age-

appropriate retirements are at an all time high in several parts of the IC and deep funding cuts in
the DOD have hit mid-career war-tested veterans very hard. Recruiting, training, and
developing our CT workforces for warfighting, cyber, HUMINT and technical collection,
analysis, and foreign languages will take time.
A few words here on authorities:

Digital communications have gone global and are increasingly encrypted. Free mobile

applications—many of them American—are widely used among aspiring terrorist recruits and
core commanders. This global reality requires two immediate program reviews:

First, President Obama issued Presidential Policy Directive-28, which limited and

eliminated several warranted surveillance programs in the aftermath of Edward Snowden’s

defection to Russia. If the Trump Administration opts to reestablish any of those warranted
surveillance programs, it will take time—maybe years—for the IC to rebuild and deploy
appropriate technologies, reestablish trusted relationships with industry and foreign partners who

are willing to assist, and appropriately staff the FISA Court, DOJ, and IC offices to oversee each
agency’s compliance with US law and policy.

Second, as illustrated when FBI Director Comey tried and failed to persuade Apple to

unlock the encrypted contents of just one specific iPhone used by the known San Bernardino
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terrorists, our nation has not yet had a thorough enough 21st century policy debate on the best
way to balance our First Amendment right to privacy versus the president’s obligation to protect

our national security. The global ISIL “movement” presents just one vital reason the Trump
Administration and the Congress should welcome and vigorously debate this topic soon, and
determine the best way forward. Remember: all of our enemies get a vote here, and Team US is
behind the eight ball on this one.

3. The third action requires a cohesive offensive and defensive cyber strategy that ensures
policymakers have the widest range of options at the ready.
The United States invented and unleashed the Internet across the globe; we have

leveraged it to improve just about every aspect of our daily lives. But, there is a very important
dark side of the Internet that our enemies—criminals, terrorists, and strategic adversaries alike—

are leveraging at the expense of our national and economic security. As your former Deputy
National Counterintelligence Executive, I can say unambiguously that Americans tend to be too
trusting of the technologies in their pockets, on their iPads, and on their desktops. Widely

publicized Russian, Chinese, and North Korean hacking events over the past two years are a
clarion call for everyone to please pay more attention to cyber hygiene, strong passwords, and
multiple layers of authentication and encryption when creating, storing, computing, and
transferring any information that is private, proprietary, or sensitive.

The Trump Administration will need the best cyber experts to review extant offensive

and defensive cyber security policies and authorities, expand upon many of them, work with the

Congress to resource departments and agencies appropriately, and set high expectations for full
implementation. The same goes for every American industry that is critical to our economic and

national security. The Administration and Congress need to formulate and pass legislation that
directs targeted investments to private-public partnerships designed to accelerate the constant
development and delivery of specifically tailored world-class cyber security capabilities across all

US critical infrastructures. Doing so is vital to shoring up our defenses against cyber attacks from
terrorists as well as our more strategic enemies.

Most terrorism threats and actors move fast while a few remain under one or more

patient microscopes for months or years (think Abbottabad). All of them require the IC, law

enforcement, and DOD to have timely access to data and state of the art tools and technologies
that enable and support real-time collection, analysis, and endgame execution. Conflict zone

operations require real-time feeds, be it from Intelligence Surveillance, and Reconnaissance

(ISR) platforms, satellite imagery, cyber methods, or vital human sources. The level of threats we

Georgetown Security Studies Review

104

face today call for sustained resource levels that not only maintain, but encourage the constant
development and adaptation of technologies and techniques we will need for these vital missions.

Our citizens and worldwide counterterrorism partners expect strong US leadership and

expertise. The overall terrorism threat landscape, especially that which incorporates a significant
cyber element, requires an organized approach on a par with the “Manhattan Project” to fuel

public-private partnerships designed to rapidly and securely develop and deploy next generation

cyber, space-based, as well as air-, land-, and sea-based capabilities and technologies that have

not yet been seen by AQ, ISIL, Hizballah or any of our more strategic adversaries that wish to
see us stall or fail.

4. Lastly, the Administration will need to conduct disciplined periodic reviews of our CT
partnership arrangements.
Counterterrorism is a complex team sport with governments around the world. The value

of our foreign partnerships is not measured in a “transactional” manner in which, for example,

Country A gives us ten reports and we reciprocate with ten. Some singular reports, of course, are

invaluable. Some countries offer priceless geographic proximity to the enemy; some offer unique
languages, sectarian, and cultural perspectives we need; and yet others are willing to run very
dangerous operations with us or on our behalf under the most hostile and austere conditions.

The IC works hard to establish, develop, and protect our alliances as a core value. Ideally,

we engage with competent, professionalized partners who share our worldview and

counterterrorism objectives. At times, however, the world is not always so tidy. As geographic
hosts to core AQ actors and activities, Afghanistan and Pakistan require an especially rigorous

periodic review to understand exactly where they stand on their commitments, willingness, and
abilities to defeat core AQ. The Huthi alliance with Iran represents another significant challenge
to our CT work against AQAP in Yemen as the Sunni-Shia civil war plays out. It places

considerable strains on the region in ways that require periodic reviews of our CT partnerships
with all of the Arabian Peninsula states. The Administration will need regular assurances that
these partners are productively engaged and are able to keep sufficient pressure on AQAP to
limit their safe havens and ability to mount operations against the United States and our allies.

Then there is the biggest policy challenge of all. Fighting ISIL cannot, of course, be

divorced from the realities of the region. Turkey and Jordan are under tremendous strains both

internally and externally. The Iraqi and Syrian Kurds are proving to be effective warfighters, but
they have entirely different motivations than those of Iraq and Assad-led or opposition-led Syria.

The US-Kurdish relationships of any kind directly threaten our relationship with Turkey and,
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coupled with Russian and Iranian and Hizballah involvement at unambiguous cross-purposes in

the region, place unsustainable strains on the NATO alliance. So, the Administration will need
periodic reviews of each CT partner involved in the ISIL fight—but with a much larger scope
than just CT.

Closing Remarks
I’ll close with a few comments about the current environment between the new

Administration and the Intelligence Community. In my nearly 32 years of public service, I’ve

seen presidents and Oval Office personnel challenge us weekly if not daily—and we were
frequently called out to defend our understanding of the intelligence record and our projections.

Most times, discussions and heated debates occurred in the privacy of the Situation Room or at
Langley, the Office of the DNI, the Pentagon, or State. The private settings were in secure
vaults where the entire intelligence record could be discussed.

In the post 2004 era, the Intelligence Community implemented new standards for the use

of the words “low, medium, and high confidence” level statements on intelligence judgments and
national estimates. Those words have specific meanings. They are based on the strength or

weakness of supporting documentation and layers of peer reviews. Analytic judgments and
opinions do find their way into formal reports when IC officers must judge the implication of a
gap in information; but those analytic judgments and opinions are called out as just that.

Our first big post-2004 test came with the 2007 NIE on the Status of Iran’s Nuclear

Weapons Program. President Bush declassified the Key Judgments from this NIE and made
them available to the American people and the world audience. I would note that this NIE has

stood the test of time—and it included both high and medium confidence judgments. As former
Director Hayden has stated in some of his public engagements, the Key Judgments were not
exactly popular with some policymakers. The judgment that Iran had suspended its nuclear
weapons program in late 2003 did not conform with certain policymakers’ long-held convictions

that Iran was on a permanent trajectory to have a fully-functioning nuclear weapons program. I

was the CIA’s Chief of Operations for Iran at the time, and can attest that the Agency and IC

worked seamlessly on that 2007 NIE. We have done so on dozens of NIEs since that time, and
on hundreds of products and the President’s Daily Briefs for Presidents Bush and Obama. When
there were unresolved disagreements among community members—and there often were—the
documents said so and why.

Not infrequently, the IC’s confidence-based approach runs counter to policymakers’

views, many of which are guided by the public record and matters of conscience and conviction.
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Elected officials, after all, run on values-based platforms on which voters elect them to office.

American citizens gain access to classified intelligence reports only if they are in specific jobs, or
are in elected or appointed positions. When confidence-based intelligence judgments conflict

with the public record or views based upon strong conscience and convictions, the IC generally
relies on established mechanisms to resolve those conflicts. The Congress holds classified

hearings, and the entire policymaking apparatus exchanges papers and holds discussions and
debates in classified settings. Throughout these processes, the IC keeps collecting information to
address gaps and keeps updating the intelligence record. Over time, the president makes the final
call—and everyone salutes and moves forward together.

Conflict without managed confrontation is generally unproductive when it comes to

resolving differences on matters as important as our national security. CIA and other IC

colleagues learn how to manage tough and leading questions and all types of management styles.
They know that there are haters and screamers on both sides of the aisle, and they also know
there are very thoughtful policymakers who welcome follow-up discussions as they formulate

their positions. In the end, the IC is comprised of public servants with access to highly classified
and sensitive information at home and abroad. Those IC officers posted abroad, our foreign
partners, and our critical sources take tremendous risks on behalf of the American people. They
need to know they enjoy the unyielding support of their government as directed.

The recent very public nature of confrontation with the men and women of the

Intelligence Community impacts the workforce, our vital industrial partners, our closest foreign
partners, and our critical human sources. Importantly, it emboldens our enemies. We can ill

afford AQ, ISIL, or Hizballah assessing the public confrontations as permission to launch an

bold attack at our jugular; we can ill afford Russia, Iran, or North Korea assessing that now is the
time to keep pressing forward with programs that are antithetical to the United States.

America is at our best when we lead with clear and achievable policy objectives that adapt

quickly to the realities on the ground. Successful implementation requires exceptional
multidisciplinary leadership and appropriate information sharing at every level; sustained
resources; the best possible capabilities and partnerships; the constant introduction of new tools,

techniques, and practices against all enemies foreign and domestic; and projects unified national
confidence and competence at home and abroad. Counterterrorism is always daunting work—
but all of the key ingredients we need for success are well within reach.
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